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OCHOBHBIE TEPMHWHBI 1 OITPEAEJIEHUSA

AYTEHTU®OUKALIUA — npoBepka NPUHAMIEKHOCTH CYOBEKTY JTOCTYIA
IPEIbSIBICHHOTO UM HICHTU(UKATOPA; MOATBEPKACHUE TIOITMHHOCTH.
AIMUHHUCTPATOP 3AHIUTDBI - cyObekT nocTyma, OTBETCTBEHHBIH 3a
3aIIUTY aBTOMATU3UPOBAHHOM CHUCTEMBI OT HECAHKIMOHMPOBAHHOTO JOCTYIA K
uHpopMaruu

BE3OIIACHOCTDb NHHP®OPMANUN -COCTOSIHHUE 3aIUIIEHHOCTH
uHpopmaluu, 00pabaThIBAEMOl CpeACTBAMHU BBIYMCIUTENBHON TEXHUKU WITU
aBTOMATHU3UPOBAHHOW CHCTEMBI, OT BHYTPEHHHUX WJIA BHEIIHUX YIPO3.
BCIIOMOTI'ATEJIBHBIE TEXHUYECKHUE CPEJACTBA U CUCTEMBI -
TEXHUYECKUE CpEICTBA W CHCTEMbl, HE MpeAHa3HAYCHHbIE [JIs Mepeaayd,
0o0pabOTKM M XpaHeHUs KOH(QUIECHUMATBHOM HHPOpMalUUU, pa3MellaeMble
COBMECTHO C OCHOBHBIMHU TEXHUYECKMMHU CPEACTBAMU U CHUCTEMAMH WIH B
3aIMIIAEMBIX TOMEIICHUSIX

JOCTYII K UHO®OPMAIIUMU - o3HakomileHHE ¢ HHPOpMaLKel, ee o0padboTka,
B YACTHOCTH, KOIIUPOBAHUE, MOJIU(DHUKALIMS WU YHUUYTOKEHHE HHPOPMALIUU.
SAIIUTA THOOPMAIINU (3N) - nesaTenbHOCTb MO NMPEIOTBPALICHUIO YTEUKU
3alUIIaeMoll  MH(OpMAalKM, HECaHKUMOHUPOBAHHBIX U HENpeIHAaMEPEHHBIX
BO3JICUCTBHI Ha HHPOPMAILIHIO.

JAHIUTA OT HECAHKIOMOHHUPOBAHHOIO AOCTYIIA -
NeSITENIbHOCTh, HAampaBieHHas Ha MpeloTBpAllleHUEe MOoJyuyeHus HHpopmanuu
3aMHTEPECOBAHHBIM CYOBEKTOM (WM BO3JEHCTBUS Ha UHGPOpMALUIO) C
HapYLIEHUEM YCTAHOBJICHHBIX MPAB WJIU MPaBUIL

SAHIUINMAEMAS UHO®OPMAIUSA - unpopmanus, SBISIOMAICS MTPEAMETOM
COOCTBEHHOCTH M TOJJIeXallas 3alluTe B COOTBETCTBUM C TPEOOBaAHUSMU
MIPaBOBBIX JIOKYMEHTOB WJIM TPEOOBAHUSIMH, YCTAHABIUBAEMBIMU COOCTBEHHUKOM
uH(popManuu.

SAHINIIMAEMBIE IMMOMEHIEHUSA — IIOMEIICHHUS, cnenraibHO
NpelHa3HAYeHHbIe Ui MPOBEACHUS  KOHQUIACHIMAIbHBIX  MEPONPUSATUI
(coBeranuii, 00Cy)aeHnH, KOHPEPEHIUi, IEPErOBOPOB U T.I1.).
SAIIMIIEHHOE CPEJICTBO BBIUHUCJMTEJBHOW TEXHHUKH
GAIIMIIEHHAA ABTOMATHU3UPOBAHHASA CHUCTEMA) — cpenctsBo
BBIYMCIIUTEJILHOM TEXHUKH (AaBTOMATU3UpPOBaHHAs CHCTEMa), B  KOTOPOM
peann30BaH KOMIUIEKC CPEICTB 3aLIUTHI.

NHPOPMAIIMOHHBIE PECYPCBI — otnensHble TOKYMEHTBI M OTAEJIbHBIE
MacCHBBI JJOKYMEHTOB, IOKYMEHTbI U MAacCUBbI JOKYMEHTOB B MH(OPMAIIMOHHBIX
cuctemax (O6ubmmoTekax, apxuBax, ¢GoHAax, OaHKaX JaHHBIX, JPYTUX
UH(POPMAIMOHHBIX CHCTEMAaX)

NIAEHTUO®UKAILIUA -~ npucBoeHue cyObekTaM M OOBEKTaM JOCTYIIa
unaeHTudukartopa U (WIM) CpaBHEHHE TNPEIbABIAEMOro HUIAEHTU(UKATOpa C
NepPEeYHEM MPUCBOEHHBIX UIEHTU(UKATOPOB.

NAEHTUD®UKATOP JOCTVYIIA - yHUKaIbHBIM MOpU3HAK CyOBEKTa WIH
00BEeKTa IOCTYIIA.
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KOMIUVIEKC CPEIACTB 3AIIMUTBI — COBOKYNHOCTh MNpPOrpaMMHBIX U
TEXHUYECKUX CPEJCTB, CO3/aBaeMas U TMOJAJEp)KUBaeMas [Isi oOecredeHus
3aIUTHI CPEJICTB BBIYUCIUTEIBHON TEXHUKHU WM aBTOMaTU3UPOBAHHBIX CUCTEM OT
HECaHKIIMOHUPOBAHHOTO JOCTYTa K HH(OpPMAIIHH.

KOHTPOJIUPYEMAS 30HA - npoctpancTBO (TeppuTOpHUs, 3[aHUE, YaCTh
3[1aHUs1), B KOTOPOM HMCKJIFOUEHO HEKOHTPOJIHMPYEMOE NPEObIBAHUE COTPYAHUKOB U
IIOCETUTEIIEH OPTraHU3alNM, a TAK)KE TPAHCIIOPTHBIX CPEACTB.
KOHOUJIEHIINAJIBHASA NHOOPMALUA — uHopMarms Cc
OTpaHUYECHHBIM  JOCTYIIOM, HE€ COJAepXauias CBEICHUMN, COCTaBJISIOIIUX
rOCYAApCTBEHHYIO TaliHy, JOCTYIl K KOTOPOW OTPaHUYMBAETCS B COOTBETCTBUU C
3aKOHOJIaTeNBCTBOM Poccuiickoit denepannun

HECAHKIIMOHUPOBAHHBINH JOCTVYII - noctyn kK HHQOpMAIMH HIIH
JNedcTBUS ¢ uH(pOpMalMell, Hapylmaolue MpaBUiia pa3rpaHUYeHHs] AOCTyHa ¢
UCIIOJIb30BAHUEM  IITAaTHBIX  CPEICTB,  MPEJAOCTABIAEMBIX  CpPEACTBAMU
BBIYHMCIIUTEIbHON TEXHUKHU WJIA aBTOMATU3UPOBAHHBIMU CUCTEMAMU.
HAPYHIUTEJIb TIPABUJI PABI'PAHUYEHUSA JNOCTYIIA — cyObekr
JOCTYIIa, OCYLIECTBISIOIINNA HECAHKITMOHUPOBAHHBIN TOCTYMN K MH(OPMALIHH.
OBBEKT JOCTYIIA — eAMHHLA UH()OPMAITMOHHOTO pecypca
aBTOMAaTU3UPOBAHHON CUCTEMBI, JOCTYIl K KOTOPOU PErNIAMEHTUPYETCS IPABUIIAMHU
pasrpaHu4eHMs TOCTYTIA.

OPI'AHM3BAILINA 3AINTBI UHOPOPMAILMUN — conepkaHue U TOPSI0K
JEUCTBUI 110 00ECTICYEHUIO 3aIUTh HHGOPMAITHH

OCHOBHBIE TEXHUYECKHUE CPEJACTBA U CUCTEMBMBI - TexHu4yeckne
CpEIICTBA M CUCTEMBI, a TAK’KE€ UX KOMMYHHUKAIUHU, UCIIOJIb3yeMble NIl 00paboTKH,
XpaHEeHUs U Nepeaud KOHPUASHIIMaIbHONW HH(pOpMauu

MMAPOJIb — wuneHtudukarop cyObeKTa [OCTyNa, KOTOPBIA SBISETCS €ro
(cyOBeKTa) CEKpeTOM.

CUCTEMA PASI'PAHUYEHMUSA JOCTYIIA — COBOKYITHOCTh peajM3yeMbIX
npaBui pasrpaHUYEHUs] JOCTyNa B CPEACTBAX BBIYMCIMTENILHOM TEXHUKHU WIIU
aBTOMATU3UPOBAHHBIX CUCTEMAX

CAHKIIMOHUPOBAHHBIA JOCTYII K MH®OPMAIIMUA — nocryn K
uHbOpMaInK, HE HapYIIAIOIKN TpaBUIia pa3rpaHUuEHuUs JOCTYTIA.
CEPTUPUKAT 3AIIUTBI — n0OKyMEHT, YIOCTOBEPSIOIIMI COOTBETCTBUE
CpEICTBA BBIUMCIUTEIbHON TEXHUKU WJIM aBTOMATHU3WPOBAHHOM CHCTEMBbI Habopy
OTpe/eNICHHBIX TPEOOBaHUN MO 3alIUTe OT HECAHKIIMOHWPOBAHHOTO JOCTyMa K
uHbOpMallMl M JalOLUK TpaBO pPa3pabOTYMKy HA HCIOJIb30BaHHE U (WIIN)
pacrpocTpaHEeHUE UX KaK 3allUIIEHHbIX.

CUCTEMA 3AHIUTBI NHOPOPMALIMN oT
HECAHKIIMOHUPOBAHHOI'O JOCTYVYIIA - KOMIUIEKC OpraHU3alMOHHBIX
MEp U IPOrpaMMHO-TEXHHUYECKHUX (B TOM YHUCIIE KPUNTOrpapUUECKHX) CPEICTB
3alUTBl  OT  HECAHKUMOHHMPOBAHHOIO  JOCTynma K  uHpopManuu B
aBTOMAaTU3UPOBAHHBIX CHUCTEMAX.

CPEJACTBO 3AHIUTHI OT HECAHKIIMOHUPOBAHHOI'O JOCTYVYIIA —
IpPOrpaMMHOE,  TEXHUYECKOE WM  MPOrPaMMHO-TEXHHUYECKOE  CPEACTBO,



MpEeIHA3HAYCHHOE JUIS TPEAOTBPAIICHUS WJIM CYIIECTBEHHOTO 3aTPYIHEHUS
HECaHKIIMOHUPOBAHHOTO JOCTYTIA.

CPEJACTBO KPUIITOIPA®UYECKOHN 3AIIUTHI MHOOPMAIIMU —
peaNu3yroIre aJroOpUTMbl KpHUNTOTpapuIeckoro mpeodpa3oBaHus HWHPOPMAIUN
amnmapaTHble, POTPaMMHBIC M aIlllapaTHO-TIPOTPAaMMHBIC CPEJICTBA, CHUCTEMBI U
KOMIUICKCHI, TPEIHA3HAUYCHHBIC MJIs 3aIlUThl HWH(POpPMAIUH, OO0ECICUMBAIOIINE
Oe3omacHOCTh HH(pOpPMAIHH TTPU €€ 00pPadOTKE, XPAaHCHUH U TIepeaade Mo KaHaiaM
CBSI3H.

CYBBEKT JOCTYIIA - Mo wWid T[pouecc, JEUCTBUSA KOTOPOTO
pEeriIaMeHTUPYIOTCS MPABUIIAMHU Pa3rPaHUYEHHUS TOCTYIIA.
HEJOCTHOCTh HWH®OPMAIIUMU - ycroiuuBocTh UHGpOpPMALMU K

HECAaHKIIMOHUPOBAHHOMY WIHM CIIy4alHOMY BO3ICHCTBHIO Ha HEE B IPOLECCE
00pabOTKH TEXHUYECKUMH CPEACTBAMH, PE3YJbTaTOM KOTOPOTO MOXET OBITh
YHUUTOXEHUE U UCKaKEHUE NH(OpMaIuu.



1. OBIIME ITOJIOXKEHUA

1.1. Ha3nauyenue KoHuenuun

Hactosimass Konuenmusi ompenensieT cucteMy B3IVISIIOB Ha MpoOjieMy
o0OecrieueHrsT KOMIUIEKCHON 0e30macHOCTH HH(OpMAallMd ¢ yCTaHABIUBAET
MOPSAZOK OpraHu3allii U MpaBuia obecreyeHus: HHPOPMAIMOHHON 0e30macHOCTH
B MYHHUIIMIIAJIBHOM KAa3€HHOM YUpPEKJIECHUHU AOMOIHUTEIBHOrO o0pazoBaHus «JloM
JIETCKOrO TBOpYECTBa» (lajee - YupexJeHHUe), paclpeaciiecHne (QYHKUUH u
OTBETCTBEHHOCTH 3a obecreueHne WHGOPMAIMOHHON OE€30MacHOCTH MEXIy
NOJpa3IeNICHUsIMA W COTPYJAHMKaMU  YUpexKJeHus, TpeOoBaHUSA IO
MH(POPMAILIMOHHON 0€30MaCHOCTH K MH(OPMALMOHHBIM CPEICTBAM, IPUMEHSIEMbIM
B YupexaeHus. [JokyMeHT mpelcTaBiIsieT coOOl METO/I0JIOTMYECKYI0 OCHOBY IS
pa3paboTKu U peanu3ali KOMIUIEKCHBIX II€JIEBBIX MporpaMm oOecredyeHus
3alUThl THPOPMAUU Ha 00bEKTaxX MHPOpMATH3AUHN Y UPEIKICHMUSL.

1.2. Cdepa npumenenusi Konuenuumn

TpeboBanust Hactosmet Konnenuuu o0s3aTenbHbl sl BCEX CTPYKTYPHBIX
MOJPA3ACICHUNA YUPEKACHUA U pACTPOCTPAHAIOTCS Ha:

—  aBTOMATH3UPOBAHHBIE CUCTEMBI Y UPEKIACHHUS;

—  CpeIICTBAa TEIICKOMMYHUKAIU;

—  IIOMELIEHUS;

—  COTPYAHUKOB YUpEKICHUS.

BHyTpeHHnMe TOKYMEHTBI  YUpPEKIEHHs, 3aTPAruBaroOllNe€  BOIPOCHI,
paccMaTpUBaeMble B JAHHOM JOKYMEHTE, OJKHBI pa3pabaThiBaThbCs C y4ETOM
1oJ10keHni KoHIenuuu u He TpOTUBOPEYNUTH UM.

1.3. IIpaBoBasi ocHoBa Konuenuuu

IIpaBoByro ocHOBY KoHllenmu cocTaBistoT:

—  Konctutynus Poccuiickon denepaiuu;

—  ®enepanbHblii 3aK0H «O 6e30macHocTr» OT 28.12.2010 Ne 390-D3;

—  ®enepanpubiii 3aK0H «O cBa3m» oT 07.07.2003 Ne 126-D3;

—  ®enepanpHbli 3ak0H «O kKommepueckon TaiiHe» oT 29.07.2004 Ne 98-
D3;

—  @epepanbublii  3akoH  «O06  wHbOpMammu,  WHGOPMAIMOHHBIX
TEXHOJIOTHUSIX U 0 3ammTe nHpopManum» ot 26.07.2006 Ne 149-D3;

—  Hoxtpuna undopmarnmonHoit 6e3zonacHoctu Poccuiickoit denepanuu,
yrBepkzeHa [Ipesunenrom Poccuiickoit @enepanun 09.09.2000 ITp-1895;

—  CoeunanbHble TpeOOBaHUS U PEKOMEHJALUUA MO TEXHUYECKOW 3alluTe
koHpunennuansuoit nHbopmanmu (CTP-K), 'octexxkomuccus Poccun, 2002r.

—  ®enepanbHblil 3aK0H «O MEepPCOHANBHBIX JaHHBIX» OT 27.07.06 No 152-
®3 (B pen. or 27.07.2011);

— TOCT P HUCO/MDBK 17799-2005. NudopmarimoHHass TEXHOJIOTHS.
[IpakTuueckue TmpaBuia yOpaBieHUS HMHPOPMALMOHHON  Oe30MacHOCTHIO"
(ytB. Ilpukazom PocrexperynupoBanus ot 29.12.2005 N 447-c1)



— JIpyru€ 3aKOHOJIaTENIbHbIC aKThl, PYKOBOMSIIHE W HOPMAaTUBHO-
MeToAnuYecKre JOoKyMeHTbl Poccuiickoit ®depepanuu B ob6nactu oOecriedeHus
nH(popMaIIMOHHOM 6€301aCHOCTH.

1.4. Ileam u 3agaum obecnevenusi 6e30MacHOCTH HH(OPMATUT

['maBHas 1enp obecnieueHus: 6€30MaCHOCTH MH(OpPMAIUK, ITUPKYIUPYIOIICH
B YUpexXJICHUS, - pean3alus IOJ0KEHUN 3aKOHOAATEIbHBIX aKTOB Poccuiickoi
denepaii U HOPMATUBHBIX  TpeOOBaHWM 1O  3ammTe  HHGOPMALNH
OTpaHUYEHHOro JocTyna (Jajee Mo TEKCTy - KOH(HUICHIHATbHON WU
3amum@aeMor  mHGOpMalMi) ¥ TOPEAOTBpalieHue yiiepda B pe3yibTaTe
pasriamieHus, yTpaThl, YTCUKH, UCKAKCHUS W YHUYTOXKCHUS WHGOpMAIUHU, €¢
HE3aKOHHOTO  UCIIOJB30BaHUST M  HapylieHUss paboThl  MH(OPMAIIMOHHO-
TEJICKOMMYHUKAIITMOHHOW CUCTEMBI Y UPEKIACHUS.

OcCHOBHBIMHU 1IEJISIMU OOecTieueHust 0€30MacCHOCTH HH(POPMALTUU SBIISIFOTCSL:

- TMPENOTBpAlllCHUE  YTEYKHU,  XUIICHUSA,  HUCKAKEHUSA,  MOAJCIKH
uHbOpMaIuK, UPKYIUPYIOIIEH B YUpexKIeHus;

- MPEIOTBpAICEHHE HAPYUIEHUW MpaB JIMYHOCTU KJIMEHTOB HA COXPAaHEHUE
KoH(puneHnuansHocTH nHhopmarmu, nupkyiupytomeid B UTKC Yupexnenus;

- MpeAOoTBpalleHUE HECAHKIIMOHUPOBAHHBIX JIEUCTBHUM MO OJOKUPOBAHUIO
uHdopmaIuy;

OcHOBHBIMH ~ 3amadyaMud  oOecriedeHusi  0e30MacHOCTH  HMHQPOpMAIUH
SABJISIFOTCSI:

- COOTBETCTBHE IMOJOXKECHUSM 3aKOHOJATEIbHBIX aKTOB U HOPMATUBHBIM
TpeOOBaHUSIM TIO 3alUTE UHPOPMAITUY;

- CBOEBPEMEHHOE BBISIBJICHHE, OIICHKA M MPOTHO3UPOBAHUE HCTOUYHUKOB
yrpo3 MHGOPMALMOHHON O€30MaCHOCTH, MPUYUH U YCIOBUH, CIOCOOCTBYIOIIHMX
HaHECEHUIO ymiepba HHTEepecaM YUpexJeHHUs, HapyIICHUI0 HOPMaJIbHOIO
dbynkunonuposanus u pa3Butus UTKC Yupexnenus;

- CO3JaHuM€ MEXaHHW3Ma OIEpPAaTUBHOTO pEarupoBaHUs Ha  YrpoO3bl
uH(OPMAITMOHHONW O€30MacHOCTH W HETaTHBHBIE TEHJCHIIMM B CHUCTEME
WH(OPMAITMOHHBIX OTHOIICHUH;

- addexTuBHOC peceducHre HE3aKOHHBIX  IOCSTaTEIIbCTB Ha
WH()OPMAITMOHHBIE PECypChl, TEXHUYECKHE CpeAcTBa u  HMHGOPMAIIMOHHbBIE
TEXHOJIOTUH, B TOM YHUCJIE C HCIOJIb30BAaHUEM OPraHU3ALMOHHO-TIPABOBBIX H
TEXHUYECKUX MEP U CPENICTB 3aIUTHl HH()OPMAITUH;

- CO3JaHuEe YCJIOBUM JJIsI MaKCHMAJIbHO BO3MOXKHOTO BO3MEIIEHUS U
JIOKaJIM3allid HAaHOCHUMOTO HHTEepecaM YupexaeHus yiiepba HempaBOMEpHBIMU
JNEUCTBUSAMH (UBUYECKUX U HOPUAUYECKUX JIUI, OCjiabJieHHe HEraTUBHOIO
BIMSHUS W JIMKBUJAAIMS  TIOCJIEICTBUN  HapylieHus  WHGOPMaIMOHHOU
0€e30IMaCHOCTH;

- pa3paboTka HOPMAaTHUBHO-TIPABOBOM 0a3bl obecrieueHus
nH()OPMAITMOHHONW OE€30MaCHOCTH, KOOPAWHAIMS JEATEILHOCTH MOApa3aesIeHU
VYupexaeHus 1o o6ecrneyeHnIo 3auThl HHPOpMaIH;

- pa3BUTHE CHCTEMBI 3allUThI, COBEPIICHCTBOBAHHE €€ OpraHu3alluy,
dbopM, METOIOB U CPEICTB MPEIOTBPAIICHUS, MAPUPOBAHUS W HEUTpaTU3aIiu
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yrpo3 HWHPOPMAIMOHHON O€30MaCHOCTH W JIMKBUJAIMW TOCIEACTBUN  €e
HaPYIICHUS;

- CO3JlaHWEe W TPUMEHEHHE 3alUIIECHHBIX WH()OPMAIMOHHBIX OOBEKTOB U
AUC, neHTpoB 06pabOTKH 3anuiiaeMor nHPopMaInu;

- pa3BUTHE M COBEPIICHCTBOBAHUE 3AIUIIICHHOTO IOPUANYECKH 3HAYUMOTO
AIIEKTPOHHOTO JIOKYMEHTO000POTA.

- CO3JaHHME MEXaHW3MOB, OOCCIICUYMBAIONIUX  KOHTPOJIb  CHCTEMEI
WHPOPMAITMOHHONH O€30MacHOCTH W TapaHTHH JOCTOBEPHOCTH  BBITIOJHEHUS
YCTaHOBJICHHBIX TpeOOBaHU HHPOPMAITMOHHOMN 0€30MacHOCTH

- CO3JaHHE MEXaHW3MOB YIPAaBICHHUS CHCTEMOH HWH(POPMAIMOHHOM
0e301acHOCTH;
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2. OBBEKTBHI 3AIIIUTHI

2.1. O0beKkTaMHu 3aIUTHI YUpPeKIeHU ABJISIIOTCS:

- HH(OpPMaIMOHHBIE PECYPCHI;

- CpeJlICTBAa M CUCTEMBbI 00pabOTKH HHGOPMAIINH;

- CpEACTBa U CUCTEMBbI 3alIUThl UHPOPMALIUU, B T.4. KpunTorpahuyeckon
3alUThl HHPOPMALIUY;

- TOMENICHUS] WM OOBEKTHI, MpEeAHA3HAUCHHBIC JJI BEIEHUS 3aKPbITHIX
NIEPErOBOPOB.

2.2. HudpopmanuoHHbie pecypchbl YUpeKIeHus

ITon UH(QOpPMaMOHHBIMU pecypcaMu B YUpexKAcHUSA
MOHUMAIOTCSI COBOKYIHOCTHM CBEJEHHUM B JJIEKTPOHHOM U OyMaXHOM BHJIE
(6aza nmaHHBIX, BJEKTpOHHas OuOIMOTEKa, peecTp, KaaacTp, (GOHI, apXHUB U
Ipyrue BU/IbI MH(})OpMATMOHHBIX MacCHBOB), MO/1JIEP>KUBAEMbIE
IPOrPaAMMHO-TEXHUYECKUMHA CpeICTBAMU aBTOMAaTU3HPOBAHHOMN
uHpopMallmoHHON cucteMbl. MH(OpMalmoHHbIe pecypchl IPEACTABISIIOT COOOM
XpaHUJIUILA JaHHBIX, U3 KOTOPOro MyTeM CIEeUaIU3UPOBAHHON 00padoTKU
M0JIB30BATENI0  MPENOCTaBIseTCs HMHPOpMalUsl Ha  DJICKTPOHHBIX WU
OyMa)KHbIX HOCHUTEJSX, B TOM YHCJE B BUJI€ OTACIBHBIX (PparMeHTOB 0a3 JIaHHBIX,
OTYETOB U CIIPABOK.

TexHonornueckold ocHOBOM (opMUpPOBaHUS HMH(POPMAIMOHHBIX PECYpPCOB
ABJISIETCS  MPOrPaMMHO-TEXHUYECKas cpena aBTOMAaTU3UPOBAHHBIX
MH(OPMAIIMOHHBIX CUCTEM, UCIIONIB3YEMbBIX B Y UpPEKACHUS

Hcnonbs3zyembie B MHOOPMAIMOHHBIX CHCTEMAX YUPEXKACHUS TEXHOJIOTHH
B3aMMOJIEUCTBUS TIPpH 00pabOTKE MH(DOPMAIMOHHBIX PECYPCOB BKIIIOYAIOT:

- IEKTPOHHYIO TouTy (mmpotokossl SMTP u IMAP);,

- ANIEKTPOHHBIN 00MeH (aitnamu (mporokon FTP);

- oOMeH (paitilaMu Ha MarHUTHBIX HOCUTENX B (hopmaTe XML,;

- Web-noctyn k pecypcam cetu (npotokosist HTTP/HTTPS/HTML);

- TEXHOJIOTUIO TEPMHUHAJIBHOIO JOCTyHa Uil B3aUMOJEHCTBHS C
yAaJIEHHBIMU TI0JIb30Batels (mpotokoa RDP);

OcHosHbiM ucmoyHukom vHGOpPMAIUU ISl HATIOJIHEHUSI TIEPBUYHBIX 0a3
nanaeix WTKC  sBastoTcs JOKYMEHTBI M COOOIEHHWS, TOCTYMAOINUE OT
CTPYKTYPHBIX MTOAPA3CICHUNA YUPEKICHUS U BHEIIHUX OPTraHU3alUH.

NudopmanmonHoe u ¢yHkumoHanbHoe B3aumognencteue y3iaoB WUTKC
VYupexxaeHus OCyIIeCTBISIETCS HA OCHOBE MHTEIPUPOBAHHBIX (JJOTUYECKU €TUHBIX )
0a3 MaHHbBIX, 00ECIeUNBAIOIUX JOJKHOCTHBIX JIUL CTPYKTYPHBIX MOJpa3eiIeHU
VYupexaenus TpedyeMoit nHGopmaruei.

Oomen ungopmayueii OCylmeCTBISIETCS

- BHYTPH y3J0B - 1O JIOKAIbHBIM BBIYUCIUTEIBHBIM  CETSIM -
IpPOrpaMMHBIMM M TexHMYecKkuMu cpeacrBamu  JIBC B COOTBETCTBUM C
TPAHCTIOPTHBIMH NMPOTOKOJIaMU 0OMeHa nHpopMaluel Mexx 1y abOHEHTaMUu;

- wmexay y3namu UTKC Yupexaenus u mHPOPMAIMOHHBIMH CHCTEMaMHU
BHEIIHUX OPraHM3aluid M BEAOMCTB - IO KaHalaMm CBS3M (WJIM HAa MarHUTHBIX
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HOCUTENSIX) B COOTBETCTBMU C COTJAICHUSAMHU W MPOTOKOJAMHU IO OOMEHY
uHpOopMalren.

Bces wndopmanms, xpanumas, oOpabaThiBacMmasi WIH IepefaBacMas B
paMKax ToJpasfeicHUu YUpPEeXKICHHs C HCIONb30BaHUEM WH(OOPMAITMOHHON
CUCTEMBI, KJIACCU(PUIIMPOBAHA IO CTENEHU BAXHOCTH M KPUTHYHOCTH Ha
CJIEIyIOLIUE KaTerOpHUHU.

Konduaenunaabnass uHpopmManus

K  konbuaeHmmanbHOW  OTHOCUTCS  MHGOpMAIUS,  COCTABJISIONIAS
KOMMEpYECKYI0 TaiiHy, uHpopmaiusi o (akTaxX, COOBITUAX U OOCTOATENHCTBAX
YACTHOM >KM3HM TpaXIaHWHA, MO3BOJSIONIAST UICHTU(PUIMPOBATH €0 JIMYHOCTH
(mepcoHaJibHBIE ~ JaHHBIE), 3a  HUCKIIOYEHUEM  CBEICHHMM,  MOJICKAIIUX
paclpoCTpaHEHUIO B CPEICTBAX MacCcoBOM HWH(MOpPMAIMM B YCTAaHOBJICHHBIX
denepanbHBIMA  3aKOHAMM  CiIy4asix, a Takxke Jiobas JApyras 3akpbiTas
uH(popMarus, ABISIOMAsICS COOCTBEHHOCThIO YupexaeHus. [Ipu oOpaboTke >Toi
uH(popManuu HeoOXoAMMO coO0aTh TpeboBaHus “‘CrenuanbHbIX TPEOOBAHUMN U
peKoOMeHAauMi 1o 3amuTe HUHQOpMalMu ¢  OrpaHUYEHHBIM  JOCTYIIOM,
oOpabarbiBaemori TexHuueckumu cpencteamu  (CTP-K)”  T'ocynmapcTBeHHOM
TexHu4Yeckou komuccuu rnpu [Ipesunente PO, nonoxenus PenepaibHOTO 3aKOHA
«O TepCOHANBHBIX JAHHBIX», a TAKXKE MPOYMX HOPMATHUBHBIX IMPABOBBIX AKTOB,
pErlaMeHTUPYIOMINX paboTy ¢ KOHPUACHIIMATBLHOM HHPOpMAITHUEH.

[Ipu xpanenuu, nepegade u oOpaboOTKe NaHHON MH(OpPMAIUK HEOOXOAUMO
00ecreynuTh MaKCUMAJIbHBIN YPOBEHD €€ 3aIlUTHI.

Cay:xkeOHass unpopmanus

K cmyxebHoii uHpopmanuu MOTYT OBITH OTHECEHBI JIHOOBIE CBEACHUS,
OTHOCSIIIAECS K NEATEIbHOCTH NOAPA3AETECHUI Yupexnenus,
HECAaHKIIMOHUPOBAHHOE  PACHpOCTPAHEHUE KOTOPBIX MOXKET NPHUBECTH K
OTPULIATEIbHBIM SKOHOMUYECKUM, ATHYECKUM WJIM HHBIM TOCIEACTBUSAM IS
VYupexknenusa. XpaHneHue, oOpaboTka U mepenaya Takod HH(POpMALMU JOJDKHA
OCYILIECTBIISITHCS B COOTBETCTBUH C TPEOOBAaHUSIMHU HACTOSIIETO TOKYMEHTA.

PabGouass nnpopmanus

Pabouast undopmarus BKIroUaeT B ce0sl CBEICHMSI, UMEIOIINE OTHOIICHHE K
BHYTPEHHEU JESITEIbHOCTH NOAPA3ICICHUN YUPEKICHUS M HE OTHOCSIIMECS K
KoH(UIeHIIMATBbHON WK ciry)eOHoi nHpopmaruu. [lpu xpanenun, nepempade u
00paboTke Takoi nHpopMaIuu HeOOX0IUMO 00ECIIEUUTh MAaKCUMaJIbHBINH YPOBEHb
e IEJIOCTHOCTH U ayTEHTUYHOCTH B COOTBETCTBUH C TOJOKCHHUSIMH HACTOSIIIETO
JIOKyMEHTA.

IIpouune BuaAbI MHPOPpMALIH

Jis mpouynx BUAOB HHGMOpPMAIMKA IOPSAIOK XpaHEHHs, Iepeaadyd u
00paboTKH c HCIIOJIb30BaHUEM aBTOMATU3UPOBAHHBIX CHUCTEM HE
perIaMeHTHPYETCA.



13

2.3. CpencrBa u cucTeMbl 00pad0TKU HH(POPMAIIUH

CpenctBa u cuctembl 00paboTku nHPOpMaAK YUpeKISHUS MPEICTABISIIOT
coOOl COBOKYIHOCTh MPOTPAMMHOTO OOECHEUYeHUsI M TEXHUYECKUX CPEICTB
0o0paboTku W mepenayu MHGOPMALMK, a TaKXKe CHUCTEMY TEJIEKOMMYHUKAIUN
(CTK).

Texnnueckoe odecneuenue (TO) BiItoyaeT cieAyONINEe KOMIIOHEHTHI:

— CepBEpHbIE KOMIUICKCHI (TIaTPOpMBI);

— pabouune CTaHIIUU NOJIb30BaTelIeH;

— TEXHUYECKHUE CPEJICTBA BBOJ1a/BhIBOJIa MH(MOPMAIIUH:

— CKaHEPBHI;

— MIPUHTEPHI.

— Cpe/ACTBa XpaHEHUS U apXUBUPOBAHUS JAHHBIX;

— AKTUBHOE U MACCUBHOE 000PYI0BaHUE JOKAIbHOU
BerunciuTeapHou cetu (JIBC);

— cpeacTBa Gecriepe0oitHOTO MUTAHMS.

Cucrema tesexkommynukanuii (CTK), nognepxuBaer nHPpOpMalMOHHBIHN
OoOMEH MeXay BHYTPEHHUMU aOOHEHTaMHU M HWH(POPMAIMOHHBIMU CHUCTEMaMH
VYupexnenus, a Takke MHOOPMALMOHHYIO CBSI3b C BHEIIHUMHU aboHeHTamu. B
cuctemuoit apxutekrype CTK Boimenensl cieayromuye (QyHKIIMOHAIBHBIC
IIOZICUCTEMBI:

— TpaHcnopTHas OJACUCTEMA;

— BenomcrBeHnHas TenedoHHas CETh;

— [ToacucTema yaaneHHOro TOCTYyINa K MHPOPMALIMOHHBIM pecypcam;

— [Toncucrema 351€KTPOHHOM MOYTHI;

— [Toacucrema cepBucoB riodanbHOM cetn MHTEpHET;

— [Toacucrema yrnpaBneHusi, MOHUTOpUHTa 1 oociyxuBanus CTK.

B cocraB mporpaMmmHoro odecnedenusi THOOPMAITMOHHBIX CUCTEM BXO/ISAT:
— 00IIIecCHCTEMHOE ITPOrpaMMHOE 00ECIICUCHHUE;
— crnienuaibHoe (MPUKIAIHOE) TPOrpaMMHOE 0OECTICUCHHE.

Obwecucmemmnoe npoepammHnoe obecnevenie BKIIOUaeT B ceOs:

— CEPBEPHBIC U KIIMEHTCKHE OIECPAI[MOHHBIC CHUCTCMBI,

— CYB/;

— nakeThl O(UCHBIX MPOTPAMM;

— AHTUBUPYCHBIC TIPOIPAMMBI,

— HaKeThl TPOrPaMM JUIs TPYIIIOBON pabOTHI

— TEPMHHAJIbHBIE CEPBEPHBIC U KIUSCHTCKUE MMPOrPaMMBbl

— CpEeICTBA 3JIEKTPOHHOM IMOYTHI;

— Cpe/ICTBa yIpaBjieHHus HH()OPMAIIMOHHON 0€30MacHOCThIO;
— CpEIICTBA YIIPABJICHUS U aJIMUHUCTPHPOBAHUS CHCTEMOIA;
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Cneyuanvroe npocpammnoe ooecneuenue (CI1O) siBiseTcsi COBOKYIMHOCTBIO
AHATUTHYECKUX W JIOTHYECKUX METOJOB U AITOPUTMOB, POTPAMM HX PEaM3alli,
OTpaXaromux CHerMupUKy aBTOMATU3UPYEMBIX MPOIECCOB M TPEIHA3HAYCHHBIX
TUTsT 00eCTIeUeHUS ICSITEIIbHOCTH JOJKHOCTHBIX JIUIL Y UPEKICHUSI.

2.4. CpeacrBa obecnevyeHust

ITox CpeICTBaMHU oOecrieycHus YupexaeHus IIOHUMAIOTCS
BCIIOMOTATEJIbHbIE HMH)XCHEPHO-TEXHUYECKUE CHUCTEMbl, HE Yy4YacTBYIOIIHE B
o0paboTke mH(OpMaILIUK, cojeprKaileld KoH(UICHIIMaIbHbIE cBeJeHus1. B o0mem
BHJIE K OTUM CHUCTEMaM OTHOCSTCS:

— CUCTEMBI JICKTPOTIMTAHUS U 3a36MJICHUS OOBEKTOB;

— CUCTEMBI CBSI3U (BEIOMCTBEHHOM, MEXIYyTOPOIHEN, TOPOJICKOM,
BHYTPEHHEH ), HE TIPeTHA3HAYCHHON JJIs1 3aKPBITHIX TIEPETOBOPOB;

— CHUCTEMBI ITI0KAPHON ¥ OXPAHHOW CUTHAJIM3ALUU;

— AIIEKTPOHHBIE CUCTEMBI KOHTPOJISI M YIIPABJICHHS TOCTYIIOM Ha
TEPPUTOPHIO U B TTIOMECIIICHHUSI;

— CHUCTEMBI TPOMKOTOBOPSIIIICH CBSI3U U OTIOBEIIICHHSI;

— CHUCTEMBI KOHJIUITUOHUPOBAHUS, OTOTUICHHUS U BO3TYXOCHAOKEHUS.

2.5. O0beKTbl, NpeaHa3HAYEHHbIE JJI51 BeIeHUS 3aKPbIThIX

1eperoBopoB
B kadecTtBe O0OBEKTOB, IIpeAHA3HAYCHHBIX JUIS BEICHHS 3aKPBITHIX
MEeperoBOpoB,  HEOOXOAWMO  paccMaTpUBaTh  CACAYIOIIUME  TIOMEIICHUS

[EHTPAIBHOTO arllapaTa U TePPUTOPUATILHBIX OPTraHOB Y UpEKACHUS:

— KaOWHETHl PYKOBOJSIIETO COCTaBa, UCIOJIb3yeMble A 00CYKIEHUS
KOH(HIeHIUATbHON HH(POPMALINH;

— MOMEIIEHUSI JUIsi TIPOBEICHHSI COBEIIAHWH W TEPEroBOPOB IIO
KOH(DHIeHIIMATLHBIM BOTIpocaM (KOMHATHI EPEroBOPOB, KOHGEPEHI[3abI);

— JIpYyTUe MOMEIIEHUs, B TOM YHCJE U TEXHUYECKUE, B KOTOPBIX MOMKET
o0cyXnatbcsi KOHGUACHIMATbHAs HHGOPMAIHS.
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3. MOJEJb YI'PO3 BE3OIMACHOCTHU HWH®OPMAIIMA B
YUYPEXAEHUHU

3.1.  OcHoBHBIe (pAKTOPBI, BO3/I€iiCTBYIOIINE HA HHPOPMAIMOHHY IO
0€301aCHOCTD Y4pesKIeHusI

OcHOBHBIMH  (pakTOpaMu, BO3ACHCTBYIONIMMU Ha HHGOPMAIMOHHYIO
0e30MacHOCTh Y UpeKIeHUsI, SBIISIFOTCS:

—  Ilpuponssrii daktop. COBOKYIHOCTh yrpo3 MPUPOTHOTO XapakKTepa,
ABJISIFOIINXCSA  CJIEICTBUEM BO3JCHCTBUSL €CTECTBEHHOW HEMPEONOJIMMON CHUIIbI
(cTHXUU) — 3eMJIETPSICEHUS, HABOIHEHUSI, METCOPOJIOTMYECKUE KATaKIU3MBbI U T.I1.,
IIPUBOISIIME K YCTOMYHUBOMY HapyLICHUIO GyHKIMOHUPOBAHUS
UH(OPMAITMOHHBIX U TEJICKOMMYHUKAIIMOHHBIX PECYpPCOB, BIUIOTH O UX YTpaThl
Wi  (PU3NYECKOrOo YHHUUTOXEHHUS. BeposTHOCTh ompesensercss crnenupuroin
TEPPUTOPUH, HA KOTOPOU UCIOIUPYETCS 3alUIAEMbld 00BEKT — MHOTOJICTHUMHU
METEOPOJIOTHYECKUMU HAOIIOICHUSIMU, TEOTEKTOHUYECKUMU JaHHBIMU U JIP.

—  Texnorennpli Qakrop. COBOKYMHOCTh yIpO3  HCKYCCTBEHHOI'O
Xapakrepa, BBI3BAHHBIX pe3yiapTaTaMu YyeJ0BEUYECKOMN JICITEIbHOCTHU
(UMBUIIM3AIMN) — TIOXKAPhl, B3PBIBBI, 3aTOTUICHUS, PaJUAIIMOHHBIE U XUMUYECKHUE
3apakKCHUsl, SHEPTETUUECKUE aBapUU, PA3pPEIUICHUE KOMMYHUKAIIMK, B TOM YHUCIIE —
B pe3yJibTaTe TEPPOPUCTUUECKUX aKTOB, JUBEPCHUM, MACCOBBIA OECHOPSAIKOB U
BeICHNSA OOEBBIX IEHUCTBUIL.

— Cucremubiii  Qaktop. BO3HUKHOBEHHME  YIrpO3bl  IIEJIOCTHOCTH
uHbopmaIuu u (vn) (GYHKIIMOHUPOBAHHIO uHdopmaImoHHo-
TEJIEKOMMYHHUKALMOHHBIX CPEICTB, CUCTEM M CETed B pe3yibTaTe OIMOOK B HMX
IPOEKTUPOBAHUU U pa3pabOTKe WM BO3HUKHOBEHHUS BHYTPUCHUCTEMHBIX COOEB
(patanbHbIx OmMMOOK) MOpU MX OKCIUIyaTalkd, B TOM 4YHUCIE — HU3-3a
HECOBEPILIECHCTBA WM  KOH(JIMKTOB  MPOTPAMMHOIO  OOECHeYeHHs  WJIu
HEUCTIPABHOCTU 000PY10BaHUS.

— UYenoseuecknit  (aktop. Bo3HUKHOBEHHE yrpo3bl OE30MACHOCTH
uHpopMaruu B pe3ydbTaTe€ OTCYTCTBUS  NMPOQPECCHOHAIBHBIX  HABBIKOB,
HEJIOCTATOYHOM  TMOATOTOBKHM, XaJaTHOCTH, HEHAJIEKAIIEr0  HCIOJHEHUS
0o0s3aHHOCTEM WM  3J0T0  yMBICIIa  MEPCOHANA,  AKCIUTYyaTUPYIOIIETO
WH(POPMAITMOHHO-TEICKOMMYHUKAIIMOHHBIE ~ CPEJCTBA, CHUCTEMBI U  CETH,
pa3pabOTYHNKOB MIPOTPAMMHOTO 0OECTIEYEHHUS U TIOJIH30BATENICH, UMEIOIINX JIOMYCK
K uHpOpMalMyM Ha 3aKOHHOM OCHOBaHWHW. HapyiieHue mnpaBui 3KCIUTyaTalldu
OBM, ux cucteMm u ceTel IuiaMu, OTBETCTBEHHBIMU 3a 3Ty padoTy.

—  Kpumunanessii paxrop. [{enenanpasieHHoe BHENTHEE BO3ICHCTBHE HA
nHpopMallMOHHBIE  pecypchl U MHGOPMAIMOHHO-TEICKOMMYHHUKAIIMOHHBIC
CpElICTBAa, CHUCTEMbl M CETH («aTakw», BTOPXKEHHUSA) C UENbI0 YHUYTOXKEHUS,
OJIOKUpOBaHUSI WJIM KONUpPOBaHUS MHPOpMalMK, pa3paboTka U BHEIPEHHE
BPEJOHOCHBIX MPOrpaMM (BUPYCOB, CHUMYJISITOPOB, «TPOSHCKHUX» MPOrpam,
KJIABUATYPHBIX TEPEXBATUMKOB M Jp.) BHEJIPEHUE CHEIHAIbHBIX TEXHUYECKHUX
CPEIICTB JIJIsl HETJIACHOTO TOJTydeHHS] MH(GOPMAIIHH.
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3.2. ¥Yrpo3sl 6e3onacHocTH HHGOPMALMHU U UX HCTOYHUKHU

Nudpopmanusa, obpabareiBaecmas B WUTKC  Vupexnenus, maer
NOTEHIIMAIBHYI0 BO3MOXHOCTb ISl IPOSBIIEHUS YTPO3 0€30IIaCHOCTH, BBI3BAaHHBIX
JEHCTBUSMH, TPOLIECCAMU WM SBJICHUSMH, PUBOISAIIMMU K HaHECEHUIO yiepOa
VYupexnenus. [IpenycmarpuBaercs 1Ba Tuna yrpo3 0€30MacHOCTH:

— CBs3aHHBIE C yTeuykod wuHPoOpManuu (pasriamieHue, yTeuka,
HECAaHKIIMOHUPOBAHHBIN JIOCTYII);

—  CBSI3aHHbBIE C HECAHKIIMOHMUPOBAHHBIM BO3JICUCTBHEM Ha MH(POPMAIIUIO
U ee HocUTenu (MCKaKEeHHUE, YHUUYTOKEHHUE, KOMMPOBaHKUEe, OJIOKMPOBaHUE, yTpaTa,
cOoli (yHKIIMOHUPOBAHUS HOCHUTENST WHGPOPMAIHMK, COOM W OMUOKA TEXHHKH,
OIMOKY TMOJIH30BaTENICH, MPUPOIHBIC SIBJICHUS, IPYTUE CIIydaiiHbIE BO3ICUCTBUA).

OCHOBHBIMM UCTOUHHKAMH YTpO3 0€30MacHOCTH UH(OPMAIIUU SBISIOTCS:

- Cruxwmitapie: CTuxuitHpie O€ACTBUS, KaTaKIN3MEI,

- TexHoreHusie: aBapuu, COOM U OTKa3bl 000PY/IOBaHUS (TEXHUYECKUX
CPE/ICTB);

- OmubKyM TPOEKTHUPOBaHUS U  pa3pabOTKM KOMIOHEHTOB AC
(anmmapaTHBIX CPENICTB, TEXHOJOTHMH OOpabOTKU HHGPOPMAIMU, MPOrPAMMHOIO
obOecrieueHus U T. 11.);

- AnTponorenssie: OmHUOKHN 3KCIUTyaTaluu;

- Antponiorennsie: [IpenqHamepeHHble OEUCTBUS HApYLIUTENIEH U
3JI0YMBIIIJICHHUKOB.

3.3. Kuaaccuduxanus cnoco6oB peasu3anuu yrpo3 uHGopMannoHHOH
0e301acHOCTH

YT1po3sl HHPOPMAITMOHHOW 0€30MacCHOCTH MO OTHOIICHUIO K 3aIIHUIAeMbIM
00BEKTaM MOTYT OBITh pa3/iesICHbI Ha:

— YTPO3bl, CBA3aHHBIE C MPUMEHEHHEM TEXHUUECKUX CPECTB;

— yTpO3bl, CBSI3aHHBIE C UCIIOJIB30BAHUEM MPOTPAMMHOTO 00ECIICUEeHMS,;

— yIrpo3bl, CBSI3aHHBIE C HApYLIEHHEM TEXHOJOTHYECKOro mpolecca
oOMeHa JJaHHBIMHU;

— yTPO3bl, CBSI3aHHBIEC C MCMIOJIL30BAHNEM CETEH Mepenayn NaHHBIX.

3.3.1. Ilyru peajm3anuu HenpeIHAMEPEHHbIX Cy0beKTUBHBIX YTPO3
0e3omacHocTH UHpoOpMaAINHU

[Tonp3oBaTenyn, omepaTophl, CUCTEMHBIC aJAMUHUCTPATOPHl M COTPYIHUKH,
oOciyXuBaroye MHPOPMALMOHHBIE  CHCTEMbl  YUpPEXACHUS,  SBISIOTCS
BHYTPEHHHMMHM  WCTOYHMKAMH  CIY4YaWHBIX  BO3JEUCTBUM, T.K.  HMEIOT
HEIMOCPEJICTBEHHBI JIOCTYNl K TporeccaM 00paboTKM WHGOpMAIMK U MOTYT
COBEpILIATh HEIMpPEJIHAMEPEHHbIE OIIMOKU W HapyLIEHUs JCHCTBYIOUIUX IMPaBUI,
UHCTPYKIUHN U IpOoUeayp.

OcHOBHBIE TYyTH peaNu3alMd  HENpPEeIHAMEPEHHBIX  HMCKYCCTBEHHBIX
(CyOBeKTUBHBIX)  yrpo3  HHpoOpMarMoHHOW  Oe3omacHoCcTH  (JeHCTBUS,
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COBEpIIIaeMbIE JIIOJBMH CIy4allHO, IO HE3HAHWIO, HEBHUMATEIHHOCTH WM
XaJaTHOCTH, U3 JTIOOOMBITCTBA, HO 0€3 371070 YMBICIIA) CIICAYIONIHE:

— JIeHCTBUS COTPYIHUKOB, MPHBOJANINEC K YaCTHUYHOMY WM TIOJHOMY
OTKa3y CHCTEMbl WM HapyIICHHIO pPabOTOCMOCOOHOCTH amnmapaTHbIX WU
IPOrPaMMHBIX CPEACTB: OTKIIOYCHHUIO 0OOPYIOBAHUS WM U3MEHEHHUIO PEKUMOB
paboThl YCTPOMCTB M TpOTpamMM; pa3pylICHHIO HHPOPMAIIMOHHBIX PECYpPCOB
cUCTeMbl (HEyMBINICHHAas TMopya OOOpYAOBaHUA, yAAJCHUE, HCKAKCHHUE
nporpaMM Wi (aijoB ¢ BakHOW HH(MOpManued, B TOM YHCIE CHCTEMHBIX,
MOBPEXJICHUE KaHAJIOB CBSA3HM, HEYMBIIUICHHASA MOpYa HOCHUTENEH MHbOpMaluu U
T.I1.)

— HecaHKIMOHUPOBAaHHBIM  3alyCK  TEXHOJOTHMYECKHUX  IPOrPaMM,
CIIOCOOHBIX TP  HEKOMIICTCHTHOM  HWCIIOJIb30BAaHWW  BBI3BIBATH  IOTEPIO
paboTOCIIOCOOHOCTH ~ CUCTEMBI  (3aBHCAaHUs  WIM  3alUKIMBAHHS)  WIH
OCYIIIECTBISIONINX HEOOpaTUMbIe M3MEHEHHS B cucTeMe ((hopMaTHpOBAaHUE WIIH
PECTPYKTYpH3ALNI0 HOCUTEIICH HHPOPMAITIH, yIaJeHUE TaHHBIX U T.I1.)

— HecanknmonupoBaHHOE BHEIPEHHE H HCIIOJIB30BAHWE HEYYTECHHBIX
porpaMM (UTPOBBIX, OOYYAIOIIMX, TEXHOJOTHYECKUX M JIPYTUX, HE SBJISIONIUXCS
HCOOXOMUMBIMHU  JIII  BBINIOJIHGHUS  COTPYAHHKAMH  CBOHX  CIIY’)KEOHBIX
00sI3aHHOCTEW) C MOCIEAYIOIUM HEOOOCHOBAHHBIM PACXOJI0BAHHEM PECYPCOB
(poIIECCOPHOTO BPEMEHH, ONEPATUBHOM MaMSTH, IAMSATH Ha BHEITHUX HOCHTEIISAX
U T.II.)

— Hemnpennamepennoe 3apakeHrne KOMIBIOTEPA BUPYCaMU

— Pasrnamenue, nepenavya win yrpara aTpuOyTOB pa3rpaHUYCHUS JTOCTYIA
(maponeit, xmouedt mumdpoBanus wiau DI, uaeHTH(UKAIIMOHHBIX KapTOUEK,
MPOITYCKOB U T.I1.)

— HWrHopupoBaHHWE OpraHU3alMOHHBIX OrpaHMYEHUN (YCTaHOBJICHHBIX
npaBui) Mpu pabOTe B CUCTEME

— HekoMmereHTHOE HWCHONB30BaHME, HACTPOWKA WM HEMPaBOMEPHOE
OTKJIFOUEHHUE CPEACTB 3allUThI IEPCOHATIOM MOJIpa3esieHus: 0e30MacHOCTH

— BBoJ 0mMOOYHBIX TaHHBIX

3.3.2. Ilyrm peanusanum mnpeJHAMEPEHHbIX CY0ObEKTHMBHBIX YIpo3
0e3onmacHocTH HHpopManuu

OcHOBHBIE BO3MOXHBIE€ MYTH YMBIIUIEHHON Je30praHu3anuu  padoThl,
BbIBOZIa MH(OPMAIIMOHHBIX CHUCTEM YUpEeXICHUS U3 CTPOs, MPOHUKHOBEHHUS B
CUCTEMY W HECAaHKIMOHUPOBAHHOTO J0CTyna K WHGOpMauu (C KOPHICTHBIMU
HEeJSIMH, TIO0 TPUHYKIEHUIO, W3 JKEJNaHWS OTOMCTHTh U T.I.) MOTYT OBITh
CJIEYIOIIUMU:

— @usnyeckoe pas3pylleHUE WM BbIBOJ M3 CTPOSI BCEX WM OTAEJIbHBIX
Haubosee BaXKHBIX KOMIIOHEHTOB aBTOMATU3MPOBAHHOW CHCTEMBI (YCTPOWCTB,
HOCHUTEJIEN Ba)KHOM CHCTEMHOW MH(pOpMaluu, JUL U3 4YKcia MEepcoHana U T.II.),
OTKJIFOUEHUE WIIM BBIBOJ M3 CTPOS MOJACHUCTEM obOecredeHus! (PyHKIMOHUPOBAHMUS
BBIUHCIIUTENBHBIX CUCTEM (JIEKTPONUTAHUS, JINHUN CBSA3H U T.I1.)
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— Xwumenne HocuTened wHbopManuu (pacrnedaToK, MarHUTHBIX JIHCKOB,
JICHT, MHUKpPOCXEM TaMsTH, 3allOMHHAIOMIMX YCTpOoMcTB W uenbix [IDBM),
XMUIIEHUE TMPOU3BOACTBEHHBIX OTXOJOB (pacleyarok, 3amucedd, CHUCAaHHBIX
HOocuTeNeld nHpopMaIuu U T.I1.)

— HecankunonupoBaHHOE KOMUPOBaHUE HOCUTENEH MHGOPMAINKU, YTCHHUE
OCTaTOYHOU MH(OPMALIUK U3 ONEPATUBHOM MaMSITH U C BHEUIHUX 3aIIOMUHAIOIIUX
YCTPOWCTB.

— Hcnonp3oBaHue 4yXux NpaB MO J0cTymy K pecypcam AC myrtem
HE3aKOHHOT'O MOJIyYEHHUE NApOoJIeN U APYTUX PEKBU3UTOB Pa3rpPAHUYECHHUS JOCTYNa
(areHTypHBIM TyTE€M, MCIOJIb3Yys XaJlaTHOCTh MOJIb30BaTeNeH, MyTeM IMoa00pa,
MyTeM UMHUTAIMU UHTepdeiica cucTeMbl TPOrpaMMHBIMU 3aKJIaJIKaMH U T.1.).

— HecankunonupoBanHoe  ucnonb3oBanue  APM  moib3oBarenen,
UMEIOIINX YHUKAJIbHbIE (PU3MUYECKHE XapaKTEPUCTUKHU, TaKUE Kak UMs pabouei
CTaHIIUU B CETH, PU3NUYECKUM aJIpec, aJIpec B CUCTEME CBS3H U JIpyTHE.

— HecankuuonupoBaHHas MOJIU(PUKALIMS MPOrPAMMHOIO OOECTICUCHUST —
BHEJpPEHHE TMporpaMMmHubIX '"3aknagok" u "BupycoB" ("TposiHCKMX KOHEH" u
"Jy4KoB"), TO €CTh TAaKUX YYaCTKOB IPOrpamMM, KOTOpbIE€ HE HYXKHBI JUIs
OCYILECTBJICHUS 3asIBJICHHBIX (DYHKIIUNA, HO TTO3BOJISIOUIUX MPEO0JIEBATh CUCTEMY
3aIIUTHI, CKPBITHO U HE3aKOHHO OCYILECTBIATH JOCTYI K CUCTEMHBIM pecypcam C
1EJIbI0 PETUCTPAIIMU U TIEPEeIauu 3alluIaeMoi HHGOPMAIIK WA JIe30PTaHU3aIuU
dbynkuuonupoanusi AC

— IlepexBar AaHHBIX, NEpPeAABAEMBIX II0 KaHAJaM CBS3M, U UX aHAJIU3 C
LEJIbIO TMOJIYYEHHS] CBEACHUI, B TOM YHCIIE OTPAHMYEHHOIO PACIPOCTPAHECHUS U
BBISICHEHUSI TPOTOKOJIOB OOMEHa, MpaBUJI BXOXKJCHUS B CBSI3b M aBTOpU3AIUU
MOJIb30BATENIEN M MOCHEAYIOINX MOMBITOK MX UMHUTALUM I IPOHUKHOBEHUS B
CUCTEMY

— BwmemarenscTtBo B mpouecc ¢yHkuuonupoBanusi AC ceteil o61iero
MOJIb30BAHUS C LIETTbI0 HECAHKITMOHUPOBAHHON MOIU(UKAIIMU TaHHBIX, JOCTyIa K
CBEJICHUSIM  OTPAHUYEHHOTO  PACTIPOCTPAHCHUsI, JI€30pPTaHHU3alMd  PabOTHI
noacuctem AC u T.11.

3.3.3. Ilytm peanu3auuu HenpeIHAMEPEHHbIX TEXHOT€HHBIX YIpo3
0e3onmacHocTH HHGopManuu

— 3aKyNK{ HECOBEPIICHHBIX, YCTAPEBIINX WM HETIEPCIIEKTUBHBIX CPEICTB
nH(popMaTH3alUU U UHOOPMAIMOHHBIX TEXHOJIOTHUH;

— aBapuU B CHCTEMax dJICKTPOMUTAHWS;

— aBapuu B CUCTEMax OTOIUICHHS U BOJOCHAOKEHHUS B HEMOCPEACTBEHHOMN
OJIM30CTH K TEXHUYECKUM CpeICTBaM 00pabOoTKu MHGOPMAIIHH;

— HapylIeHHE TEeMIIEPaTypHOrO peXHMa B MOMELIEHUSAX C KPUTUYECKUM
o0opynoBaHuEM (CEepPBEPHI, Y3IIbI CBI3H);

— HEYMBIIUIEHHOE MOBPEXKICHUE BHEUIHUX KaOeIbHBIX CHUCTEM CBS3H
CTPOUTENBHBIMA OpTaHU3AlUAMH, (U3HMUECKUMU JHIAMA M T.OI. B pe3yJbTare
IIPOBEJCHUS HECOTJIACOBAHHBIX PabOT B MeCTax MPOKJIaIKu Kabeseil cBs3u;
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— BO3HHKHOBEHHE TII0AapOB B  HEMOCPEACTBEHHOW  ONM30CTH K
TEXHUYECKUM CpeICTBaM 00paOOTKM HMH(OpMallUd B pPe3yJibTaTe HEUCHPABHOU
AJIIEKTPOIPOBOJIKM,  HEUCIPABHBIX  TEXHUYECKUX  CPEICTB,  HapyILICHUs
COTPYIHHUKAMU TTPaBUJI MPOTUBOMOKAPHOM 0€30MaCHOCTH.

3.3.4. Ilyru peanu3aunuu HenpeaHAMePEeHHbIX CTUXUIHBIX YIPo3
0e3omacHoCcTH MH(pOPMAIH

— Pa3pymenne 3qaHuid, OTAEIBHBIX TOMEIIEHNUM, B KOTOPBIX YCTaHOBJICHBI
TEXHUYECKHUE cpelacTtBa o0paboTku uHGOpMalMK, XpaHWIWIIA JaHHBIX B
pe3ynbTaTe CTUXUUHBIX O€nCcTBHM (HABOAHCHHWH, 3€MIICTPSCEHUN, yparaHoB) B
paiioHe pa3MelleHHs 00beKTa nH(pOpMaTU3aUUN Y UpEKICHUS

— BO3JEHCTBUE aTMOC(EPHOrO 3JIEKTPUUYECTBA HA TEXHHYECKHE CPEICTBA
00paboTKH MH(OPMAIMK U CUCTEMBI oOecredeHus (3JIEKTPONUTAHUE, OXpaHHas,
NoKapHasi CHTHaJIM3alUs U T.11.)

— BO3HMKHOBEHHME CTUXMHHBIX OYaroB IIOKapoB (JIECHBIE MOXapbl) B
HEIMOCPEICTBEHHOM OJIN30CTH OT 00BEKTa MH(DOPMATU3ALUU Y UPEKICHUS

3.4. Kaaccuduxanus HapymuTeaeid HHHOPMAIIMOHHOH 0€30NACHOCTH
Yupexnenust

[Ipu ananuze yrpo3 UHGOPMAMOHHON O€30MaCHOCTH  HCIOJIb3YeTCs
MOJENIb HapyILIMTENIsd 1O NPHU3HAKYy [PUHAUIEKHOCTH K YupexaeHus. B
COOTBETCTBUM C 3TOW MOJEJIBIO BCE HAPYIIUTENW JAENATCS Ha JIBE OCHOBHBIE
IpyIIBL: BHYyTPEHHUE U BHELIHUE.

Ilogq BHYTPEHHUMH HapYLIUTEISIMU MOAPA3yMEBAIOTCS BCE COTPYIHUKH
YupexxaeHus, HMEIUE CAHKIMOHUPOBAHHBIA JIOCTYl Ha  TEPPUTOPHIO
Yupexnenuss wm K pecypcam  AC. Ilog BHEWIHMMM  HApYLIUTEISIMHA
MOAPA3YMEBAKOTCS BCE OCTAJIbHBIE JIMIIA.

BHyTpeHHUM HapymIMTelIeM MOKET OBITh JIMIO M3 CIEIYIOUIUX KaTeropuii
COTPYIAHUKOB:

— MOJb30BaTeN MH(GOPMALIMOHHBIX PECYPCOB;

— 00CITyKUBAIOIIUN IIEpCOHAI (cucremHbIe aJIMUHHUCTPATOPHI,
anMuHUCTpaTopbl AC, aIMUHUCTPATOPHI 0a3 TaHHBIX, HHKEHEPHI);

— COTPYAHUKH-TIPOTPAMMHUCTBI, COMPOBOXKAAIOIINE CUCTEMHOE, 00lee u
MPUKJIAJHOE TPOrPaMMHOE 00ECIIEUEHHE;

— JIpyrde  COTPYAHUKHA  TOAPA3ACIECHUM  YUPEKICHHUS, HUMEIOIIUE
CAaHKIMOHUPOBAHHBIA JIOCTYN B 3JaHHs, TIJ€ PACIOJIOKEHO O000pyI0oBaHHUE
nepemaun u o0padbotku uHpopmarmu AC YapexaeHus.

[Ipenmonaraercs, 4YTO HECAHKIMOHUPOBAHHBIM JOCTYl Ha OOBEKTHI
VYupexxaeHuss NOCTOPOHHHUX JIMI HCKJIIOYAETCS OPraHU3AalMOHHBIMU MEpaMu
(0XpaHa TEeppPUTOPUH, OPTAHU3ALMUS TPOIYCKHOTO PEXKUMA).

Buemrnue Hapymmtenu nHGOpMalmoHHON 0€30MacHOCTH:

— JIMIA, CAMOCTOSITEIBHO OCYILECTBIISIOIINE CO3AaHUE METOJOB U CPEACTB
peanu3alnny aTak, a TakKe CaMOCTOATEIIBHO PEaJU3yIolue aTaky, COBEPIIAIOIINAE
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CBOM JICHCTBHUS C IENbI0 HaHECEHUs yuiepda YupexaeHus (chbeM uH(GOpMaluu,
UCKaxxeHHe nH(popmalmu, pa3pyleHue CUCTEMHOTo win npukiaanoro 110);
[loTeHIMaNbHBIE HAPYIIUTENN ACIATCA HA TPU TPYIIIIHL:
| rpynma - cyOBEKThl, HE UMEIOLIUE JTOCTYINl B MPEAESbl KOHTPOIUPYEMOU
30HBI YUPEKICHMUS.

2 rpynma - CyOBEKTbI, HE HMMEIOIIME JOCTyln K paboTe CO IITaTHBIMU
cpenctBamu AC VYupexaeHusi, HO UMEIOIIKUE JIOCTYN B TOMEILIEHUs, TJe OHH
pa3MelarTcs.

3 rpymmna — CyObeKThl, HMMEIIIHE JOCTyll K paboTe cO IITaTHBIMU

cpeactBamMu AC YupexaeHus.

KBanudukanusi 10TeHUHaTbHOTO HAPYIIUTEIS.

A — He SBJISETCS CHEUATNCTOM B 00JIaCTH BBIYMCIUTEIbHON TEXHUKHU.

B — cambIii HU3KUM YpOBEHb BO3MOXKHOCTEH — 3allyCK 3ajiau (Iporpamm) u3
(bUKCHPOBAHHOTO HAOOpa, peaM3yIONIUX 3apaHee MPeAyCMOTPEeHHbIC (YHKIIUU
npu 00paboTke nHpopmManuu.

C — BO3MOXHOCTH CO3JaHUS U 3aIyCKa COOCTBEHHBIX MPOrPaMM C HOBBIMU
GyHKUHSIMH 110 00pabOTKE MHPOPMALIHH.

J1 — BO3MOKHOCTb yTpaBieHUs (yHKIMOHUPOBAHUEM aBTOMAaTU3UPOBAHHON
CUCTEMBI, T.€. BO3JIEHCTBUEM Ha 0a30BOE MPOTPaMMHOE 0OECIIEUeHUE CUCTEMBI, Ha
KoH(urypamuro ee 000pya0BaHUsl.

E — Bkmouaer Bech 00BEM BO3MOXXHOCTEH JIMII, OCYIIECTBISIOIIMX
IIPOEKTUPOBAHHUE, peanu3aldi0 M PEMOHT  TEXHUYECKHMX  CPEICTB
aBTOMAaTU3UPOBAHHOM CHUCTEMBI, BIUIOTH 10 BKIOYeHHs B coctaB AC
COOCTBEHHBIX TEXHUYECKHUX CPEACTB C HOBBIMM (PYHKIMSMU 1O 0OpabOTKe
uH(popManuu.

Hapsngy ¢ knaccudukanueil, NpHUBEACHHOW  BbIILE, HapyLIUTENeH
nH(pOpMaIIMOHHON 0€30MacCHOCTH MOXKHO pa3ACUuTh Ha CICAYIOIMIUE BUIBI -
HEOCTOPOKHbBIE (XaJlaTHBIE), MAHUIYJIUPyEeMble, CAOOTaXKHUKHU, HEJOSJIbHBIE U
MOTHBUPYEMBIE U3BHE.

3.5. O000meHHas1 MOJeJb YIPO3 0€30I1aCHOCTH HH(OPMALMHU
Yupexaenust

Yrpo3a HUcTrounuk Crnoco0bl peaan3anum yrpo3
HH(OpMALMOHHOM yrpos
0e30macHOCTH
|. [lonyuenue 1. a) Pasrnamenue, nepegaya win yrpata
uHpopMaun AHTpONIOTeHHBII aTpuOYTOB pa3rpaHUYEHUs JOCTya

0) BHenpeHue areHToB B YHCIIO MepCcoHaa
CUCTEMBI

B) XuIieHue Hocutese nahopmanuu

r) HezakoHHOE ToNTy4eHHE maposien u
JPYTUX PEKBU3UTOB pasrpaHUYECHUS JOCTyNa

1) HecankunonupoBaHHast MOAH(PUKALIHS
MPOrPaMMHOTO O0ecTIeueHUs

e) [lepexBar njaHHBIX, ITepelaBaeMbIX IO
KaHaJiaM CBSI3U
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Yrpo3sa
HH(OPMAITUOHHOMI
0€e30IaCHOCTH

HUcTounuk
yrpos

Cnoco0bl peaan3zanum yrpo3

%) HecaHK1IMOHMpPOBaHHOE KOITMPOBAHKE
HOCHTENeH HH(pOpMAaIMK, YTEeHHE OCTATOYHOM
nH(pOpMalIMU U3 OTIEPATUBHOM MaMATH U C BHEIIHUX
3allOMMHAKOIIUX YCTPOKCTB

Il. Ananus
XapaKTePUCTHK
uHpopmanuu

1.

AHTpPOIIOT€HHBIH

a) XuIIeHne HocuTenel nHdopmauu
XUIICHNE TIPON3BOJACTBECHHBIX OTXO/I0B

0) ureHre 0CTaTOYHON MH(pOPMAITUH U3
OIIEPAaTHBHOM NaMATH U C BHEIITHUX 3aIIOMUHAIOIINX
YCTPOMCTB

B) HecanknmonupoBanHas MOAH(pHUKAIIHS
MPOrPaMMHOTO OOeCTICUeHUS

r) [lepexBar gaHHBIX, NIepeIaBaEMBbIX MO
KaHaJlaM CBSI3U, U UX aHAJIU3

Il.
HN3MeHeHue
(uckaxxeHue,
MOMEHA)
uH(popMaluu

1.
AHTpPOIOTeHHBIN

a) HecaHk11MOHUPOBaHHBIN 3aI1yCcK
TEXHOJIOTUYECKUX ITPOrpaMM, CIIOCOOHBIX MPHU
HEKOMIIETEHTHOM HCII0JIb30BaHUH BbI3bIBATh
OTepIo pabOTOCIIOCOOHOCTH CUCTEMBI (3aBUCAHUS
WM 3allMKJIMBAHMS) WM OCYIIECTBIISIOIINX
HEoOpaTHMbIE U3MEHEHUSI B CUCTEME
(popmaTHpoBaHUE UK PECTPYKTYPU3ALHIO
HocuTenel uHdopMalyy, yaajaeHue JaHHbIX U T.11.)

0) HenpennamepenHoe 3apaxeHue
KOMIIBIOTEpA BUPYCAMU

B) BBOJT OIIMOOYHBIX JaHHBIX

r) BmemaTenbctBo B mporecc
¢dynkunonuposanus AC ceteii o0miero
M10JIb30BAHNUS C 1I€JIbI0 HECAHKIIMOHUPOBAHHOM
MOJU(UKAIMH JAHHBIX

2.
TexHoreHHBIN

a) aBapvH B CUCTEMaXx dJIEKTPOMUTAHUS

0) HapylIeHHEe TeMIIEPaTypHOTO PEeXUMa B
MOMEIEHUAX C KPUTHUYECKUM 000pY0BaHUEM
(cepBepsl, y37IbI CBSI3U) B pe3yJIbTaTe
HEUCIPABHOCTH CUCTEM KOHAMIIMOHUPOBAHUS

V.
Hapymenne
uHpopMaun

1.

AHTpPONIOT€HHBIN

a) [leiicTBUS COTPYAHUKOB, IPUBOSAIIUE K
YaCTUYHOMY WJIM MOJIHOMY OTKa3y CUCTEMBI WU
HapyLEeHUI0 paboTOCIIOCOOHOCTH arnapaTHBIX WK
MIPOrPaMMHBIX CPEJCTB

6) HecankunoHupoBaHHOE BHEJIPEHUE U
UCTIOJIF30BaHUE HEYUTCHHBIX MPOTPaMM (MTPOBBIX,
00yyYaromux, TEXHOJOTHUECKUX U APYTHX, HE
SIBIISTIOIIMXCSI HEOOXOAMMBIMH JJISI BBITTOJTHEHHS
COTPYAHUKAMHU CBOUX CIY>KEOHBIX 00s13aHHOCTEN) ¢
HOCJICAYIOINM HEOOOCHOBAHHBIM PacX00BaHHEM
pecypcoB (IIPOLIECCOPHOTO BPEMEHU, ONIEPATUBHOI
NaMsATH, TaMATH HA BHEIIHUX HOCHTEJISAX U T.I1.)

B) HenpennamepenHoe 3apaxeHue
KOMIIbIOTEPA BUPYCaMHU
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Yrpo3sa
HH(OPMAITUOHHOMI
0€e30IaCHOCTH

HUcTounuk
yrpos

Cnoco0bl peaan3zanum yrpo3

r) UrHopupoBaHue opraHu3aloOHHbIX
OrpaHUYeHUH (YyCTaHOBICHHBIX IPABUI) IPU paboTe
B CHCTEME

1) BBOT OIMOOYHBIX TaHHBIX

2.

TexHoreHHbIN

a) aBapur B CUCTEMAX JJICKTPOIIUTAaHUA

0) HapylLIeHHE TEMIIEPaTypHOTO PEXKUMA B
IIOMEIIEHUAX ¢ KPUTUYECKUM 000pYA0BaHUEM
(cepBepsl, y31bl CBSI3U) B PE3YIbTATE
HEHCIIPABHOCTHU CUCTEM KOHJIMIIMOHUPOBAHHUS

V.
Hapymenne
paboTOCIIOCOOHOCTH
CHCTEM

1.

AHTpONIOT€HHBIN

a) JleificTBUS COTPYAHHUKOB, IPUBOISAIINE K
YaCTUYHOMY WJIM TTOJTHOMY OTKa3y CHCTEMBI WIIH
HapYIICHUIO pabOTOCIIOCOOHOCTH annapaTHbIX WK
MIPOTrPaMMHBIX CPEICTB

0) ®u3nyeckoe pa3pylieHHe Uil BBIBOJ U3
CTPOSI BCEX WUJIM OTMEIbHBIX Hau0O0JIEe BAXKHBIX
KOMIIOHEHTOB aBTOMAaTU3UPOBAHHON CHCTEMBI

2.
TexHOoreHHbIN

a) 3aKyNKU HECOBEPILEHHBIX, YCTAPEBILUX
WJIN HETIePCIIEKTUBHBIX CPe/ICTB MH(OpMaTH3aMU U
MH(OPMALIMOHHBIX TEXHOJIOTHUI;

6) aBapuu B CUCTEMAX JJICKTPONIUTAHMNS,

B) aBapUU B CUCTEMaX OTOIUICHUS U
BOJIOCHA0>KEHUS B HEMIOCPEJICTBEHHOM OIM30CTH K
TEXHUUYECKHUM CpeJicTBaM 00pabOTKH MHPOpMaIUH;

I') HapyLlIEHHE TEMIIEPaTypHOTO PEXUMA B
MOMEILEHUAX C KPUTHUECKUM 000pY0BaHUEM
(cepBepsl, y37IbI CBSI3U) B pe3yJIbTaTe
HEUCHPABHOCTH CUCTEM KOHAMIIMOHUPOBAHUS;

1) HEYMBIIIIEHHOE MMOBPEKICHUS BHEIIIHUX
KaOeNbHBIX CUCTEM CBSI3U CTPOUTEIILHBIMU
OpraHu3alUsIMU, PU3NIECKUMH JTUIIAMH U T.I1. B
pe3ynbTaTe NpOBEACHUS HECOTIaCOBAHHBIX padoT B
MeCTaX MPOKIAJKU Kabenen CBs3H;

€) BO3HUKHOBEHHE M0KaPOB B
HETIOCPECTBEHHON OJTM30CTH K TEXHHYECKIM
cpeacTBaM 00pabOTKK MH(POPMALIMU B pe3ysIbTaTe
HEWCIIPaBHOH 3JICKTPONPOBOJIKH, HEMCIIPABHBIX
TEXHUYECKUX CPEJICTB, HAPYIICHUS COTPYIHUKAMHU
IIPaBWJI MPOTUBOMNOXKAPHOI 0€30M1aCHOCTH.

3.

CTUXUUHBII

a) Pa3pyiienue 31aHuil, OTACIBHBIX
OMEIIEHUN

0) Bo3zeicTBIE aTMOC(HEPHOTO
DIICKTPUYECTBA

B) BO3HHUKHOBEHHE CTUXUUHBIX 04aroB
MI0YKapOB

Hanoxenue yrpos

oe3omacHoctu wHpopMmammu Ha wmoxens WTKC

VYupexnenus (Puc.1) no3BossieT B mepBoM NpUOIMKEHUN OLEHUTh UX OMACHOCTh
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U METOJOM HCKJIIOYEHUS ONpeAeNuTh Hauloliee aKTyajbHbIe AJII KOHKPETHOTO
o0BeKTa 3amuThl. KpomMe TOro, Mo>kHO OIIEHHTH 00OBbEMBI HEOOXOJUMBIX PadOT U
BBIOpAaTh MAarucTpajibHOE HANpaBJICHHE 1O OOecrneYeHut0 Oe30MaCHOCTH
uHbOpMaIUu.
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4, OPI'AHU3BAINA CUCTEMbI OBECHHEYEHHA
NHP®OPMALIMOHHOMU BE3OITACHOCTH YYPEXIAEHUA

4.1. OpraHu3auMOHHO-IITATHASI CTPYKTYpa Nojapa3ieieHui
0TBEYAIOUIHUX 32 o0ecrieueHrne HH(POPMALMOHHOMN 0€30IACHOCTH Y UpesKIeHUsI

OO6miee pPyKOBOJCTBO CHUCTeMOW HWH(MOPMAIIMOHHOW O€30MacHOCTH U
MPUHATHE BCEX pEIICHUH MO BONpocaMm €€ (PYHKIIMOHUPOBAHUS OCYIIECCTBIISET
PykoBoautens YupexacHusl.

PykoBOACTBO M KOHTPOJIb 3a BBIMOJHEHHUEM MEPONPUITUN MO 3allUTe
uH(OpMAITUHU B TIOIPA3ICTCHUSAX Y UPEKICHUS OCYIIECTBIISIOT UX PYKOBOIUTEIIH.

4.2. Tlopsagok pa3paGoTKU U IKCIIyaTaAllMd CHCTeMbI o0ecrieyeHus:
HHG(pOPMALMOHHOI 0€30IIACHOCTH YYpeKIeHUS

JKu3HeHHBIN UK CUCTEMBI oOecrieueHusi UHGOpPMaIMOHHON 0€30MaCHOCTH
VYupexxaenus  BKIIOYAeT dTal  pa3BEepPThIBAHUS W OTallbl  MOCTOSHHOIO
GYHKIIMOHUPOBAHUS M COBEPILICHCTBOBAHMUSI.

K MomeHTy Hauana pa3BepThIBaHHMS CHCTeMbl HMHGOPMAIIMOHHON
0€30MacHOCTH JOJIKHBI ObITh YTOUHEHBI M YTBEpXkJeHbl PyKoBOJCTBOM mpaBa u
00513aHHOCTH YYaCTHUKOB pPa0OT MO 3alliuTe HHPOpPMAIMU B COOTBETCTBUU C
nanHoit Konnenmmeit. JlomkeH ObITh pa3paboTaH M YTBEPXKACH IUIaH-TpaduK
pa3BepTHIBAHUS CUCTEMbl HH(POPMAITMOHHOM 0€30MaCHOCTH Y UpeKICHUSI.

OcHOBHBIE JTalbl Pa3BEPTHIBAHHUSI CHCTEMBI JOJDKHBI BKIIIOYATh B CeOs
MOCJIEIOBATENBHOE MPOBEACHHUE CIECTYIOIINX MEPOTPUSITHIA:

- W3nanme Ilpukaza mno VYupexaeHus 00 OpraHu3alud CUCTEMBbI
MH(OPMAIMOHHOW O€301TaCHOCTH.

- Pazpabotka u yToOyHEeHHE (YHKUMUN pa3IUYHBIX MOApPA3ACICHUN U
CTPYKTYp, pacnpelereHue MpaB M OOs3aHHOCTEH MOApPAa3ACICHUd B CHCTEME
UH(OPMAITMOHHON 0€30MaCHOCTH Y UpPEXKICHHUS.

- Ha3nauenue agmMuHucTpaTopa 6€30MaCHOCTH.

- YTOuYHEHHE COCTaBa aIMUHUCTPATOPOB cere, b/[ u cucrem.

- TloaroTroBka k HH(POPMAIIMOHHOMY 00CIEIOBAHUIO B MOIPA3CIICHUSX.

- Hndopmarnmonnoe odcneoBaHNE TIOAPA3ACICHUN Y UpeKICHHUS.

- Omnpenenenue mepeyHs yrpo3, MOJCIH HapymIUTENs, TpeOoBaHUU K
cucreMme HHGOPMAIMOHHOK OS30ITaCHOCTH;

- Pa3zpabotka (mopaOoTka) HOPMATHBHO-METOAWMYECKOW Oa3bl CHUCTEMBI
obecnieueHus: MHPOPMAITMOHHON 0€30TTaCHOCTH;

- BBoa cucrembl obOecrniedeHuss HMHPOPMALMOHHOW O€30MaCHOCTH B
JICHICTBUE;

- KareropupoBanue nHGOPMAIMOHHBIX PECYPCOB Y UPEKICHUS;

- Attectanus oObEeKTOB MHPOpMATU3AIMHN YUPEKACHHUS IO TPEOOBAHUSIM
0e30macHOCTH HH(OPMALIUH.

- Tlognmepxka cucrteMbl obecrieueHUs HHPOPMAIIMOHHON 0€30MacHOCTH B
paboTOCIIOCOOHOM U aKTyaJlbHOM COCTOSIHUU.
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4.3. Oprasu3anuss CHCTeMbl  KOMIUIEKCHOIO MOHHUTOPHHIA H
KOHTPOJISAA COCTOSIHUSI HH(POPMALMOHHOM 0€30IMaCHOCTH YYpeKIeHUs

KoHTpons ¥ KOMIUIEKCHBIM ~ MOHUTOPUHI  COCTOSIHHSI ~ CHUCTEMBbI
nHOOpPMAITMOHHONW  0€30MacHOCTH  YUPEKICHHUsSI  BBITIOJNHACTCS C  IEJIBIO
oOecricueHUsT HAJEKHOCTH M YCTOMYHMBOCTH CHUCTEMBI HMHGOPMAIMOHHOMN
0e30MacHOCTH, OO0EeCIeUCHHs JTOBEpHs K HEM W TapaHTUWA BBINOJHEHUS
TpedoBanuii mo Ub.

3amauyd = KOHTPOJISI M KOMIUIEKCHOTO ~ MOHHMTOPHMHIA  COCTOSIHMS
nH(pOpMaIIMOHHOM 0€30MaCHOCTH:

— OMpEeNeNICHUE KPUTEPHUEB I OIEHKH O€30MaCHOCTH CYIIECTBYIOIIMX U
CO3/IaBa€MbIX CHUCTEM B paMKax HH(POPMAIIMOHHO-TEICKOMMYHUKAIIMOHHON
CUCTEMBI Y UPEXKICHUS;

— OMpEeNeJICHHEe COOTBETCTBUS WM HECOOTBETCTBHE CO3/1aBA€MbIX U
CYILIECTBYIOIUX CUCTEM 3TUM KPUTEPUSIM;

— (opmynupoBka 000CHOBAHHBIX MPEJJIOKEHUN MO COBEPUICHCTBOBAHUIO
CYIIIECTBYIOIIUX METOJOB M CHUCTEM 00€CTeueHHUs 3alIUIIEeHHOCTH, 0€30MacCHOCTH
U JIOCTOBEPHOCTU WMH(OpMAIIMU B TE€X CilydyasX, KOrJa OHU HE YJIOBJIECTBOPSIOT
UMEIOITUMCS] KPUTEPUSIM.

st ocymiecTBIEHUSI KOHTPOJISI BBITIOJTHEHUS TpeOOBaHUN NOKHA OBIThH
OpraHMW30BaHa CUCTEMa OTYETHOCTHU O BHITIOJIHEHUU TPEOOBaHUI MO 0€30MacHOCTH.
OT4YeTHOCTh JOJDKHA BECTHUCh OTBETCTBEHHBIM 3a Wb cooTBercTByOIIETO
paboyero Mecra, MOpouUecca, CUCTEMbl WM OpPraHU3alUOHHON CTpyKTypbl. C
3aIaHHON MEPUOJIUYHOCThIO OTYETHOCTh JOJIKHA OTIPABIISITHCA PyKOBOACTBY. Ha
OCHOBAHUHU 3TUX JAHHBIX PYKOBOJCTBO CMOXET PEajbHO OLIEHUBATH CUTYAIUIO C
COCTOSIHUEM 0€30TaCHOCTH BO BCEX MOAPA3ICICHUAX Y UPEKIACHHUS.

OcHOBHBIE oOllepaluu 0 Y4YeTy W KOHTPOJIIO BBINOJIHEHHUS TpeOOBaHUMN
JOJKHBI OBITH aBTOMaTU3UPOBAHBI.

OO0s513aHHOCTH MO KOHTPOJIO PACTIPEACISIOTCS MEXIY HUCIOTHUTEIbHBIMU
opraHamMu CUCTEMbI HHPOPMAIIMOHHOM 0€30MaCHOCTH CJIEIYIONTUM 00pa3oM:

— aamuHuctpatopel cucteM, CYDBJl, ceTell KOHTPOIMPYIOT TEKyIIEee
cocTostHue nHpopmMarmonHo 6e3onacHoctu B cuctemax, CYB/I, cersx;

— COTPYIHUKH TOJpa3/IeICHUs] KOHTPOJIMPYIOT TEKYIEe COCTOSHUE
nH(pOpMaMOHHOM 06€30IaCHOCTH Ha CBOMX Pa0OYMX MECTax.

MeponpusTus A5l OPraHU3anMU CUCTEMbI KOMILJIEKCHOIO
MOHUTOPHHIA M KOHTPOJSI COCTOSTHUS HH(POPMALMOHHOI 0e30I1aCHOCTH

JlomkHa OBITh OpraHM30BaHAa CHCTEMa HEMPEPHIBHOTO KOHTPOJS 3a
COCTOSIHUE CUCTEMbI HTHPOPMALIMOHHON 0€30MacHOCTHU CIEAYIOIIUM 00pa3oM:

— ONpEeleNeHUe NepedyHs MOApa3IeiICHUN, pabouux MECT, CHUCTEM,
IIPOLIECCOB, MO KOTOPBIM JOJDKEH IIPOBOJAUTHCS KOHTPOJIb  BBIIIOJIHEHHUS
TpeOOBAHUM.

— OmpeeNeHrne CUCcKa TpeOOBaHUM, A KaXA0H CTPYKTYPHOU €TUHUIIBL.

— opra"mu3anys cOopa OTYETHOCTH O BBITTOJIHEHHUH TpeboBaHuii o Ub.
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— o00paboTka W aHanu3 coOpaHHBIX (OPM OTUETHOCTH BBHIBOJAMHU O
BBINIOJIHEHUH TPeOOBaHUIA;

— MEPUOJUYECKUM TEPECMOTpP CUCTEMBI TPEOOBaAHUI

— KOHTPOJIb MOJHOTHI U HENPOTUBOPEYUBOCTU CUCTEMBI TPEOOBAHUM.

Pemenne Bcex mepednciIeHHBIX 3a7ad JOJKHO OBITh aBTOMATHU3UPOBAHO
NyTeM HCIHOJb30BaHUS HEOOXOAMMBIX MPOTPAMMHBIX CPEIACTB  KOHTPOJIS
BBIIIOJIHEHHSI TPEOOBAHUM.

[ToMuMO €XEeTHEBHOIO KOHTPOJS JOJKHBI BBINOIHATHCA IMEPUOJIHYECKHUE
IIPOBEPKU OpTaHM3aIlMM U COCTOSHUSA HWH(OPMAIMOHHOW O€30MacHOCTH, B TOM
quCIIe:

[IpoBepkr oOpraHu3alud M COCTOSIHUSL MH(GOPMAalMOHHON 0€301acHOCTH
npoBoasTcs B noapasaenenusax U B UTKC Yupexaenus u MoryT ObITh:

- IJIJAHOBBIMY;

- BHE3aITHBIMU;

- 10 (akTaMm HapylIeHUs] THPOPMAIIMOHHON 6€30MacHOCTH.

[InaHOBBIE MPOBEPKM NPOBOAATCA B COOTBETCTBUM C TroAoBbIM IlnaHom
IIPOBEPOK, YTBEPHKAAECTCS PYKOBOAMUTENIEM YUPEXKICHHUS U PacChUIaeTCsl BO BCE
nojapaszeneHus. B Xoie MIaHOBBIX MPOBEPOK JOJKHA MOJTHOCTBIO MPOBEPSITHCS
BCS OpraHU3alUsl CUCTEMbI HH(POPMALIMOHHON 0€30MaCHOCTH MOAPA3IEICHUS.

[IpoBepku 1o ¢akram HapylmeHus HWHPOPMALMOHHOW OE30MacCHOCTH
MPOBOJATCA TOCNIE TOro, KaK HapylleHue ycTpaHeHo. lIpoBepka mpoBoauTcs c
LEIbI0 BBISIBIIEHWE NPUYMH W NPEANOCHUIOK HApyUIEHUS U BBIpadOTKa Mep IO
MPEAYyNPEXICHUIO MOJOOHBIX HapyIlIeHu! B fAanbHeimeM. [IpoBepka mpoBoguTcs
B 0053aTE€IbHOM TMOPSAKE MO KaXAoMy (akTy HapylIeHHs HE3aBUCUMO OT €ro
IIOCJICACTBUM.

Pe3ynbTarhl Bcex MpoBepoK 0POPMIISIFOTCS B BUJI€ aKTaMU ¢ HEOOXOUMBIMU
B KOKJIOM KOHKPETHOM CJIy4ae MPUII0KEHUSIMH.

Anmunuctpatopsl cucteM, CYBJl u ceTeli KOHTPOJUPYIOT COCTOSIHUE
UH(GOPMaLIMOHHON OE€30MACHOCTH Ha MO/ABEIOMCTBEHHBIX yyacTkax. C 3Toil 1enbio
OHHU:

- KOHTPOJUPYIOT MPaBUIBHOCTb BBIMIOJHEHUSI COTPYAHUKAMU JACHUCTBUH 110
JOCTYIy K 00beKTaM HH(POPMALIMOHHON CUCTEMBI;

- AaHAJIM3UPYIOT COCTOSIHUE WH(POPMAIIMOHHOM CUCTEMBI C LIEJIbIO BBISBICHUMN
MOMNBITOK HECAHKIIMOHUPOBAHHOTO JIOCTYINA W HCHOJb30BaHUS WH(MOPMALMOHHBIX
CpeIICTB U UH(OpMaLIUK;

- KOHTPOJIMPYIOT  NpPaBUJIBHOCTh  HUCIOJIB30BAHUS  HMMEKOLIUXCS
KOJUIEKTUBHBIX U MHAUBHUIyaJIbHBIX CPEJICTB MH(POPMAIIMOHHOM 3aIlIUTHI.

B cnyyae BbIsIBIEHHSI KaKUX-THMOO OTKJIOHEHUN WM HapyLIEHUH B cHCTEMeE
UH(POPMAIIMOHHON O€30MaCHOCTH aIMUHHUCTPATOPhl OE30MaCHOCTH MNPUHUMAIOT
MEpbl K HX YCTPaHEHUIO CaMOCTOATENbHO, WM 4Yepe3 PYKOBOIUTENS
COOTBETCTBYIOLLEr0 MojapasjaeineHus. OTBETCTBEHHOCTh 3a MPHUHITHE 3TUX MEp U
COOOIIIEHNE O IPOUCILIEIIEM PYKOBOAUTEIIO HECET aIMUHUCTPATOP.

CoTpyIHUKM NOAPA3IEICHUS aHAIM3UPYIOT COCTOSIHME CBOUX pabOYUX MECT
C LEJbIO BBISBJICHHS IIONBITOK HECAHKIIMOHMPOBAHHOTO JOCTYIIA U MCIIOJIb30BAHMS
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nH()OPMAITMOHHBIX CPEeACTB U nH(popmaruu. B cirydae BBISIBIEHUS TaKUX TOMBITOK
COTPYJHHUK COOOIIaeT 00 3TOM aJIMUHHUCTPATOPY OE30MAaCHOCTU OpraHU3alUUd U
PYKOBOJIUTEIIO CTPYKTYPHOT'O MOIPA3ICICHHUS.

g 3¢ HeKTUBHOTO KOHTPOJIS COCTOSIHUSI MH(POPMAIIMOHHOM 0€301macHOCTH
HEOOXOJIMMO MPOBECTH OOYyUEHUE COTPYIHUKOB MOJApA3eNEeHUN YUpexKIeHUs C
1EJIbIO MOBBIIICHUS] YPOBHSA MX OCBEJOMIICHHOCTH B BOINpPOCaxX MH(POPMAIUOHHOM
0€30MacHOCTH.

Jlist opraHu3aliid KOHTPOJIE M KOMIUIEKCHOTO MOHHUTOPUHIA CHUCTEMBI
uH(OpMaAIMOHHONW  0e30macHOCTH  HeoOXOoAMMO  pa3paboTaTh U BHEIPUTH
CJIEIyIOUIME OPraHU3AIMOHHO-PACTIOPSAUTENbHBIE W HOPMATHUBHO-TEXHUYECKUE
JIOKYMEHTBI:

— Pernamenr paccie10BaHus MHIIHJICHTOB MH(}OPMAIMOHHON
0e301acHOCTH;

— JIOJPKHOCTHBIE MHCTPYKIIUM aaMUHUCTpaTopoB cucteM, CYB/, cereli (B
TOM 4YHCJI€ pa3/elibl, Kacarollhecs OpraHu3alMh KOHTPOJIS W MOHUTOPHUHTA
nH(pOpMaITMOHHOM 0€30TaCHOCTH);

— TlamsTka coTpyanuka YupexieHus 1o nHhOpMaIMoOHHON 6€30MacHOCTH;
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5. MEPOIIPUATHS IO PEHIEHUIO 3AJIAY OBECIIEYEHU S
WH®OPMAIIMOHHOM BE3OIMACHOCTH YUYPEXIEHUS

5.1.  OpraHu3anMOHHO-pPeKMMHbIC MEPONPUATHSA

Brinonuenue OpraHU3alHOHHO-PEKUMHBIX MEpOIPUATUI npu
oOecrieueHUH WHHOPMAITMOHHON OE30MTaCHOCTH MPEIIOJIaraeT:

— KaTeropupoBaHHe OOBEKTOB HWHGPOpMATHU3ALUK  YUPESKICHHUS B
COOTBETCTBUH C PYKOBOSIIMMU HOPMATUBHO-METOJUYECKUMHU TOKYMEHTAMU 10
3amuTe nHbpopmaruu PO;

— pasrpaHuyeHue JIoIycKa K UH(OPMAIMOHHBIM pecypcam
OrPaHUYEHHOrO PAaCIPOCTPAHEHUS;

— pasrpaHHYCHHs JOMYCKa K IporpaMMHO-anmnapartasiM pecypcam UTKC
Yupexaenus;

— BEJCHME YydeTa O3HAKOMJICHHS COTPYAHHMKOB C HH(popmanuen
OTrPaHU4YECHHOTI'O PaCIPOCTPAHEHUS;

— BKIIOYEHHE B  (DYHKIMOHAJIbHbIE  OO0S3aHHOCTU  COTPYJIHUKOB
00s3aTeNbCTBA O HEPA3MVIAIEHUM W COXPAHEHHHM CBEIEHUN OIPaHUYEHHOTrO
pacnpocTpaHeHUS;

— OpraHu3alys YHUYTOXEHHS WH(OPMAIIMOHHBIX OTXO0J0B (OyMasKHBIX,
MarHuTHBIX U T.1.);

— BEJCHME yueTa OTUYXXJAAeMbIX HOCUTENEH HHPOpMaIIH;

— OpraHu3alyss M OCYLIECTBICHHE NEPUOJUYECKOTO KOHTPOJS 3a
obecrnieueHueM UHPOPMAITMOHHOM 0€30MaCHOCTH;

— opranmzamus ydeta CK3U, xmtouedt mu@poBaHus W TOIANUCH, HUX
XPaHEHMs, SKCIUTyaTallud U YHUYTOKEHHUS.

B cooTBercTBHU C BBINIEYKa3aHHBIMU 3a/layaMi HEOOXOAUMO pa3padoTaTh
WIH aKTyaJIM3UPOBAaTh KOMILJIEKT CJIEIYIOILUX OpraHU3allOHHO-
pacnopsAIUTEIbHBIX JOKYMEHTOB:

— METOJUKa KaTeropupoBaHusi O0BEKTOB UH(POpMATU3ALMH Y UpEKACHMUS;

— TepevYeHb KPUTHUYHBIX HHPOPMALIMOHHBIX PECYPCOB YUpPEKIACHUS;

— PperjaMeHT MpPEJOCTABJICHHMS JOCTyla K HHPOPMALMOHHBIM U
IPOrpaMMHO-AIIIAPATHBIM pecypcam Y upexaeHHUS;

— JOJDKHOCTHBIE — OOSI3aHHOCTH ~ COTPYJHUKOB  YUpEXKIEHHS IO
obecnieueHUI0 HHGOPMAITMOHHON OE30ITaCHOCTH.

5.2.  Meponpusitusi no Gpu3NYeCKoil 3a1MTE 00HEKTOB U CPEICTB
HHpopMaTH3ALMU YYpPeKIeHU

Obecneuenne  (¢u3nyueckoil Oe3omacHOCTH  Bced  MH(POpPMAMOHHO-
TEJIEKOMMYHUKAIIMOHHON CHUCTEMbl YUPEXKACHUS U OTIEIbHBIX €€ 3JEMEHTOB
ABJIIETCS OJHOW M3 OCHOBHBIX 3a/lay, PEIIAEMbIX IOACUCTEMON 3alllUThl
uHpopManuu. Ou3znveckrue Mepbl 3alIUThl OCHOBAaHbl HA NMPUMEHEHUM Pa3HOTO
polla MEXaHUYECKUX, D3JEKTPO- WM 3IIEKTPOHHO-MEXAHMYECKUX YCTPOWCTB U
COOPYKCHMH, CHEIHATbHO TMPEAHA3HAUEHHBIX JJIS CO3JaHus (PU3HUECKUX
NPENSATCTBUNA HAa BO3MOXKHBIX MYTAX NPOHUKHOBEHUS U JTOCTYIA MOTEHIUATBHBIX



30

HapyIIUTENIEH K KOMIIOHEHTaM CHCTEMbI U 3allldiiaeMod WH(OpMAINH, a TaKXKe
TEXHUYECKUX CpPEICTB BHU3YaJIbHOIO HAOMIOACHUS, CBSA3M M  OXPaHHOMU
CUTHAJIA3ALNH.

duznyeckas 3alIMTa HapaBlieHa Ha obecreyeHne 0e30MacHOCTH:

- HepuMeTpa HHPOPMALMOHHOM CHCTEMBI (3alUTa KOHTPOJIUPYEMOM
30HBI);

- IepUMETpPa OTAEIbHBIX OOBEKTOB CUCTEMBI (BBIIEIECHHBIX TEPPUTOPUH,
3J1aHUH, TOMEIICHU );

- HocuTenel uH(popmaluu, 000pyJ0BaHMs U KaHAJIOB Mepeaadn JaHHbIX,
XpaHAIMX, 00padaThIBAOIIMX U MEpEAaroIuX UHPOPMALMIO B OTKPHITOM BUJE
(MarHUTHBIX M OyMaXXHBIX HOCHUTENEeW HWH(POpMalUUU, HKPAHOB MOHHUTOPOB,
CEpBEPOB U PaOOUYUX CTAHLIMM, OTKPBHITHIX KAHAJIOB CBSI3H U T.I1.);

- KIIFOYEBBIX 3JIEMEHTOB KPUNITOTpa()hUUECKUX U MAPOJIbHBIX CUCTEM;

OCHOBHBIMM ~ HampaBJICHUSAMU  (U3MYECKOM  3alIUTBl Y UPEKIEHUS
SIBIISTFOTCSI:

- KOHTpPOJIb  (HU3WYECKOro  JocTynma K  00OpyIOBaHWIO,  Ha
KOHTPOJUPYEMYIO TEPPUTOPHIO U B TTIOMEIICHHUS;

- obecneueHne 0€30IMaCHOCTH KaOeJIbHOM CUCTEMBI;

- obOecrnieueHre  O€30MACHOCTH TpPH  YTWIM3aUU  OTPabOTaBIIETO
o0opya0oBaHUs U HOcUTENEH HHGOpMAIIHH;

- o0OecrieueHne 0€30MaCHOCTH PabOUYNX MECT.

Kontposbs pusndeckoro gocryna Kk 000py10BaHUIO, HA KOHTPOJIUPYEMYIO
TEPPUTOPUIO U B TOMEIICHUS

Ha Tepputopun VYupexneHus © TEpPUTOPUAIBHBIX NOAPA3IACICHUN
CJIelyeT YCTaHOBHUTh HaJIEXKAIIMN KOHTPOJb AO0CTyna B nomeuieHus. [lpaBuna
JOCTyNla Ha TEPPUTOPHUIO JOJDKHBI PETIaMEHTHUPOBATHCS COOTBETCTBYIOIIUM
MOJIOKEHUEM (MHCTPYKIUEN).

JIjist pa3rpaHuyeHus 10CTyNa B MOMEIIEHUs, TJIe pacoiaraeTcsi CEpBEpHOE
o0opyzoBaHuEe W Apyrue Kputuuecku BaxHbie 00BekThl UTKC Yupexnenus,
1eJI€CO00pa3HO MCIOJIB30BaTh CUCTEMBbI (U3UYECKOW 3amuThl. HeoOxomumo
COOJIIOIATh CIEYIOIIME MTPaBuiia JOCTYIAa B TOMEIIECHHUS:

- Bo Bcex mnoapaszneneHusXx VYUpexIeHHs HEOOXOIUMO HCKIIIOYUTh
HECAaHKIIMOHUPOBAHHOE HAXO0XKJICHHE IMOCTOPOHHUX JIML, JAaTa U BPeMs UX BXOJa
Y BBIXOJa I0J>KHBI PETUCTPUPOBATHCS.

- IlocetuTenu MAOMKHBI HOCUTH HAa OJEXKAE XOPOLIO Pa3THMUYUMbIE
UJCHTU(UKAILIMOHHBIE KAPTOUKH;

- HeoOxomumo HeMemJIeHHO H3bBATH IpaBa JOCTYyNAa B 3allUILECHHbIC
obnactu (TEpPUTOPUIO, TOMEIIEHUS) Y YBOJIBHSIOLIMXCSA COTPYIHUKOB.

Kpome Toro, s mOpenoTBpAllEHUs  yTEUKH  HMHPOpMAUUU U
IPOTUBOJEHUCTBUS NOTEHLUMAIbHBIM HapyLIUTENSIM HEO0OXOAUMO COOJII0IaTh
CJIEIyIOLIME IPABUIIA:

- Okcrmyarauuss APM  u  cepBepoB JIOJDKHA  OCYLIECTBIIATHCS B
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MOMEIIECHUSIX, OOOpY/ZOBAaHHBIX  HAAEKHBIMU  3aMKamH, CpECTBAMHU
CUTHAJIM3ALIHH, UCKITIOYAIOIIMMHU BO3MOKHOCTh OECKOHTPOJIBHOTO
INPOHUKHOBEHUS B IIOMELICHUS IMOCTOPOHHUX JIMI M 00eCcneuYnBarOUIMMU
($U3NYECKYI0 COXPAaHHOCTh HAXOJSIIMXCS B TOMEIICHUH 3alIUIIAeMbIX PECYpPCOB
(APM, n10KyMEHTOB, PEKBU3UTOB JIOCTYyNA U T.I1.).

- Pasmemenue u ycranoBka APM u cepBepoB MODKHA HCKIIIOYATh
BO3MOXKHOCTh BHU3YaJIbHOTO IMPOCMOTpPa BBOJMMOM (BBIBOAMMOW) HH(OpMaIuu
JUIAMU, HE UMEIOITUMU K HEel JOCTYII.

- VYOopka mnoMelleHud, B KOTOPbIX 00palaThIBAaeTCs WM XPaHUTCS
KOH(UIeHIIUaNbHAs WA ClIy>)keOHast umHdopMmaiusi, M0JDKHA MPOU3BOJIUTHCS B
MPUCYTCTBUM OTBETCTBEHHOI'O, 32 KOTOPBIM 3aKpPEIUIEHbl TEXHUYECKUE CPEACTBA
(ma"HHBIC), WU JACKYPHOTO TIO TMOJPA3ACICHUI0 C COOJIOJICHUEM MEp,
MCKJTIOYAIOIIMX AOCTYH MOCTOPOHHHUX JIMII K 3aL[UIIAEMbIM PECYPCaM.

- B mnomemenusix Bo Bpemsi 00paboTkun U oToOpaxkeHus Ha APM
uH(pOpMAIMU OTPAHUYEHHOTO PACTIPOCTPAHEHHUSI TOJHKEH MPUCYTCTBOBATH TOJIBKO
NEepPCOHAJ, JOMYUIEHHBIN K paboTe ¢ NaHHOM MHpOopMauuen. 3anpenaercs mpuemM
MOCETUTENIE B MOMEIICHUSAX, KOTJla OCYIIECTBIISIETCS 00pabdOoTKa 3alluilaeMoi
uH(popMaIuu.

- Jlns XpaHeHUs CIIyKEOHBIX JOKYMEHTOB M MAIllMHHBIX HOCUTEJEH C
3amMIIaeMoil  uHopmanMend — moMmemieHuss — cHaOkaroTcs  ceipamu U
Metaummueckumu  mkadamu.  [loMemieHuss  MODKHBI  OBITH  0O€CTICUEHBI
CPEICTBAMM YHUUYTOKEHHUS JTOKYMEHTOB.

- BcnomorarenbHoe — obopymoBaHue — (HampuMep, — KONMHUPOBAIbHbBIC
amnmnaparbl, (pakc-MalluHbI) JOHKHO OBITh Tak pa3sMenieHO, YTOObl YMEHBIIUTh
puck HCJI k 3amuiieHHbpIM 001acTsIM UM KOMIPOMETAIMU KOH(PUACHIIMaTbHON
uH(popManuu.

-  @usnueckue Oapbepbl JOHKHBI O HEOOXOAMMOCTH HPOCTUPATHCS OT
MoJia 10 MOTOJIKA, YTOObI MPEAOTBPATUTH HECAHKIMOHUPOBAHHBIA JIOCTYN B
MOMEIICHHE.

- 3Bampemaercss 6€3 HaJIOOHOCTH TMPEAOCTABISATH MOCTOPOHHUM JIUIIAM
uHPOpPMAIIMI0O O TMPOUCXOJAIIEM B 3alUIICHHBIX 00JacTiIX (TeppUTOpHUH,
MTOMEIIICHUSX ).

- Jlna  oOecnedyeHus JODKHOTO — YpOBHSL — O€30MacHOCTH M JUIA
PEeIOTBpAlICHHUs] BPEIOHOCHBIX JIEHCTBUH 3ampeniaercs padoTaTh B OJUHOUYKY
(6e3 Hamyexkamero KOHTPOJISI) C KPUTUYECKH BAKHBIMU KOMIIOHEHTAMH
UH(OPMAITMOHHONW CHCTEMBI.

- B Hepabodee Bpems 3aluIleHHbIE 00J1aCTH (TEPPUTOPHSI, TOMEIIICHUS)
JOJKHBI ObITh (PU3UYECKH HEAOCTYMHBI (3aKPBITHl HAa 3aMKH) U TEPUOIUYECKU
IIPOBEPSTHCS OXPAHOU.

- Ilepconamy,  ocyliecTBIsIONIEMy  TEXHUYECKOE  OOCIIyKMBaHUE
CEpBEPOB, JIOJDKEH OBbITh TMPEAOCTaBIEH JOCTYIl B 3alllMLIEHHBIE OOJACTH
(TeppuTOpHUIO, TIOMEIEHUSA) TOJIBKO B CiIy4ae HEOOXOJUMOCTH U IMOCHe
nonsyueHus: pazpemieHus. Ilo HeoOXOIMMOCTH IOCTYN Takoro mepcoHaia
(0co0eHHO K KOH(PHUAECHIMATBHBIM TAHHBIM) CIIEAYET OTPAaHUYUTh, a UX JEHCTBUS
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CJIETyEeT OTCIEKUBATh.

- 3amperaercs UCMOJIb30BaHUE (POTOTPaPUICCKON, 3BYKO3AMMCHIBAIOIIEH
M BUJEO anmapaTypbl B 3alIUMIIEHHBIX 00JacTAX, 3a HCKIIOUYCHUEM
CaHKI[MOHUPOBAHHBIX CIIy4acB.

- Ilo okoHuanuum pabodero [HA TIOMEIICHHS C YCTaHOBJIEHHBIMU
3amuieHHbiMu - APM  OJDKHBI  ciaBaThCsl MO OXpaHy C  BKJIIOYEHUEM
CUTHAJIU3AIIIH.

O6ecnieuenue 6e3omnacHocTy kadenbHoM cuctemMbl UTKC Yupexnenus
3amura kabenpHOM cucrembl WTKC HampaBneHa Ha CHUKEHHE
BEPOSTHOCTH  HECAHKIIMOHMPOBAHHOTO JIOCTynma K HWHPOPMANHMH  ITyTeM
TaTbBAaHUYCCKOTO TIOJMKIIOUCHHUSI K HWH(POPMAIMOHHBIM KaOCIsIM WU  CHATHUS
uHopMaIuu depe3 MOOOYHBIC SJIEKTPOMArHWTHBIC M3IYYCHHUS W HABOJIKH Ha
Ipyrue kadeiu, a Takke Ha 00eCreYeHHe 3alUThl KaOeJIbHOro 000pyA0BaHUS OT
AIIEKTPOMArHUTHBIX TTIOMEX.

KabGemu »nexktponuTaHuss M ceTeBble KaOenw il Tepeladyd JTaHHbBIX
HEOOXOJIMMO 3alllMIATh OT BCKPBITUA JUIs 1ejell mepexBaTa UHGOpMAIUU U
NOBPEXJIeHUs. [l yMEHBIIIEHUSI TaKOro pPHCKa B TOMEIICHUSIX OPTaHU3aIluU
MpeaiaraeTcsl peain30BaTh CIEAYIOIINE 3alIUTHBIC MEPHI:

- Kabenu snexkrponuTaHus U JUHUK CBSA3H, UAYIIHE K HHGOPMAITMOHHBIM
CHUCTEMaM, JIOJDKHBI OBITh MPOBEACHBI MOJ 3eMJjiell (10 BO3MOXKHOCTH) WIIH
3aIUIIEHBI HAJJISKAIIUM 00pa30M C MOMOIIBIO APYTUX CPENICTB.

- Heobxomumo paccMOTpeTh Mephl IO 3allUTe CETEBBIX Kabenel oT ux
HECAaHKIIMOHUPOBAHHOTO BCKPBITUSA I IIeJiel TepexBaTa JaHHBIX W OT
MOBPEXKICHUS, HAIPUMEpP, BOCIOJIL30BABIIMCH JKpPaHAMH WM TPOJIOKHUB OTH
JIMHUU TaK, YTOOBI OHU HE MPOXOJAWIH Yepe3 OO0LIEOCTYIMHbIE MECTa.

- C 1enplo CHWKCHHS BIUSHUS DJIEKTPOMArHUTHBIX MOMEX, CHJIOBBIC U
KOMMYHUKAIIMOHHBIE KaOe I TOJDKHBI OBITh Pa3HECEHBI B IPOCTPAHCTRE.

- Jlns WMCKITIOYMTENBHO YSI3BHUMBIX WM KPUTHYECKH BaKHBIX CHCTEM
CIIEIyeT PacCMOTPETh HEOOXOJAMMOCTh TPHHSTHS JTOMOJHUTEIBHBIX MEp, TaKHX,
KaK:

- muppoBaHUE TAHHBIX;

- YCTaHOBKAa OPOHUPOBAHHBIX YKPAHOB M MCIIOJIB30BAHHE 3aMTUPACMBIX
MMOMEILICHU;

- MCIIOJIH30BaHUE APYTHX MAPIIPYTOB WA CPEJI Iepeavn TaHHbBIX.

Hanexnas yrunuzanusi oTpadoTaBIiero 000py10BaHusl U HOCUTENEeH nHPpopMauu

OOGopynoBanue,  mojuIeXxamiee  BBIBOAY M3 OKCIUIyaTallud, |
UCTOJIb30BaHHBIE HOCHUTEIM WH(POPMALMM MOTYT COJEpX,aThb OCTAaTOYHYIO
UH(OPMALIKIO OTPaHMYEHHOTO JOCTyMa. PernmaMenTanus nopsjaka u nporenyp ux
YTWIM3AIMK TI03BOJISIET MEPEKPHITh KaHaJbl HECAHKIIMOHUPOBAHHOTO JIOCTYyMa K
3TON MH(pOpMAIUH:

- ycTpoiicTBa  XpaHeHHs  uMH(OpManMM,  COAEpXKAIIMEe  IECHHYIO



33

uHGOpPMAIMIO, TPU BBIBEACHUU U3 HKCIUTyaTallMM JIOJDKHBI OBITH (DU3NYECKU
YHUUTOKEHBI, JTUOO JOJHKHO OBITh MPOBEICHO TapaHTUPOBAHHOE CTHUPAHUE C HUX
OCTATOYHOU MH(OpMaALUK;

- Bce 000pyZ0BaHuE, BKIIOYask HOCUTENIN HHPOpMALUY, Iepe neperaden
IpyroMy BIAJENblly WM CIIHCAaHUEM OJDKHO OBITh NMPOBEPEHO Ha OTCYTCTBHE
BaXHOHN MH(OPMAINH WIH JUIEH3UOHHOTO NMPOrPaMMHOI0 00ECTICUCHHUS;

- JajbpHeWmas — cyap0a  MOBPEXKIEHHBIX  YCTPOMCTB — XpaHEHHS,
coZiep KalX BaKHYIO MHPOpPMAaLNIO, (YHHYTO)KEHUE WM PEMOHT) OIpeesIeTcs
Ha OCHOBE 3aKJIIOUYEHUS IKCIIEPTHON KOMHUCCHH.

be3onacHocTh paboyero Mecta COTpYAHUKOB Y UpeKACHUS

PaGoune mecTta cOTpyaHUKOB YupexkaeHUs - HanOoJiee MHOTOYHUCIICHHAS
kareropust 00bekToB UTKC, yepe3 KoTOpbhle BO3MOXKEH HECAHKIIMOHUPOBAHHBIN
noctyn K uHpopmanuu. JleHCTBUS COTPYJHUKOB CIIOKHO KOHTPOJIHPOBATH,
MO3TOMY B CHUCTEME 3allUThl HHPOPMALMH HEOOXOJUMO MPETyCMOTPETH
aBTOMATU3UPOBAHHBIE  MEXAHM3Mbl KOHTPOJS JOCTyna K TEpMHUHAJaM,
MOHUTOPHUHTA 32 JEHCTBUAMH MOJIb30BATENEH U CUTHAIU3AIUU IPU OOHAPYKEHUU
NONBITOK HECAaHKIIMOHUPOBAHHOIO [JOCTYIIA, a4 TaKKE YCTAHOBIIEH >KECTKUUI
perJaMeHT JIocTyna K pabouyuM MECTaM € MOMOUIbIO0 OPraHU3allMOHHBIX MEp.

be3onacHoCTh pabounx MECT COTPYIHHUKOB Yupexaenus
IIPE1yCMaTPUBAET:

- JOKYMEHTBl Ha BCEX BHUJAX HOCHUTEIEH W TEXHUYECKUE CPEACTBA
00paboTku MHPOPMALNU, JTOJKHBI XPAHUTHCS (pa3MeniaThCcsi) B IMOMEIICHUSX,
VCKJTIOYAIOIIMX HECAHKIIMOHUPOBAHHBIN TOCTYTI K HUM;

- HUCKJIIOYEHHWE HECAaHKIMOHHMPOBAHHOTO JIOCTyNa K HH(pOpMaLUH,
XpaHSIIECcs Ha pa3IMYHOrO poja HOCUTENSIX;

- TNEPCOHAJIbHBIE KOMIIBIOTEPHI, TEPMHUHAIBl WU MPUHTEPHI JOJHKHBI
3alMIIATECA OJOKUpATOpamMu KJIABHATYPBI, MApPOJIIMH WA JPYTUMU METOJAaMU
Ha BpEMsl OTCYTCTBHUSI MOJIb30BATES;

- JOJKHBI ~ OBITb  TPUHATHI  HAACKHBIE  MEPbl, MCKIIOYAIOLIUE
HECAaHKIIMOHUPOBAHHOE MCIOJb30BaHUE KOMUPOBAILHON TEXHUKH;

- pacmeyatku, cojJepKalue HHQPOpPMAIMI0 OTrPpaHMYEHHOTO JOCTyIa
JOJDKHBI M3BIMAThCS M3 TEYaTalollero ycTpoiictBa HememineHHOo Heobxommmo
yCTaHABJIMBATh TI€YATAIONINE YCTPOWCTBA I TedaTh KOH(MUIEHIIMATbHBIX
JIOKYMEHTOB B MOMEILIEHUSX, TJ€ paboTaloT COTPYAHHUKH, OTBETCTBEHHBIE 33 MX
y4€T, XpaHEHHE U Bbla4y UCIIOJHUTEIISM.

5.3. Meponpusitus no odecrnedeHn0 KaTacTpoGoycToiiunBoCTH
UH(OPMALMOHHO-TEJIeKOMMYHHUKAIMOHHON CUCTEMBbI Y4YpesKIeHns

ObecnieueHne KaracTpoOycTOMUYMBOCTH HEOOXOIUMO [UIsl COXpaHEHMs
YCTOMYMBOCTH M CTAOMJIBHOCTH (YHKIMOHHMPOBAHMSI YUpEXACHUA U €€
MH(POPMALIMOHHO-TEIEKOMMYHHUKAIIUOHHON CHUCTEMBl B Pa3IMYHbIX YCIOBMSX
HEONAronpusTHOrO  BO3JACHCTBUS ~ BHEIIHUX W BHYTPEHHUX  (AKTOPOB
TEXHOT€HHOTO W/WJIA IPUPOJIHOTO XapaKTepa.
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Jnsa obecniedeHusi KaTacTpOPOYCTOWYMBOCTH HEOOXOAMMO BBINOJIHUTH
paboThl, HANpPaBICHHBIX HA MUHUMHU3AIUIO BO3MOXHBIX MOTEPh YUPEKIECHUA B
YCJIOBHUSX aKTUBHOI'O BO3JEHCTBUS BHYTPEHHEW U BHEIIHEN CPEBI.

OCHOBHBIE MEPONPUATHUS IO 0OECTICUCHHUIO KaTaCTPOPOYCTONINBOCTH
MH(OPMAIMOHHO-TEICKOMMYHUKAIIUOHHON CUCTEMBI Y UpEKICHUS

— WACHTUPUKAUUS U aHaIU3 HEeOJaronpusTHBIX BO3JICHCTBUI Ha
MH(OPMAIMOHHO-TEJICKOMMYHUKAIIMOHHYIO CHUCTEMY YUpeXKIeHus, pa3padoTka
CTpaTeruil yrpaBJjeHUs] pUCKaMU, CBSI3aHHBIMU C ITPUMEHEHHUEM MH(GOPMAIIMIOHHO-
TEJIEKOMMYHUKALIMOHHON CUCTEMBI

— ompeaeneHne  TpeOoBaHMA  YUpeKIEHUS K  HENpPEepPbIBHOCTH
(GYyHKIMOHUPOBaHUS MH(POPMAIIMOHHO-TEIEKOMMYHUKAIMOHHON CUCTEMBI;

— OIpEAeNIeHHE CTPAaTErnii BOCCTAHOBJIEHUS HH(MOPMALMOHHBIX U JIPYTUX
TEXHUYECKUX CUCTEM B Cllydae BOZHUKHOBEHUS OTKa30B U COOEB;

— pazpaboTka " JOKYMEHTUPOBAHHE IUIaHa obecnieueHus
KaTacTpopOyCTOMYMBOCTH HMH(OPMALIMOHHO-TEIEKOMMYHUKAIMOHHON CHUCTEMBI
Yupexaenus;

— BHEApPEHHE HEO0OXOTUMBIX U3MEHEHU M B TEXHUYECKOM,
OpraHU3allMOHHOM W HH(POPMAIMOHHOM OO0ECIEUCHUH YUPEXKIACHUS COTJIacHO
pa3zpaboTaHHOMY IUIaHy obecrniedyeHus KaTacTpo(OoyCTONYNBOCTU
MH(POPMALMOHHO-TEIEKOMMYHHUKAIIMOHHON CUCTEMBI Y UpeKIACHMUS;

— TOAJAEpKKa nJiaHa oOecrieueHust KaTacTpohoyCTONIMBOCTH
MH(GOPMALIMOHHO-TEIEKOMMYHHUKAIIMOHHON CUCTEMBl YUpPEKICHUSI B aKTyalbHOM
COCTOSIHUM (BKJIIOYAsi TECTUPOBAHUE IUIaHA, 00y4YEHHE MEepCOHaNa, TEXHUYECKas
NOAJIEP)KKA HKCIONB3yEMOr0 MPOrpaMMHOIO M amlmapaTHOro oOecreyeHus,
NEePUOINYECKOe OOHOBJIEHHUE TJIAHA)

Baxneiiium kayectBoMm MTKC u, B yacTHOCTH, LIEHTPOB 0O0pabOTKU
nansbix (LIO/l) YupexneHus: siBIseTcsl CIOCOOHOCTh O0OecTeunBaTh TpeOyeMbli
YPOBEHb  OTKa30yCTOMYMBOCTH.  BO3MOXHO  NpUMEHEHHS  CIEAYIOIIMX
TEXHUYECKUX MEPONPUATUH Il 00eCieUeHUsI OTKa30yCTOMUNBOCTH:

- CuenyeT BHEAPATHh TEXHOJIOIMH PE3EPBUPOBAHUS XPAHWINIL JaHHBIX.

- CepBepHOE U Ipyroe KpUTHYECKOe 00OpyI0BaHHUE CIIEIyeT pa3MenaTh
TakKUM OOpa3oM, 4TOObI CBECTH K MHUHHMYMY H3JMIIHUNA JOCTyn B paboune
MOMEIICHMUS.

- OOopynoBanue HEOOXOAMMO 3amUIIaTh OT cOOEB B CcHUCTEME
ANEKTPONUTAHUM M JPYTUX HEMONAI0K B DJEKTpUyYecKodM ceth. McTouHuk
NUTaHUS  JOJDKEH  COOTBETCTBOBATh  CHEUM(PUKALUSIM  TPOU3BOAUTENS
00opy10BaHUS.

- Crnenyer paccMOTpeTb HEOOXOJUMOCTh HCIOJIb30BAHUS PE3ECPBHOTO
UCTOYHMKA mUTaHud. [ oOopyaoBaHMs, NOAIEPKUBAIOIIETO KPUTHUYECKU
Ba)KHbIE MPOU3BOJICTBEHHbIE CEPBUCHI, PEKOMEHIYETCSI YCTAaHOBUTb HCTOYHUK
oecnepeboitHoro nutanus. [1nan geicTBUM B YpE3BbIUAMHBIX CUTYAIUSAX JTODKEH
BKJIFOUATh MEPBI, KOTOPbIE HEOOXOIMMO MPHUHSITH IO OKOHYAHUH CPOKA TOJHOCTH
UCTOYHHUKOB Oecmepeboiinoro mmranus. OOopymoBanue, paboTamIiee C
UCTOYHUKaMU Oecniepe0oiHOro MuTaHus, HeOOXOIUMO PETYISPHO TECTUPOBATH B
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COOTBETCTBUH C PEKOMEHIALIUSIMU U3TOTOBUTEIIS.
- CrnenyeT paccMOTPETh BO3MOXKHOCTb M3OJISIIIMU 00JIACTeH, TpeOyrommx
CHELMATBFHON 3alIUTHhI, AJIs1 MOHKEHUS HEOOXOIMMOT0 YPOBHS OOIIEH 3allUTHI.
Jis CO3/IaHUsl CHUCTeMBl oOOecmedeHHus KaracTpo(oycToiNunBOCTH
HEoO0X0IuMO pa3palboTaTh CIEAYIOUINEe OpraHU3alMOHHO-PACHOPSAUTENbHBIE U
HOPMATHBHO-TEXHUYECKHE JOKYMEHTBI:
— IlonuTHKa pe3epBHOTO KOMUPOBAHMS U BOCCTAHOBJIICHUS JaHHBIX
— Ilnan oOecrieyeHnss HEMpepbhIBHOM paboThl M BOCCTAaHOBJIICHHS
paborocnocooHocTH moacucteM AC

5.4. MeponpusiTusi N0 pelIeHUI0 33/[a4 3alIUTHI HHpoOpMALMHU OT
HECAHKLIMOHUPOBAHHOIO a0CcTyna B HH(OPMALMOHHO-
TeJIeKOMMYHHUKAINMOHHBIX CHCTEMAaX Y4YpeskaeHus

OcHoOBHBIE MEpPONPUSATHUS 1o 3aIlUTe uHbopMaIuu oT
HecaHKiMoHupoBanHoro jgocryna B UWTKC  jgomxkHel  mpexycMaTpUBaTh
cleytouiee:

- IlpumeHeHue cepTU(UIMPOBAHHBIX aNNapaTHO-MPOTPAMMHBIX CPEICTB
3amuThl ntHPopmanuu ot HC/I.

-  Mexanusmsl 3ammTel 0T HCJL TOMKHBI OCYIIECTBIATH 3aIUTy CHUCTEMBI
OT BO3MOKHOCTH IIOCTOPOHHHUX JIUI] OCYIIECTBIISITh padOTy B cucTeMe (MEXaHU3MBbl
uaeHTUGUKaMu 1 ayTeHTUuKanuu), a Takke noiaydyarb HCI «
MH(POPMAILIMOHHBIM pecypcaM CUCTEMBbl (MEXaHU3Mbl pa3rpaHUYEHHUs JOCTyIa B
COOTBETCTBUM C MOJHOMOYMSIMH cyObekTa). [Ipu peanuszanuu 3TUX MEXaHU3MOB
3alATBl  JIOJDKHA ~ MCIOJIB30BaTbCS ~ COBOKYNHOCTh  OpPraHU3alMOHHBIX,
IPOrpaMMHBIX (ITApOJIM, MAaTPULBl JOCTyNa WU JIp.), almapaTHO-MPOrpPaMMHBIX U
TEXHUYECKUX METOJOB 3aIUTHI.

- 3amura cucrembl ot HCJI nmomkHa oOecrmeunBaThCcsl Ha  BCeX
TEXHOJIOTUUECKHX dTamnax mnepeaadu, 00padoTKu U XpaHeHHs] HHGOPMAIIMK U TIPH
BCEX pEeXHMax pabdOThl CUCTEMbI, B TOM YHUCJE MPU MPOBEACHUU PEMOHTHBIX U
persiaMeHTHbIX padoT. [Ipu 3TOM peai30BaHHbIE B CUCTEME CPEACTBA 3aLIUTHI OT
HCJI He nomxHBI yXy[IaTh OCHOBHbIE (YHKUHMOHAIbHBIE XapaKTEPUCTHKU
CUCTEMBI.

- 3ammura cuctembl ot HCJ/[ ¢ moMonipro mporpamMMHbIX, IPOTPaMMHO-
anmnapaTHbIX U TEXHUYECKUX METOJIOB JJOJIKHA 00€CIIeUnBaTh:

o 3aIUTY TEXHUYECKHUX CPEeICTB 00paboTku nH(pOopMaIuu;
o 3aIuUTy 06a3 JaHHBIX;
0 3aIUTy CUCTEMBI yIIPaBICHHUS.

- 3ammra ot HC/I nomkHa CTpOUTBHCS Ha OCHOBE CHCTEMBI pa3rpaHUYEHUS
noctyna (CPJl) monb3oBaTeneil K cUCTeME W €€ MH(POPMALMOHHBIM PECYpPCaM.
OcnoBuabIMU QyHKIHSIME CPJl MOMTKHBI SABISTHCS:

o peanuzauus ~ npaBui  pasrpaHumyeHuss  gocryna  (ITP)
I10JIb30BaTENEN U UX MPOLECCOB K MHPOPMAIIMOHHBIM pecypcawm;

o peanuszauuss IIPJ] nomnwp3oBareneid K YCTPOMCTBAM CO3JIAHUS
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TBEPABIX KOIU;

O u30JpiuAg  IporpaMm  IIponecCa, BBIIIOJIHACMOIO B HMHTCpPECAX
IMOJIB30BAaTCJIA, OT APYIUX MOJIb30BaTeIeH CHCTCMBbI,
O peam3anusda IIpaBUl oOMeHa JaHHBIX MCKAY I10JIb30BaTCIIIMU

CHUCTEMBI, IOCTPOCHHBIX 10 CETEBBIM MPUHITUIIAM.
- Oo6ecneuuBaronue cpeacrsa CPJl 10JDKHBI BBIMOJHATH  CIACAYIOITUE
OCHOBHBIE ()YHKITUU:

(©) I/II[CHTI/I(l)I/IKaHI/IIO 151 aYTeHTI/I(l)I/IKaHI/IIO MOJIb30BATENICH CUCTEMBI U
MOAACPKAaHUC ITPUBA3ZKH K UX ITPOLCCCaM, BLITIOJIHACMBIM B X HHTCPECAX,
(©) perucTpanuro I[GﬁCTBPIﬁ II0JIb30BATEJIC M BBINOJHSIEMBIX B HX

WHTEpecax MPOIECCOB, MPEIOCTABICHNE BO3MOKHOCTH MCKITFOUCHHS M BKITFOUCHUS
HOBBIX TIOJb30BaTeNield M OOBEKTOB JOCTyMA, & TAKXKE M3MEHEHHE TOJTHOMOYHUI
M10JIb30BaTEIICH;

o peaKkmuio Ha  TONBITKA  HECAHKIIMOHHMPOBAHHOTO  JOCTYyIIa
(curanu3zanuio, OJIOKUPOBKY U T.J.), BOCCTAHOBJICHUE MEXaHU3MOB 3aIlIUThI OCIIE
HC;

o TECTUPOBAHUE;

o OYMCTKY ONEpPaTUBHOM TMaMsATH © pabodyux obiacred Ha
MarHdTHBIX ~ HOCHTEISAX  TIOCJIE  3aBeplieHus paboThl  MOJIb30BATENsd €
3aIMIIEHHBIMHA JaHHBIMU,

0 y4eT BBIXOAHBIX II€UATHBIX M Tpaduyeckux QopMm, a TaKKe
TBEPJIBIX KON B CUCTEME;
0 KOHTPOJIb IIEJIOCTHOCTH MPOrPAaMMHON M MH(POPMAITMOHHON YacTH

kak CP/I, Tak u oOecreunBaroux ee CpecTB.

- Ilpaktnueckas peamuzamus CPJ] ngomkHa ONpeAensaTeCsa € y4ETOM
KOHKPETHBIX OCOOEHHOCTEW CHCTEMbl M MOKET BKJIIOYaTh B ceOsl Cleayrouue
CIOCOOBI U UX COYETAHUS:

o pacnpeneneHHas cucrema pasrpanudenHus pocryna u  CP/I,
JIOKaJIN30BaHHAs B allllapaTHO-IIPOTPAMMHOM KOMILJIEKCE CUCTEMBI;

o CPJl B paMKax ONEpAaLMOHHOW CHUCTEMBI, CUCTEMBI YIIPABIICHUS
0a3aMu JaHHBIX WM MPUKIIATHBIX IPOTPaAMM;

o CPJI B cpencrBax  peajqu3allid  CETEBBIX  MPOTOKOJIOB
B3aUMOJECHUCTBUS WK HA YPOBHE NMPUIIOKECHUM;

o [Tporpammuas u (unum) Texuudeckas peannzauust CP/I;

o [Iporpammuas 151 (nnn) arrapaTrHas peanm3anus

Kpunrorpaduueckux QyHKIIHH.

B pamkax cucremsl 3amuthl oT HCJ HE0OX0AMMO BHEIPUTH KOMILUIEKCHYIO
CUCTEMY 3allMThl 0a3 JaHHBIX, COJAEPKAIIMUX KPUTHUYHYIO K HAPYIIICHUIO
0e3omacHOCTH UH(OPMALIHUIO.

JIist co3qaHust cUCTeMbl 3alIUThl HHPOPMALIUU OT HECAHKIMOHUPOBAHHOTO
noctyna B MHGOPMAIIMOHHO-TEIEKOMMYHUKALMOHHBIX CUCTEMAaX YUpexKIeHUs
HE0OX0AMMO pa3paldoTaTh CIEAYIOIIUE OpPraHU3alUOHHO-PACTIOPSAUTENbHBIE U
HOPMATUBHO-TEXHUYECKUE JOKYMEHTHI:

- TlomokeHwe O pasrpaHUYCHUH TpaB A0CTyna K WHGOPMAIMOHHBIM
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pecypcam
- JIOKHOCTHBIE HMHCTPYKIIUA — aIMUHHUCTPATOPOB U COTPYIHUKOB
0€30MaCHOCTH.

5.5. MeponpusiTusi no odecrnedyeHu10 6€30MacHOro HH(POPMAITHOHHOTO
B3aUMOJIENiCTBUSL YUpEXKIeHUs1 ¢ OpPraHu3auusMH, MHUHHUCTEPCTBAMHM H
BeIOMCTBaMHU

K 0CHOBHBIM MEPOIPUATHUSM 110 00ECIIEYEHUIO OE30MACHOCTH CETEBOTO
MH(OPMAIMOHHOTO B3aUMOJICHCTBUS Y UPEKIECHUS C BHEIIHUMU MOTPEOUTEISIMH,
M0JI30BATENSIMU U HCTOYHUKAMH HHPOPMALIUU, OTHOCATCS:

- IlpenotBpaienue BO3MOXHOCTH YTEUKH KOH(pHIeHIIMATIBHOMN
uHpopmanuu, oopadarsiBaemoit B UTKC Yupexxnenus, yepe3 BHEIIHIOIO CETh.

- O6ecneuenue 3anuthbl pecypcoB UTKC co cTOpoHBI BHELITHEH CETH.

Tak kak pecypcei UTKC (B uwactHocTH — cucteMa «l'amaktuka ERP»),
IpeIHa3HAYeHHbIE I JOCTyla W3 BHEIIHEW ceTH (M0 KaHajlaM CBSI3M ceTei
oOLIEro Moiab30BaHUA), MOABEPKEHbl aTakaM W3 BHELIHEH OTKPBITOM CETH, TO
BEJIOMCTBEHHBII (3aIUIIICHHBIH, COAEpKAIIHA KOH(UICHIIUATTEHY IO
uH(OpPMAIMIO) W BHEIIHUN (OTKPBITHINA) TpadUKH JTOJKHBI OBITh (HU3HUYECKU
paznenensl — B UTKC He MOMKHO OBITH BBIYHUCIUTENBHBIX CPEICTB (paboumx
CTaHLIUH, CEpPBEPOB, MEKCETEBbIX DSKPaHOB), KOHIEHTPUPYIOLIUX Ha cede
OJIHOBPEMEHHO BEJIOMCTBEHHBIN U BHEITHUHN TpaduK.

IIpu opranu3anyy ceTeBOro B3auMOJAECUCTBUS CIELYET UCIIOJIb30BaTh
CpellCTBa 3aIIMThI:

- BblaeneHHble cpecTBa MEKCETEBOTO SKPAHUPOBAHUS (MIIM MEKCETEBbIE
DKpaHbl), yCTaHABIMBAaE€MbIE Ha CTBIKE CETEHW, KOHLEHTpUPYIOIIHE Ha cebe
MEXCETEeBOM TpauK;

-  MexaHu3Mbl KOHTPOJIS JOCTyNa K JIOKAJIBHBIM U CETEBBIM peCcypcam,
Bxoasmue B coctaB C3UM HC/l, yctanaBiuBaemoii Ha paboyne CTaHIUMU U CEPBEPHI
NTKC, pewmatromue 3a1auu GuiIbTpallMM BHYTPUCETEBOTIO Tpaduka W AoCTyna K
JIOKJIbHBIM pecypcam;

- AHTHUBUpPYCHBIE CPEJICTBA;

- Cpencta oOHapyKEHUS KOMITBIOTEPHBIX aTak.

VYKa3aHHBIMU CPEICTBAMH JIOJKHO 00€CTIeYBaThCS:

- pasrpaHuyeHue A0cTyna (Mo BXOASAIMIEMY U UCXOJsIIeMy Tpadukam) 1mo
anpecam (IP agpecam) u ceTeBbIM MPOTOKOJIAM K XOCTaM BHEITHEH/BHTYpPEHHEH
CETH;

- TPaHCJAILHUS apecOB — BO BHEIIHEH CETH JOHKEH ObITh “BUJICH” TOJBKO
aZipec KpUIITOMApIIPYTU3aTOPa, YTO MO3BOJIAET CKPHIBATh CTPYKTYPY BHYTpPEHHEM
ceTH (aapeca pabouux CTAaHIIMH U CEpPBEPOB BHYTPEHHEHN CETH);

- 3aluTa OT CETEBBIX aTak (BUPYCHI, HIMHOHCKUE MPOrpaMMbl, aTakd Ha
OTKa3 B 00CITyKUBAHUN);

- ayJuT AOCTyNa K pecypcaM BHEILIHEN CETH;

- ayTeHTU(UKAIUS YJAICHHBIX OJIb30BaTENeH
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Baxkneiimmm ycrnoBueM o0ecriedeHus 3alUIeHHOT0 T0CTYIa K BHEITHUM
pecypcam SBISIETCS Pealn3anms JEMUIUTAPU30BAHHOM 30HBI, C LIEJIBIO
buznyecKoil U30IAIUN BHYTPUCETEBOTO U BHEIIHETo Tpadukos. [laHHOE pelieHune
JOJKHO MTO3BOJISITH B3aUMOJENCTBOBATH ITOJI30BATENSIM BHEIIHEW CETH TOJIBKO C
CEpBEPAMM BHEIIHETO JOCTYIA, U Je]aTh HEAOCTYIHBIM JUIS HUX JOCTYII, IIPEkKIE
BCEr0, K BHYTPEHHUM CEpBEpaMm, a TaKkKe K padOYUM CTAaHLMAM 3alUIIAeMON
KOPIIOPAaTUBHOM CETH, 1a)Ke IIPU MPEOAOICHUH 3aLUThI, PEAIN3yEMON CPEACTBAMU
MEXCETEBOT0 IKPAaHUPOBAHMUS.

5.6. MeponpusiTusi 10 OPraHU3AMUMN KPUNTOrPaduIecKoi 3alUThl
uHpopMauuu

B nenax 3amutel kKoHQUAeHIManbHOH MH(popmanuu B AUC Yupexnenus
JIOJDKHBL TIPUMEHSITBCS  CpPeACTBAa Kpuntorpaduueckoil 3amuThl vHGOpMAIUU
(CK31).

K CK3U npeabsaBistoTcs caeayronme TpeOoBaHus:

— CK3HM nomxHBI 10MyCKaTh MX BCTPAWBAaHUE B TEXHOJOTHMYECKYIO CXEMY
00paOOTKH 3JIEKTPOHHBIX COOOLIEHMH, oOecrneunBaTh B3aMMOJCHCTBHE C
MPUKIAAHBIM MIPOTPaMMHBIM OOECIIEYeHUEM Ha YpOBHE O0OpabOTKH 3alpocoB Ha
Kpunrorpaduyeckue npeoodpa3oBaHus U BbIIaYU PE3yJIbTATOB;

— CK3U nomKHBI TOCTaBIATHCS Pa3pabOTYMKAMU C TOJHBIM KOMIUIEKTOM
HKCIUTyaTallMOHHOM JOKYMEHTAllMM, BKJIOYas OINMCAaHUE KIIFOUEBOW CHCTEMBI,
npaBuiia pabOThI ¢ HEH, a Takke 00OCHOBaHHE HEOOXOJIUMOT0 OpPTraHU3alMOHHO-
MITATHOI'O 0OCCIICUCHMS,

— CK3M pgomkHbl OBITh  peaJu30BaHbl HAa  OCHOBE  aJTOPUTMOB,
COOTBETCTBYIOIIMX HAI[MOHAIBHBIM cTaHnaptaM Poccuiickoit denepanyu u (Miam)
YCJIOBUSIM JIOTOBOPOB C KOHTPareHTamu;

— CK3M1 nomxHbl MMETh CTPOTHM pErjJaMeHT HCHOJb30BAHUS KITIOUEH,
MPEANnojaraloiiii KOHTPOJIb CO CTOPOHBI AJAMHUHHUCTpaTopa Oe30MacHOCTH 3a
JNEUCTBUSMH TIOJIb30BATEIISI HAa BCEX 3Tamax paboThl ¢ KiItoueBOW HHGpOpMaIuen
(monyyeHue KIF0YeBOr0 HOCUTES, BBOJI KITFOUEH, UCIIOJIb30BAHUE KITIOUEH U clladya
KJIFOUE€BOT'O HOCUTENS);

— CK3U nmomxHbl 00ecieunBaTh peaau3aiio mpoieayp copoca kiouei B
CIy4asiX OTCYTCTBHUSI IITATHOW AaKTUBHOCTH MOJIb30BAaTEIel B COOTBETCTBUH C
PErIaMEHTOM UCIIOIb30BaHUs KIIIOYEH;

— CK3U He momkHbI NpeabsaBiIsaTh TpeOoBanuii k OBM mo cnernuanbHOM
MPOBEPKE Ha OTCYTCTBUE 3aKJIAJHBIX YCTPOMCTB, €CIM HWHOE HE OrOBOPEHO B
TEXHUYECKOHN IOKYMEHTAllMHU Ha KOHKPETHOE CPEJICTBO 3aIUTHI;

— CK3U He nomkHbI TpeOOBaTh JOMOJHUTEIIBHOM 3alIUThl OT YTEUKH IO
nO0OOYHBIM KaHaIaM 3JIEKTPOMArHUTHOTO U3JIy4EeHHUSI.

I[Ipu npumenennu CK3U B AUC JOJKHBI  TTOAAEPKUBATHCS
HENPEPBIBHOCTh MpoIieccoB mpoTokoiaupoBanusi paborsl CK3U u obecneueHus
LETIOCTHOCTU IPOrpaMMHOro odecreuenus AJist Becex anemeHToB AVC.

Nudopmarnmonnass 06€30mMacHOCTh TPOIECCOB HW3TOTOBJICHHUS KITFOUEBOU
unpopmanmu  gokymeHtoB CK3M nmomkna oOecrednBaThCcsi  KOMIUIEKCOM
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TE€XHOJIOTHYECKUX, OPTraHU3ALMOHHBIX, TEXHUYECKUX M MPOrPaMMHBIX MEp U
CPEJICTB 3allHTBHI.

PernameHT reHepauuu, pacnpelneNeHus, XpaHEHHWs M YHHUYTOXXCHMUS,
MO3K3EMIUSIPHOTO Y4eTa KPUNTOrpapUuecKux KIII0YeH, a TakKe MepuoIUYECcKue
IPOBEPKU  BBIIIOJIHEHUS MOJb30BATENIIMU  TPEOOBAHMN 1O XPAaHEHUIO U
AKCIUTyaTallMi Kpunrorpapuueckux kiroueill ompenensercss «HcTpykuuend o6
OpraHM3alMy U 00ecrieueHuN OE€30MMaCHOCTH XpaHEeHMsI, 00pabOTKU U Iepeadu 1o
KaHajaM CBSI3U C MCIOJb30BAaHUEM CPEACTB KPUITOrpapUuecKOW 3aluThl
uHpOpMallMl C OrPaHUYEHHBIM JIOCTYIIOM, HE COJEpJKalled CBEIEHUH,
COCTAaBISIIOIIMX TOCYHAapCTBEHHYIO TaiHy» OT 13 wmrons 2001 r. Nel52. Jlannas
NHcTtpykuus onpenenseTr enauHbli Ha Tteppuropun Poccuiickon ®@enepanun
NOPSJIOK OpraHU3aluu W oOecrnedyeHusl 0e30MacHOCTH XpaHEeHHs, 00pabOTKU M
nepefadyn Mo KaHajaM CBSI3M C HCIOJb30BaHHEM cepThuduuupoBanHbix CK3U
(m@poBaTbHBIX CPEICTB) MOJUIEKAIIEH B COOTBETCTBUU C 3aKOHOJATEIHCTBOM
Poccuiickoii denepanuu 00s3aTeIbHOM 3alIUTe MH(DOPMALUMU C OTPaHUYECHHBIM
JOCTYTIOM, HE COJIEpKAIIEN CBEICHUH, COCTABISAIOIIMNX I'OCYTapCTBEHHYIO TalHY.

HcnonszoBanne CK3U 10MKHO OCYIIECTBIATHCA B TOJTHOM COOTBETCTBUM C
KOHCTPYKTOPCKOW M JKCIUIyaTallMOHHOW JIOKYMEHTallUeW, NpPeICTaBIIEMON
npousBoaurenieM CK3U. Bayrpennuii mnopsnok mnpumeHenus CK3U B
VYupexxaeHus JOJDKEH BKIIFOYATh:

— TIOPAZIOK BBOJIA B JICWCTBUE;

— MOPSAOK 3KCIUTyaTalluu;

— MOPSII0K BOCCTAHOBJIEHUSI pa0OTOCTIOCOOHOCTH B aBapUMHBIX CITydasx;

— MOPSIIOK BHECEHUSI N3MEHEHMI;

— MOPSIOK CHATHS C SKCIUTyaTallH;

— MOPSAIOK YIIPABIICHUS KIIFOUEBOM CUCTEMOMN;

— MOPSII0K OOPAILEHUS C HOCUTENISIMU KIOYEBON HH(POPMALIMH.

5.7. MeponpusiTusi 10 AHTUBUPYCHOI 3a1MTe MHGOPMAITUOHHBIX
pecypcoB YupexaeHus:

Lenbto co3anusi CUCTEMbl aHTUBUPYCHOM 3aIUTHI SABIISIETCS OOEcrieueHne
3alIUIIEHHOCTH UH(MOPMAIIMOHHO-KOMMYHUKALMOHHON CHUCTEMBI YUPEKICHHS OT
BO3JICHCTBHUS Pa3IUYHOrO pona BPEAOHOCHBIX porpamMmm U
HECAaHKIIMOHUPOBAHHBIX MACCOBBIX TOYTOBBIX PACCBUIOK, MPEAOTBPALIEHUS HX
BHEJIpEHUSI B MH(GOPMALIMOHHBIE CHUCTEMBbI, BBISIBICHUS M O€30MaCHOTO yJaleHUs
U3 CHCTEM B Cllydae MOMNaJaHus, a Takxke (UIbTpaluu AO0CTyNa MoJib30BaTelen
VYupexxaenus K HENpOAYKTHBHBIM MHTepHeT-pecypcaM U KOHTPOJIA HX
DIIEKTPOHHOM IEPEIUCKH.

OcHoBonoJaratouMMu TpeOOBaHUAMU K CUCTEME aHTUBUPYCHOM 3allIUThI
YupexxaeHus ABISFOTCS:

- pelleHue 3aJa4yd aHTHUBUPYCHOM 3allMThl JOJDKHO OCYLIECTBISATHCA B
obmem Buge. CpeacTBo 3alUThl HE JOKHO OKa3blBaTh MPOTHBOJCHCTBHE
KOHKPETHOMY BHUPYCY WM TpyNNe€ BHPYCOB, MPOTHUBOJAECUCTBUE JIOJKHO
OKa3bIBaThCs B MPEANOIOKEHHUIX, YTO BUPYC MOXKET ObITh 3aHECEH Ha KOMITBIOTEP
1 0 BUpYyce (0 ero CTPYKType (B YACTHOCTH, CUTHATYPE) U BO3MOKHBIX JCHCTBUSIX )
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HUYETO HE U3BECTHO;

- pelleHue 3aJa4yd AHTHUBUPYCHOM 3allMThl JOJDKHO OCYLIECTBISATHCA B
peanbHOM BPEMEHH.

MeponpusiTus, HamnpaBJIE€HHbIE HAa pEIICHHE 3a7ady [0 aHTUBUPYCHOU
3aluTe:

- HEO0OXOJMMO IIPOBOAMUTH MOJUTHKY, TPEOYIOLIYI0 YCTaHOBKH TOJIBKO
JULIEH3UPOBAHHOTO IIPOTPAMMHOI0 00€CIICUEHHUS;

- AHTUBUPYCHBIE  NPOTPAMMHBIE  CpPEICTBA  JOJDKHBI  PETYJISIPHO
OOHOBJIATBCA M UCHOJIB30BATHCS ISl MPOPUIAKTUUECKUX MPOBEPOK (KEIATEIBHO
€KETHEBHBIX );

- HENpepbhIBHBIM  KOHTPOJb  HAJA  BCEMU  BO3MOXHBIMU  IyTSIMHU
IIPOHUKHOBEHUSA BpeAOHOCHBIX IporpaMMm B MTKC VYwupexneHns, MOHUTOPHUHT
AHTUBUPYCHOM 0€30MaCHOCTH M OOHapyXeHUE€ JAECTPYKTUBHOW aKTUBHOCTH
BpPEIOHOCHBIX ITporpamm Ha Bcex oobektax MTKC;

- ©XKEIHEBHBbI aHalIW3, pAHXUPOBAHHE U NPEIOTBpAIICHHE YIpo3
pacnpoCTpaHEeHUsT M BO3ACHCTBUS BPEAOHOCHBIX IPOrpPAMM ITyTEM BBISBICHUS
ysa3Bumocteil ucnonbzyemoro B WTKC mnporpammuoro ob6ecneuenuss OC wu
CETEBBIX YCTPOMCTB M YCTpaHEHHs OOHapyX EeHHBIX /1€()EKTOB B COOTBETCTBUU C
JaHHpIMM  nocTaBuka 110 wm  fgpyrux cnenMann3upOBAaHHBIX — DKCIIEPTHBIX
AHTUBUPYCHBIX CITYXkKO.

- TpoBeleHUE NMPOPUIAKTUUECKUX MEPOINPUSATHI MO MPEIOTBPAILICHUIO U
OTPaHUYECHHMIO BUPYCHBIX SMUIAEMUM, BKIIOYAIOIIMX 3arpy3Ky U pa3BEpThIBAHUE
CHELUalIbHBIX NPABWI HEWTpanu3auuu (OTPaXKEHHUIO, W30JSLUUU U JIMKBHUJALMN)
BPEJOHOCHBIX MPOrpaMM Ha OCHOBE PEKOMEHAAIM MO0 KOHTPOJIO aTak,
MOATOTaBIMBAEMBIX pPa3paOOTUMKOM CPEACTB 3aIUTHI OT BPEIOHOCHBIX MPOrpaMm
U APYTUMH CHENUATU3UPOBAHHBIMU 3KCIIEPTHBIMU aHTUBUPYCHBIMU CITY>)KOaMH 10
TOTO, KaKk OyJIyT BBINYIIEHBI (haiiyibl UCIPABICHUM, MPU3HAKOB U aHTUBUPYCHBIX
CUTHATYD.

- HEoOXOJMMO  TPOBOAUTH  PETYJSPHYIO  IPOBEPKY  LEIOCTHOCTH
KPUTUYECKHA BAXKHBIX MPOrpaMM M JaHHbIX. Hanuuue nummHux (aitioB u cienos
HECaHKIIMOHUPOBAHHOTI'O BHECEHUSI N3MEHEHUN JTOJKHO OBITh 3apEerMCTPUPOBAHO B
YKypHAaJEe U pacciae0BaHO;

- JIUCKEThI, TUCKH, AMCKOBBIE HAKOMHUTENIW JI0OO0ro THUIA HEU3BECTHOTO
IIPOUCXO0XKJICHUS CIEAYET TPOBEPSTH HA HATMYUE BUPYCOB JIO UX UCIOJIb30BAHUS;

- HEOOXOIHMMO CTpPOrO MPHUAEPKHUBATHCS YCTAHOBJIEHHBIX MPOLENyp IO
YBEIOMIIEHHIO O ciiydasx nopaxeHuss AMC KOMIBIOTEPHBIMH BHpyCaMu U
MPUHATHUIO MEP IO TUKBUAALMH MOCIEACTBUI OT X MPOHUKHOBEHHS;

- clenyeT UWMeTh IUIaHbl oOecnedeHus OecrniepeOoitHOW  paboTh
OpraHu3allyy JJIsl CIIy4aeB BUPYCHOTO 3aPaKEHMsSI, B TOM YHUCJIE MJIaHbI PE3EPBHOTO
KOIIMPOBAaHUS BCEX HEOOXOIMMBIX NaHHBIX M MPOrpPaMM M MX BOCCTAaHOBJICHUS.
Otn  Meppl 0COOEHHO  BaXHBl Ul  CETEBBIX  (allVIOBBIX  CEPBEPOB,
HOJIIEPKUBAOLIUX OOJIBIIOE KOJIMYECTBO PAOOUNX CTAHLUH.
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B pamkax co3maHusi cMCTeMbl aHTUBHUPYCHOM 3alUThl MH(POPMAIIMOHHBIX
pecypcoB YupexaeHHs: Heo0X0uMO pa3paboTaTh CIEAYIOIINE OPraHU3alMOHHO-
pacnopsAaIuTeIbHbIE U HOPMATUBHO-TEXHUYECKUE TOKYMEHTHI:

- Ilomoxxenne 00 aHTUBHPYCHOM KOHTpOJIE, BKJIOYas ONpPEIEIICHUE
OCHOBHBIX IlleJiel M 0OJacTH TNPUMEHEHUS] CUCTEMbl AHTHUBUPYCHOM 3allUTHI,
TpeOOBaHMs K MEPCOHAIY, CTENIEHb OTBETCTBEHHOCTH, CTPYKTYPY U HEOOXOAUMBIN
YPOBEHb 3alIUIIEHHOCTA OT BPEJAOHOCHBIX MPOrpamM, CTaTyC U JOJKHOCTHBIC
00513aHHOCTH COTPYHUKOB
JIOJKHOCTHBIE MHCTPYKIIMU aJIMHHHCTPATOPOB U COTPYIHHUKOB O€30MACHOCTH,
KOTOPBIE TOJKHBI BKIIIOYATD:

o [lopsinok yCTaHOBKM M HACTPOWKM CPEACTB AHTUBHPYCHOM
3AILNTHL;

o [Topsnok 3kcIuTyaTalud CPEACTB AHTUBUPYCHOW 3aIUTHI, B T.4.
oOHoBneHue 110, MOHUTOPUHT U YIIPABJICHHUE;

o [Topsinok nercTBUs B IEPUOL BUPYCHBIX JIIHAIEMUM;

o [Topsinok neucTBUi P BO3HUKHOBEHHMM BHEIITATHBIX CUTYAallUH,
CBSI3aHHBIX C pa0OTOCTIOCOOHOCTHIO CPEJCTB AaHTUBUPYCHOM 3aIlIUTHI;

o ITopsanok nencTBus Uil yCTPAHEHUS ITOCIEACTBUN 3apakeHUN.

o TexHosiornyeckre UHCTPYKLUU

5.8. MeponpusiTuss N0 OOHAPYKEHHI) KOMNBITEPHBIX AaTAK Ha
HH(POPMALMOHHBIE PeCypcbl M TEJEeKOMMYHMKALMOHHBIE  CHCTEMbI
Yupexnenust

OcHoBonoJararouMMu TpeOOBaHUSAMHU K CUCTEME OOHAPYKEHUs
KOMITBIOTEPHBIX aTak Ha MH(OPMALIMOHHBIE PECYPCHI U TEIEKOMMYHHKALMOHHBIE
CUCTEMBI YUPEXKICHHUS SIBISIIOTCA:

- cucremMa OOHapyXeHUsS  KOMIIBIOTEPHBIX  aTak JIOJKHA  OBITh
cepTUPUIIMPOBAHA;

- cucTemMa OOHapYy>KEHUsSI KOMIBIOTEPHBIX aTak JOJKHA OBITh CIOCOOHA
BBISIBIIAITH ~ aTaKW, HAaNpaBJICHHBICE Ha HapyIIeHHEe KOH(PUACHIIMATHHOCTH,
LEJIOCTHOCTH U IOCTYITHOCTH MH(OPMAITMOHHBIX PECYPCOB.

Cucrema oOHapyKeHHsI KOMITBIOTEPHBIX aTak JI0JKHA 00ECeurnBaTh
BO3MO>KHOCTH BBIITOJIHEHUS CIIETYIOIINUX OCHOBHBIX (DYHKITHIA:

- BBIBJICHHE HMH(POPMAIIMOHHBIX aTaK Ha MPUKIAIHOM YpPOBHE CTeKa
TCP/IP nocpeacTBoM aHaiin3a MakeToB JaHHBIX, nepenaBaeMbix B UTKC;

- OJIOKMpOBaHUE MAKETOB JAHHBIX, HAPYIIAIOIMIMX 33JaHHYIO TMOJUTUKY
0e301acHOCTH;

- MOHMTOPHUHI TpaduKa, HUPKYJIUPYIOIIETO HA CETEBOM, TPAHCIIOPTHOM U
MPUKIIATHOM YPOBHSIX MOJENIA B3aUMOICUCTBUSI OTKPBITHIX CUCTEM;

- BBISBJICHUE aHOMAJIUN CETEBOr0O TpadukKa;

- OINOBEIIEHUE aIMUHUCTpATOpa 0€30MaCHOCTH 00 OOHAPYKEHHBIX aTaKax
VIV aHOMAJTUSIX CETEBOTO Tpaduka.
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5.9. MeponpusTuss 10 COBEPIIEHCTBOBAHHI) OPraHU3aIMOHHO-
IITATHOM CTPYKTYpPbl NOApPa3JeJIeHHMH, OTBEYAIUMX 3a olecredyeHue
HH(pOPMALMOHHOI 0€30IIACHOCTH YYpeKIeHUs

OCHOBHBIE MEPONIPUATHUS IO COBEPIIEHCTBOBAHUIO OPraHU3aL[MOHHO-
IITaTHOM CTPYKTYpPBI NOJAPA3AEIEHUN 3alIUThl HH)OPMALIUU:

- OCHAILEHHE IIPOrpaMMHO-TEXHUYECKHMMH CPEICTBAMH JUISI IPOBEICHHUS
KOHTpoJisA cocTtossHus b B Yupexnenus

- TPOBEIECHUWE  MEPONPHUATHI MO  NOBBILIEHUIO  KBaIM(PUKALUH
COTPYIHHUKOB.

5.10. MeponpusiTusi MO0 MOBBINIEHHI) KBATH(UKANNU CIIENUATUCTOB B
o0JiacTu 3amUThl MHGOPMALTUT

[logroToBka © NEpPenojAroToBKa MOJb30BAaTENIEd W  CHEUUATUCTOB
VYupexnaenus: o 3amure uHGopManuu TpeOyeT CO3JaHhE CUCTEMbI MOBBIIICHUS
YPOBHSI TEXHMYECKON T'PaMOTHOCTH M HH(POPMHPOBAHHOCTH IOJH30BATENICH B
obmactu  MHPOPMAIMOHHON  O€30MacHOCTH, a TaKXKe  MepernoAroTOBKU
CHEUAINCTOB MO 3ammTe uHpopmanuu. 11 3TOro HEOOXOAUMO PETYJISIPHO
OPOBOJUTh TPEHUHTH [JIsi TepcoHajda M KOHTPOJIb TOTOBHOCTH HOBBIX
COTPYIHUKOB [0 TMPUMEHEHUIO MpaBUI HUHPOPMAIMOHHOM 3aIlIUTHI, a TaKXKe
NEPUOJINYECKH OCYLIECTBIIATh IEPENOATOTOBKY CHELMAIMCTOB IOAPA3IEICHUN
3amuThl nHGopmar. OCOOEHHO Ba)KHO MPOBOIUTH TPEHHHTU NMPU W3MEHEHUHU
KoH(purypanuu uHGOPMAIIMOHHON CUCTEMBbI (BHEAPEHUM HOBBIX TEXHOJOTHH U
OPUKIAAHBIX ~ ABTOMATHU3UPOBAHHBIX  CHUCTEM, CMEHbl  00OpyJIOBaHMUS,
OTIEPAITMOHHON CHCTEMBI, KITFOUCBBIX MPIIOKCHUH, MPUHATAN HOBBIX TPABIIT WJIH
WHCTPYKIUH U T.]I.)

5.11. MeponpusiTuss 10 BHYTPEHHeMY ayauTy HWH(GOPMAIHOHHBIX
CUCTEM Y4pexKIeHHUs

BuyTpeHnHuil ayauT HHQOPMALMOHHBIX CUCTEM Y UpPEKIECHUS MPOU3BOIUTCA
COTPYIHHMKAaMH, OTBETCTBEHHbIMH 3a HWH(OPMAIIMOHHYIO 0O€301aCHOCTh, II0
pacnopsKEHUIO pyKoOBoAMTENd YupexiaeHuda. CpokH W PEXUM NPOBEICHUS
BHYTPEHHETO ayJINTa yCTAHABIMBAIOTCS PYKOBOAUTENIEM Y UPEXKICHHUS.

Llenpr0 BHYTPEHHErO ayJWTa SBISIETCS OLEHKA TEKYIIEr0 COCTOSHHUSA
cuctembl nHhopmarmonnoi 6ezonacHoctu UTKC, paspaboTka nnm akTyamu3aims
OpPraHM3allMOHHBIX M TEXHUYECKUX TpeOOBaHMI K cucTeMe HH(POPMAIMOHHOM
Oe3o0macHOCTH YUpeKJIeHHUs, MPOrHO3MPOBAaHHME HAa OCHOBE JTOr0 TpedyeMbIX
3aTpaT Ha ee NOoJJep>KaHue U MOJICPHU3AIUIO.

TpeboBanus k cucteMe HHOOPMAIIMOHHON 0€30MACHOCTH pa3pabaThIBAIOTCS
Ha OCHOBE aHanusa CYILLIECTBYIOILIUX yrpo3 UH(OPMAIMOHHO-
TEJIEeKOMMYHUKALMOHHON CUCTEMbI,  WICHTU(PUKAUU  CYIIECTBYIOLIUX
YSI3BUMOCTEHN U OLIEHKH BEJIMYMHBI BOZMOXKHOT'O yiepoa.

Pe3ynbrarel aynura JOJDKHBI COJIEP)KaTh OTYETHl 10 0OECIEUEHUIO
Oe3omacHOCTH MH(POPMAIIMOHHON CHUCTEMBl TOJpa3fefieHUus B LEJIOM MWIH e
JOTHYECKUX KOMMOHEHTOB. OmucaHus, BBISBICHHbIE (DaKThl U PEKOMEHIAIHH,
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MOJlyY€HHBIE B XOJ€ TMPOBEACHHUS ayauTa, JOJKHBI OBITh HCHOJIB30BaHBI JIs
JaNbHENIIeH OIEHKU 3alIUIIEHHOCTH HH()OPMALIMOHHON CUCTEMBI.

AyIuT TpOBOAATCA HE3aBUCUMO OT COTPYAHHMKOB, OTBETCTBEHHBIX 32
GyHKIIMOHMpOBaHUE OOIIeH cucTeMbl TOAAepX KA. Heobxoaumbie NPOBEPKH
MOTyT OBIThb OCYIIECTBJIEHBbl KaK HW3HYTPH, TaK M H3BHE HH(OPMALMOHHON
CUCTEMBI.

KoMmmiekcHble TpoBepKkM Mep M0 O0ecrneueHut0 UH(GOPMalMOHHON
0€3011acHOCTH MPOBOJATCS HE peXe OJHOro pasza B rod. OTaenbHbIE MPOBEPKU
CUCTEM HA NOTCHIMAIBHBIC IOBPEXKICHUS OCYIIECTBIIIOTCS C NEPUOINYHOCTHIO,
HEOOXOMUMOW  JIs1  HoAJep)KaHusi  TpeOyemMoro YpOBHS  ONEPAaTUBHOCTU
CTaTUCTUYECKUX JTAHHBIX.



