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CIIMCOK UCHOJb3YEMbBIX COKPAIIIEHUI

AUC ABTOMaTU3MpPOBaHHAA UHPOPMALIMOHHAS CUCTEMA
APM ABTOMaTU3UPOBAHHOE paboyee MECTO

AC ABTOMAaTU3UPOBAHHAS CHCTEMA

b/l ba3a ganHbIX

BTCC BcnoMorarenbHble TEXHUYECKHAE CPEACTBA U CHCTEMBI
BUBC BupryanpHas yacTHast BBIYUMCIUTENIbHAS CETh

ECK[J EnuHas cucrema KOHCTPYKTOPCKOM JTOKYMEHTAIUU
ECIIA EnuHas cucrema nporpaMMHON TOKYMEHTALUN
ECT]1 Enunas cucrtema TEXHOJOTHYECKOM JOKYMEHTALIUU
31 3amura uHopmauu

311 3amuiaeMoe IoMelleHue

b Nudopmarmonnas 6€30macHOCTb

HNUTKC HnadopMaimoHHO-TEeJIEKOMMYHHKAIIMOHHASI CUCTEMA
K3 Kontponupyemas 30Ha

KC3H1 KommnekcHas cucrema 3auTsl HHGOpMAaIuu

JIBC JlokanbHasi BBIYMCIUTEIbHASA CETh

HCJ HecankimoHnpoBaHHbINA 10CTYT

OBU (OUB) O6ecrnieuenue 6e30mMacHOCTH UH(DOPMALIUH

OTCC OCHOBHBIE TEXHUYECKHAE CPENCTBA Y CUCTEMBI

I1O [IporpamMmmHoOe oOecrieueHme

IcC [IporpammHusbie cpencTaa

PJ1 PyxoBoasimmii TOKyMeHT

C31 HC/I Cucrema 3ammThl nHGopMaruu ot HC/J

CK3U1 CpenctBo kpunTorpaduueckoit 3amuThl HHPOopMaIuu
CIIJI Cucrema nepenayuu JaHHBIX

CIIO CrennansHo€ MporpaMMHOE oOecTieueHne

CTK Cucrema TeIE€KOMMYHUKAIIHIA;

CYb[J Cuctema ynpanieHus 0a3aMu JTaHHBIX

TII TexXHUYECKUM ITPOEKT

TT Texanueckue TpeOOBAHUS

Y Y 10CTOBEPSIOMIUI LEHTP

®Cb Poccun ®enepanbHas cinyx0a 0ezonacHocty Poccun
OCTIK ®denepanbHasi ciayx0a M0 TEXHUYECKOMY U SKCIIEPTHOMY
Poccun KOHTpoJt0 Poccuu

OUII DOnexTpoHHas MUPOBasi MOIMUCH

OCHOBHBIE TEPMHUHBI 1 OIIPEJAEJIEHUSA

AYTEHTUOUKALIUSA - mnpoBepka NPUHAIICKHOCTH CYOBEKTYy JOCTYyIa
MPEABSIBICHHOTO UM UACHTU(UKATOPA; TOATBEPKACHUE MOAITUHHOCTH.

AIMUHUCTPATOP 3AHIUTHI - cyObekT nocTyna, OTBETCTBEHHBIN 3a 3alUTY
ABTOMATHU3UPOBAHHOM  CHCTEMBI OT  HECAaHKIMOHHPOBAHHOIO  JOCTyla K



uH(popMauu

BE3OITACHOCTDb NHP®POPMALIUAU -COCTOSIHUE 3aIUIICHHOCTH
uHpopmanu, 00pabaThiIBaEMOIl CpEACTBAMU BBIUUCIUTEIBHON TEXHUKU WIIH
aBTOMATU3UPOBAHHON CUCTEMbI, OT BHYTPEHHUX WJIU BHEIIHUX YIPO3.

BCIIOMOT' ATEJIBHBIE TEXHUYECKUE CPEIACTBA U CUCTEMDBI -
TEXHUYECKHE CpeACTBA M CHUCTEMbI, HE NpelHa3HAYCHHbIE [JIs Mepeaayu,
00pabOTKM M XpaHEHHs] KOHPUACHIMAIbHONM HWHPOPMALMK, pa3MellaeMble
COBMECTHO C OCHOBHBIMHU TEXHUYECKMMHU CPEACTBAMH U CHUCTEMaMU WU B
3aIMIIAEMbIX TOMEIICHUIX

JOCTYII K UHOOPMAIIUMU - o3HakomileHHe ¢ MHPOpMalueid, ee o0paboTka,
B YACTHOCTH, KOIUPOBAaHKUE, MOIU(PUKAITUS WU YHUUTOKEHUE HHPOPMAIIUH.
SAIIUTA UTHOOPMALUU (3N) - neaTesbHOCTD 110 TPEAOTBPALICHUIO YTEUKU
3amuinaeMo  mHopManuy, HECAHKIMOHUPOBAHHBIX U  HENpeIHAMEPEHHBIX
BO3JICUCTBUI HAa HH(POPMAITHIO.

3AIIIUTA OT HECAHKIIMOHUPOBAHHOI'O JOCTYVYIIA - nesTeabHOCTbD,
HaIlpaBJieHHAasl Ha MpeIOoTBpalleHUEe MOJIyuyeHUss UHPOpMAIIUU 3aMHTEPECOBAHHBIM
CcyObeKTOM (WM BO3JEHUCTBUS HAa MHQPOPMAIMIO) C HAPYIICHUEM YCTAHOBJIEHHBIX
paB WU TIPaBUJL.

SAHIMIMAEMASA UHOOPMAIUSA - undopmanus, sBistomascs MnpeaMeToM
COOCTBEHHOCTH U TOJIJIeKAIllas 3alIUTe B COOTBETCTBUHU C TPEOOBAHUAMH MPABOBBIX
JOKYMEHTOB  WJM  TpeOOBaHMUSIMH,  YCTAaHABIUBAEMBIMH  COOCTBEHHHKOM
uHdOpMaIIHH.

SAIIIUIIIAEMBIE INOMEIEHUA - TIOMEIICHUS, CIIEIIHAIBHO
NpelHa3HAYeHHbIE IS TPOBEACHHS  KOHPUACHIIMAIBHBIX  MEpPONPUSITHIA
(coBemanuii, 006CyKIeHUM, KOHGEPEHIIUHA, IIEPETOBOPOB U T.I1.).
SAIIAIIEHHOE CPEJACTBO BBIYMCJIMTEJBHON TEXHUKHA
GAIINMINEHHAA ABTOMATU3UPOBAHHASA CHUCTEMA) - cpeacrtso
BBIYHMCIIMTEILHON TEXHUKU (aBTOMaTU3UPOBAHHAsI CUCTEMA), B KOTOPOW peaan3oBaH
KOMILJIEKC CPEACTB 3allUTHI.

NHOOPMAIINOHHBIE PECYPCBI - oraenbHble HOKYMEHTHI M OT/IEJIbHbBIC
MAaCCHBBI JIOKYMEHTOB, JTOKYMEHTHI U MAaCCHUBBI JIOKYMEHTOB B MH(DOpPMAIMOHHBIX
cuctemax (OuOnmorekax, apxuBax, ¢oHmax, OaHKaxX JaHHBIX, JPYTUX
WH(POPMAITMOHHBIX CHCTEMaX )

NIEHTU®UKALUA - mpucBoeHne CcyObeKTaM U OO0BEKTaM JOCTyMa
unaeHTudukaropa W (WIM) CpaBHEHHWE TMPEABABIIEMOTO UACHTHUPHUKATOpPA C
MEePEYHEM MPUCBOCHHBIX UIACHTU(UKATOPOB.

NIEHTU®UKATOP JOCTYIIA - yHUKadbHBIA TpHU3HAK CyOBEKTa WIN
o0BeKTa JOCTyTA.

KOMIIVIEKC CPEACTB 3AHIUTBI - COBOKYNHOCTH NOpPOTPpaMMHBIX U
TEXHUYECKUX CPEACTB, CO3/1aBaeMasi U MoJiiep >KuBaeMasi il 00ecreueHus! 3aliuThl
CPEACTB BBIYMCIHUTEIBHOM TEXHUKH WJIM aBTOMATU3UPOBAHHBIX CHCTEM OT
HECAHKIIMOHUPOBAHHOTO J0CTYMa K HH(OPMALIUH.

KOHTPOJIUPYEMAS 30HA - npocTpaHCTBO (TeppUTOpHSs, 3[aHUE, YacThb
3aHMs), B KOTOPOM HCKJIIOUYEHO HEKOHTPOJIUPYEMOE MpeObIBAaHUE COTPYAHUKOB U



MOCETUTENIEH OpraHU3alMH, a TAK)KE TPAHCIIOPTHBIX CPEACTB.
KOHOPUAEHINAJTBHAA UHO®OPMAIUA - undpopmanus ¢ orpaHU4€HHBIM
JOCTYIIOM, HE CoJepXallas CBEJECHUMN, COCTABIIAIONIMX TOCYIapCTBEHHYIO TaliHY,
JOCTYIl K KOTOpPOM OTpaHUYMBAETCS B COOTBETCTBUM C 3aKOHOJATEIHCTBOM
Poccuiickon ®Penepanuun

HECAHKIIMOHUPOBAHHBIM JOCTYI - noctyn K HHQOpMAIMH WM
nevctBus ¢ WH(OpMaIMel, Hapyllarmonue MpaBWia pasrpaHUYuCHUs] JOCTyIa ¢
HCIIOJIb30BaHUEM IITATHBIX CPEJCTB, MPEIOCTABISIEMBIX CpeacCTBaMHU
BBIYUCIIMTEILHON TEXHUKU UM aBTOMATU3UPOBAHHBIMU CUCTEMAMU.
HAPYHIUTEJIb MPABUJI PA3IPAHUYEHUSA JOCTVYIIA - cyObekr
JIOCTYTIa, OCYIIECTBISIONINI HECAHKITMOHUPOBAHHBIN JTOCTYM K WH(OpMAIIHH.
OBBEKT JOCTYIIA - eAUHULA UH(GOPMAIIMOHHOTO pecypca
aBTOMAaTU3UPOBAHHON CHUCTEMBI, JOCTYIl K KOTOPOH perjJaMeHTUPYETCS MpaBUIaMU
pasrpaHUyYeHus TOCTYIIa.

OPTAHM3AIINA 3AINUTBI THOOPMAILIUU - coxepxkaHue U MOPSAIOK
JEeHCTBHM MO0 00ECTICUEHUTO 3aIUThl HH(pOpMAITIU

OCHOBHBIE TEXHUYECKHUE CPEJACTBA U CUCTEMBDBbI - texHuueckue
Cpe/ICTBa U CUCTEMBI, a TAKXKE UX KOMMYHUKAIIUHU, UCIIOJIb3yeMbIe JJIsl 00paboTKH,
XpaHeHHUs U nepefadyd KoHPUAeHIHaTIbHON nHOpMaIUu

IMAPOJIb - unentudukatop cyoObekTa 10CTyIa, KOTOPBIM SABISETCS ero (CyObheKTa)
CEKPETOM.

CUCTEMA PA3SI'PAHUYEHUSA JOCTYIIA - COBOKYNHOCTb pPEaInu3yeMbIX
OpaBUjl pasrpaHUUYEHUs] JOCTYNAa B CPEACTBaX BBIYUCIHUTENBHON TEXHUKH WU
aBTOMAaTU3UPOBAHHBIX CUCTEMAX

CAHKIIMOHUPOBAHHBIN JOCTYHN K HH®OPMAIIMM - poctyn K
nHGOpPMAIINK, HE HAPYIIAIOIINIA MPaBUiia Pa3rpaHUYEHUs JOCTyA.
CEPTU®UKAT 3AHIMUTBI - 10KyMEHT, YJIOCTOBEPSIOIIUN COOTBETCTBUE
CpEIICTBAa BBIYMCIUTEIBHON TEXHUKH WM aBTOMAaTHU3MPOBAHHON CHCTEMBI HAOOpy
ONpENICNICHHbIX TPeOOBaHMWI MO 3alllUT€ OT HECAHKUIMOHHWPOBAHHOIO JIOCTyHa K
uHQOpMAIIMM M JAIOMUKA TIpaBo pa3pabOTYMKy HA MCHOJIb30BaHHE U (WIIN)
pacrpoCTpaHEHUE UX KaK 3alUIIECHHbIX.

CUCTEMA 3AIIUTHI NHOPOPMAIINN oT
HECAHKIIMOHUPOBAHHOI'O JOCTVYIIA - KOMIUIEKC OpraHU3aIllMOHHBIX
MEp U TPOTPAMMHO-TEXHHUYECKHX (B TOM 4YHCJE KPUNTOTpahUUECKHX) CPEACTB
3alUTBl  OT  HECAHKUMOHMPOBAHHOTO  JOCTynma K  HUHpoOpMaluu B
aBTOMATHU3UPOBAHHBIX CUCTEMAX.

CPEACTBO 3AIIMUTHI OT HECAHKIIMOHUPOBAHHOI'O JOCTYIIA -
MpOrpaMMHOE,  TEXHMYECKOE  WJIM  IPOrpaMMHO-TEXHHUYECKOE  CPEACTBO,
MpeAHAa3HAYeHHOE I TMPEJOTBPAIEHUS WJIM CYHIECTBEHHOTO 3aTPYIHEHHS
HECAHKIIMOHUPOBAHHOTO JOCTYIIA.

CPEJACTBO KPUINTOIPA®UYECKON 3AIUIUTHI MHO®OPMAIIUHA -
peaIu3yIolre aJIrOpuTMbl KpUOTOrpaduueckoro mnpeodpazoBanus HHGOpMALUU
amnmapaTHble, MPOrpaMMHBIE U allapaTHO-MPOTPAMMHBIE CPEJICTBA, CUCTEMBI U
KOMIUIEKCHI, TpeJHa3HAaYeHHbIE IS 3alluThl HMH(OpMAINK, OOECIEeUnBAIOIINE
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0e3omacHOCTh MH(pOpMaLMK MpU €e 00padOTKe, XPaHEHUH U Tepelaue Mo KaHaiam
CBSI3H.

CYBBEKT JOCTYIMA - juumo wWid  Opolece, JEUCTBHS  KOTOPOTo
PETIAMEHTUPYIOTCS MPABUIIAMH PA3rPAHUYEHUS TOCTYyTA.
HOEJOCTHOCTb HH®OPMALIMU - ycroiuuBocTh HHGMOpMamuum K

HECAaHKIIMOHUPOBAHHOMY WM CIly4alHOMY BO3ICHCTBUIO Ha Hee B IIPOLECCE
00pabOTKH TEXHUYECKUMH CpPEACTBAMH, PE3YJIbTaTOM KOTOPOrO MOXKET OBITh
YHUUTOKEHHE U UCKaKEHUE NHPOPMALIIH.



1. OBLIUE NOJIOKEHUSI

1.1. Ha3znauyenune Konnenunuu

Hacrosmas Konuenuust omnpenenser CUCTEMY B3IJISJ0B Ha MpoOieMy
oOecrieyeHus: KOMIUIEKCHOW 0€30MacHOCTH HH(OpMauMu W yCTaHABIMBAET
MOPSIIOK OpraHU3allMy U MpaBuia odecrnedeHus MHPOpMaIMOHHOM 6€301acHOCTH B
MYHULUTAIBHOM YUYPEXKICHUH JTOMOJIHUTEILHOTO oOpa3zoBaHusi «JloM merckoro
TBOpUYECTBa» (Hanee - YupexaeHue), pacupeacieHue GyHKIUNA U OTBETCTBEHHOCTH
3a obecrnieueHre MHGOPMAIMOHHON O€30MaCHOCTH MEXy MOApPa3ACICHUIMH U
COTpYJHUKAMU YUpEKJIeHUs, TpeOOBaHUS N0 MUHPOPMAITMOHHON 0€30MacHOCTH K
UH()OPMAIIMOHHBIM ~ CPEJCTBaM, MPUMEHSIEMbIM B YupexaeHus. JloKyMeHT
npeAcTaBiIsieT cOO0W METO0JIOTHYECKYI0 OCHOBY JUISl pa3pabOTKU U pealu3aluu
KOMIUIEKCHBIX II€JICBBIX MporpaMm oOecredeHus 3aluThl HHPOpMAIMKU Ha
o0bekTax nHpOpMaATH3AIUU Y UpPESKICHUS.

1.2. Cdepa npumenenus Konuenuuu

TpeboBanus Hacrosimeld KoHmeniuu o0s13aTenbHbl 11 BCEX CTPYKTYPHBIX
nojipa3ieicHu Y UpeKICHUs U pacTIPOCTPAHSIOTCS Ha:

- aBTOMAaTHU3UPOBAHHBIC CUCTEMBI Y UPEKICHUS;

- CpeAcCTBa TEIEKOMMYHHUKALINIA;

- TIOMENIEHUS;

- COTPYAHHUKOB YUpEKICHUS.

BHyTpeHHHE  NTOKYMEHThl  YUpEKIEHHS, 3aTParuBarOlIMe  BOIPOCHI,
paccMaTpuBaeMble B JIaHHOM JIOKYMEHTE, JTOJDKHBI pa3pabaThIBaThCS C y4eTOM
nojoxeHnun KoHnenmum u He NpOTUBOPEYUTH UM.

1.3. IIpaBoBasi ocHoBa Konuenuuu

[IpaBoByt0 ocHOBY KOHIIENIIMK COCTABISAIOT:

- Koncturyumst Poccuiickon denepanuu;

- denepanbHbIii 3akoH «O 6e3omacHOCTH» OT 28.12.2010 Ne 390-D3;

- ®enepanbhbli 3aK0H «O cBsizu» oT 07.07.2003 Ne 126-D3;

- @epepanbHblii 3ak0H «O KomMmepueckor TaiiHe» oT 29.07.2004 Ne 98-
®3;

- ®@enepanbhbii 3akoH  «O0  wHboOpMammu,  HUHPOPMAIMOHHBIX
TEXHOJIOTHUAX U 0 3amuTte nHopmarmm» ot 26.07.2006 Ne 149-03;

- JloktpuHa mHpOpMaIMoHHON Oe3omacHOCTH Poccuiickoir deneparum,
ytBepxkaeHa [Ipesuaenrom Poccutickoit deaeparuu 09.09.2000 I1p-1895;

- CneumanbHble TpeOOBaHUS U PEKOMEHJALMKM MO TEXHUYECKOW 3alIuTe
koH(punennuansHoi nHpopmanuu (CTP-K), N'ocrexxomuccust Poccun, 2002r.

- @epepanbHblid 3aKOH «O MEPCOHANBHBIX JAaHHBIX» OT 27.07.06 No 152-
®d3 (B pex. or 27.07.2011);

- T'OCT P HCO/MBK 17799-2005. HNudpopmanmoHHass TEXHOJOTHS.
[IpakTryeckue mnpaBmia ynpasieHUsT UHPOPMAIMOHHON Oe30macHOCThIO" (YTB.
[Tpukazom PocrexperynupoBanust ot 29.12.2005 N 447-ct)

- JIpyrue 3aKOHOJATEeIbHBbIE AaKThl, PYKOBOJSIIHE KM HOPMATUBHO -
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MeToauyeckue OOoKymMeHThl Poccuiickoii ®enepauuu B 00jacTu oOecreyeHus
MH(OPMAITMOHHON O€30MTaCHOCTH.

1.4. Ilesn u 3agauu odecneyeHus Oe3onacHocTH MHGOpMaTUK

['nmaBHas nenb oOecrneueHus: 0€30MaCHOCTH MHPOPMALIUU, HUPKYIUPYIOLIEH
B YUpEXKICHUs, - peanu3alys NOJIOKEHUN 3aKOHONATENbHBIX akTOB Poccuiickon
®denepanury 1 HOPMATUBHBIX TPEOOBAHUM 1O 3a1IUTe HHPOPMALIMH OTPAHUYEHHOTO
J0CTyMa (Aajnee Mo TeKCTy - KOH(PUISHINAIBHOW WU 3allyilaeMoil nH()OpMaIim)
U TpeAoTBpalieHue yuiepda B pe3yJbTare pasrjialleHus, yTpaThl, YTEUKH,
UCKQKEHUSI W YHMUTOXCHHMsS] MH(POpMallUM, €€ HE3aKOHHOI'O HCIOJIb30BaHUS U
HapyueHuss  paboTel  MHGOPMAIMOHHOTEIEKOMMYHUKAMOHHON  CUCTEMBI

YupexnaeHus.
OcHOBHBIMHU LIENISIMU OOecrieueHust 0€30MacHOCTH HH(OPMAIUU SBISIOTCA:
- TOpEeAOTBpALllCHHE  yTEUYKH,  XMIIECHMS,  HUCKAXEHHsA,  NOAJEIKH

uH(bOpPMAIINH, IUPKYITUPYIOLIEH B YUpeKIeHUS;

- TIpEeAOTBpAILCEHHE HAPYIIECHUH MpaB JUYHOCTH KIMEHTOB HA COXPAHEHHE
KoH(uUaeHInanbHOCTH HHpopManuu, mupkynupyomieit B UTKC Yupexnenus;

- TMPEeIOTBpAIlEHUE HECAHKIMOHUPOBAHHBIX JEHUCTBUU MO OJIOKUPOBAHHIO
uHpOpMaIIH;

OcHOBHBIMHU 3a7jauaMK oOecrieueHust 0€30MacHOCTH UH(GOPMAIIUH SIBIISTFOTCS

- COOTBETCTBHUE ITOJIOKEHMSIM 3aKOHOJATEJIbHBIX aKTOB M HOPMAaTHUBHBIM
TpeOOBaHUAM T10 3a1UTE UHHOPMAIIIH;

- CBOEBPEMEHHOE BBISIBJICHHE, OIIEHKA M IPOTHO3MPOBAHHE HCTOYHUKOB
yrpo3 UHGOPMAIIMOHHONW 0€30MacHOCTH, MPUYHH M YCJIOBHUH, CHOCOOCTBYIOIIMX
HaHECEHUIO0 ymiepba uWHTEpecaM YUpexACHHs, HapYIICHUI0 HOPMalIbHOTO
dbynkimonuposanus u pazsutus UTKC Yupexaenus;

- CO3JaHHE€ MEXaHHW3Ma ONEPATHBHOIO PEarupoBaHUs Ha  YrpO3bl
MHPOPMAIIMOHHONH  O€30MacHOCTH W  HEraTHBHBIE TEHACHIMM B CHUCTEME
MH(GOPMAIIMOHHBIX OTHOIIICHU;

- addexTuBHOE rpeceycHne HE3aKOHHBIX MOCSTaTEIbCTB Ha
MH(POPMAIIMOHHBIE PECYpChl, TEXHUYECKHE CpeAcTBa U  HMHPOpPMAIOHHBIE
TEXHOJOTMH, B TOM YHCIIE C MCIOJb30BAaHUEM OPraHU3ALUOHHO-TIPABOBBIX MU
TEXHUYECKUX MEP U CPECTB 3aIUTHl HHPOPMAIUH;

- CO3/IaHME YCJIOBHWA JUIsI MAaKCHUMaJdbHO BO3MOYKHOTO BO3MEILIEHUS U
JIOKAIM3allMi HAHOCHMOI'O HWHTEpecaM YUpeXJeHHs yliepOda HENpaBOMEPHBIMU
AeHUCTBUAMH (PU3NYECKUX U IOPUIUYECKHX JIUI], OcTabeHue HETaTUBHOTO BIMSHUS
Y JINKBUJIALUS TOCTEACTBUM HapyIIeHUsI THPOPMAIIMOHHOM 6€301acHOCTH;

- pa3paboTKa HOPMATHBHO-TTPABOBOM 0a3bl o0OecrnieueHust
MH(POPMAITMOHHON 0€30MacCHOCTH, KOOPIMHAIMS ACSTEIbHOCTH MOApa3IeIeHUN
VYupexaenust mo o0ecrnedyeHuo 3alluThl UHGOPMAIUK;

- pa3BUTHE CUCTEMBI 3alUThI, COBEPIIEHCTBOBAHUE €€ OpraHu3aluu, Gopm,
METOJIOB M CPEIACTB MPEAOTBpAIICHUS, NapUpOBaHUS M HEUTpanu3aluu yrpo3
MH(OPMAIMOHHON 0€30NIaCHOCTH U JTUKBUIALMH ITOCJIEICTBUI €€ HapyIIECHHUS;

- CO3/1aHHME M NPUMEHEHHWE 3aIUMLIEHHBIX WH()OPMALUUMOHHBIX OOBEKTOB U
AUC, uentpoB 00pabOTKH 3aiuiaeMoi nHGOpMaInu;
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- Ppa3BUTHE U COBEPIICHCTBOBAHUE 3ALIUIIEHHOIO IOPUANYECKH 3HAUMMOTO
IEKTPOHHOT'O JOKYMEHTOO00OPOTA.

- CO3/aHME€  MEXaHU3MOB, O0ECNEYMBAIOIUX  KOHTPOJIb  CHCTEMBI
MH(OpPMAIIMOHHONW O€30MaCHOCTH M TapaHTUU JIOCTOBEPHOCTU BBINOJHEHUS
YCTaHOBJIEHHBIX TPeOOBaHUI HHPOPMALIMOHHON O€3011aCHOCTH

- CO3/laHM€ MEXaHHU3MOB YIPaBICHUS CUCTEMON HMHGPOPMALMOHHOMN
0e301acHOCTH;



2. OBBEKTBI 3AIIIUTHI

2.1. OOBbexkTaMu 3aIIUTHI YYpesKIACHUS SABJISAIOTCH:

- UHGOPMALIMOHHBIE PECYPCHI;

- CpelCcTBa U cucTeMbl 00paboTKU HH(pOpMaALUK;

- CpEeICTBAa M CHUCTEMBbI 3alUThl MHPOpPMALUU, B T.4. KpUNTOorpadhuyeckon
3alUThl HTHPOPMALIUH;

- TIOMEILEHUS WM OOBEKTHI, MpeJHA3HAUCHHbIE ISl BEACHHS 3aKPbITHIX

[IEPErOBOPOB.
2.2. WupopmanuoHHBbIE pecypchbl YUpeKIeHHus
Ilon UH(OPMAaIIMOHHBIMU pecypcamu B YupexxaeHus

MOHUMAIOTCSl COBOKYIMHOCTH CBEJIEHUM B IJIEKTPOHHOM M OyMakHOM Buje (6aza
JTAHHBIX, JJICKTpOHHas OMOIMOTEeKa, peecTp, KamacTp, (GOHI, apXWB H JIPyrUe

BU/IBI WH(GOPMAIIMOHHBIX MacCHBOB), 0JIJICP)KMBACMbIC
IPOrPaMMHO-TEXHUYCCKUMHU CpelICTBaMHM aBTOMATH3UPOBAHHOU
MH(POPMAIIMOHHON CcUCTeMBbl. MH(pOpMaMOHHBIE pecypchl MPEACTaBISIOT COOOU
XpaHWJUIIA JIAHHBIX, M3 KOTOPOTO ITyTeM CICIUAIM3UPOBAHHOW 00pabOTKH
II0JIb30BATEIII0 TPEIOCTaBIsAETC MH(POpMAIUS Ha DJICKTPOHHBIX HIH OyMaKHBIX
HOCHUTEJISIX, B TOM YHUCJIC B BHJIE OTJCIBHBIX PParMeHTOB 0a3 JaHHBIX, OTYCTOB U

CIIPABOK.
TexHonoruyeckoit OcHOBOM (opMHpPOBaHUS HH(POPMALMOHHBIX PECYPCOB
ABJIAETCS POTPAMMHO-TEXHUYECKAsI cpena aBTOMATU3UPOBAHHBIX

MH(GOPMAIIMOHHBIX CHUCTEM, UCIIOJIb3YEMBIX B Y UpEKICHUS

Hcnonb3dyemble B MHPOPMALIMOHHBIX CHUCTEMax YUpEexACHHUS TEXHOJIOTUU
B3aUMOJICHCTBHS TIPH 00paboTKe NHPOPMAITMOHHBIX PECYPCOB BKIIOUYAOT:

- AJIEKTPOHHYIO T10uTy (1IpoTokoasl SMTP u IMAP);

- AJIEKTPOHHBIN 00MeH daitnamu (mpotokon FTP);

- oOMeH (haitlaMu Ha MarHUTHBIX HOcUTeNX B popmate XML

- Web-noctym k pecypcam cetu (mportokoasl HTTP/HTTPS/HTML);

- TE€XHOJIOTHIO0 TEPMHUHAIBHOTO AOCTYIIA [l B3aUMOJICUCTBUSA C
yAaleHHBIMU TI0B30BaTels (mpoTokon RDP);

OcHognbim ucmounuxkom WHGOPMAIMK ISl HAMOJTHEHHUS MEPBUYHBIX 0a3
nanabix  WTKC  saBasioTcs JOKYMEHTBI M COOOIICHHS, IIOCTYHAIOIIHE OT
CTPYKTYPHBIX NIOAPA3ICIICHUN Y UPEKICHUS U BHEIIHUX OPraHU3aluil.

Nudopmarmonnoe u (QyHKmonanbHoe B3aumoneicteue y3inoB WTKC
VYupexieHusi oCyleCTBISETCS HA OCHOBE MHTETPUPOBAHHBIX (JJOTMYECKU €IUHBIX)
0a3 maHHBIX, 00ECTICUNBAOIINX JOKHOCTHBIX JIMI] CTPYKTYPHBIX MOJApa3IeTICHUN
Yupexaenus: Tpedyemoit nHpopMaIuen.

Oomen ungpopmayueit oCymecTBISICTCS:

- BHYTPM Y3JIOB - TIO JIOKAJbHBIM BBIYUCIUTEIBHBIM CETSIM -
NpOrpaMMHBIMU M TexHHYeCcKMMHU cpencrBamu  JIBC B COOTBETCTBHM C
TPAHCIIOPTHBIMU MPOTOKOJIAaMU OOMeHa uHpopMalreit Mmexay abOHEeHTaMUu;

- Mexay yznamu UTKC VYupexnenus u uHPOpMAMOHHBIMU CHUCTEMaMU
BHEIIHUX OpraHu3aluii U BEJOMCTB - IO KaHajlaM CBs3M (WJIM HAa MarHUTHBIX
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HOCHUTEJISIX) B COOTBETCTBMM C COTJIALIEHUSIMU M TPOTOKOJIAMH 1O OOMEHY
uH(popmarmeil.

Bces undopmanus, xpanumas, oopadaTeiBacMasi UM NiepeiaBaeMasi B paMKax
nojpa3/ieieHui YupexJeHusi C HUCHOJIb30BaHHMEM HWH(OPMAIMOHHONW CHCTEMBI,
Kjaccu(uIMpoBaHa MO CTENEHM BAXHOCTU W KPUTHUYHOCTH Ha CIEAYIOIINE
KaTeropuu.

Kondunenunanbuass uHpopmanus

K  xondumeHnuanbHOM  OTHOCHTCS ~ WHGOpMAIMSA,  COCTaBIISIONIAs
KOMMEPUYECKYI0 TaiiHy, WHpopManus O (akTaxX, COOBITHSIX U OOCTOATEIHCTBAX
YaCTHOW YKWU3HHM TpakJIaHWHA, IO3BOJIAIONIAS HACHTU(DHUIIMPOBATH €ro JUYHOCTH
(mepcoHanbHBIE  JTaHHBIC), 332  HCKIIOUYEHUEM  CBEJCHHM,  MOJJICKAIIUX
pacnpoCTpaHEHUI0 B CpPEJACTBAX MacCOBOM MHQOpMalMM B YCTaHOBJIEHHBIX
denepanbHBIMM  3aKOHAMM  CiIy4asiX, a Takxke Jrobas JApyras 3akpbiTas
uHdopMaIus, SBISIONMAICS COOCTBEHHOCThIO YupexaeHus. [Ipu o6pabotke 3ToM
uHpopMaIK He0OXoAMMO co0roaTh TpeboBanus “CrenuanbHbIX TpeOOBaHUN U
pEKOMEHJAIMH 10  3amuTe HWHPOPMAIMK C  OrPAHUYCHHBIM  JIOCTYIIOM,
oOpabarbiBaemoit  Texuuueckumu cpencteamu  (CTP-K)”  T'ocymapctBenHoi
TexHHu4ecKou komuccuu npu l[lpesunente PO, nonoxenns PenepanbHOro 3akoHa
«O mepcoHANbHBIX JAaHHBIX», & TaKXKE MPOYUX HOPMATHUBHBIX IMPABOBBIX aKTOB,
perjiaMeHTUPYIOMINX paboTy ¢ KOHPUACHIIHATBHON HH(OpMAaIUeH.

[Ipu xpanenuu, nepenaye u 006paboTke MaHHON WHPOPMAIMU HEOOXOIUMO
o0ecreynuTh MaKCUMAaJIbHBIN YPOBEHD €€ 3alllUTHI.

Cay:xxkeOHas unopmanus

K ciuyxebnoit mHbopmManum MOTryT OBITH OTHECEHBI JIOOBIE CBEICHMS,
OTHOCSIIIAECS K NEeSATEILHOCTH MOJIpa3AeIICHUI YupexaeHus,
HECAaHKIIMOHUPOBAHHOE  pACIPOCTPAaHEHHWE KOTOPBIX MOXET TPUBECTH K
OTPUIATEIHPHBIM JKOHOMUYECKUM, JTUYECKHM WJIA HHBIM TIOCICACTBUSAM IS
VYupexaenusi. XpaHenue, oOpaboTka W Tepenada Takol WHGOPMAIMH JOJKHA
OCYIIECTBIISITHCSI B COOTBETCTBHH C TPEOOBAHUSIMU HACTOSIIIIETO TOKYMEHTA.

Pabdouass ungopmanus

PaGouas naopmarus BkIIrodaeT B ceOsl CBEICHHSI, UMEIOIINE OTHOIIEHUE K
BHYTPEHHEU JAEATEIBHOCTH NOAPA3JACICHUN YUpEKICHUS U HE OTHOCAIIHMECS K
KOH(MHIEHIINATBbHON WiH ciy>keOHoN mHbopmaruu. [lpu xpaHeHuu, nepenade u
00paboTke Takoi MHMOPMAIIMH HEOOXOIUMO 00€CTICUNTh MAKCHUMAIIBHBI YPOBEHD
€€ IEJOCTHOCTU U ayTEHTUYHOCTH B COOTBETCTBUU C TOJIOKEHUSMH HACTOSIIETO
JIOKyMEHTA.

IIpouue BuabI uHGopMaUu

Jns npounx BUAOB HHGOpPMALMM TOPSIAOK XpaHEHUs, NepeAadyd u
00paboTku Cc WCIIOJIb30BAHUEM ABTOMAaTHU3UPOBAHHBIX CHCTEM HE
pEerIaMeHTUPYETCH.



2.3. CpencrBa u cucteMbl 00padoTku HHpoOpManu

CpencTBa u cucteMbl 00pabOTKH MHGOPMALIMK Y UPEKIEHUS MPEACTABISAIOT
co00Ol COBOKYMHOCTh MPOrPAMMHOrO OO€CIEeUEeHUs] W TEXHUYECKUX CPEACTB
0o0paboTku W mepeAayd MHPOPMALMHM, a TAKXKE CHCTEMY TEJIEKOMMYHHUKAIUH
(CTK).

Texuunueckoe odecnevyenue (TO) Briroyaer cienayronme KOMIOHEHTHI:

- CEpBEPHbIE KOMIUIEKCHI (II1aT(HOPMBbI);

. pabouue CTaHIIUU MOJb30BaTENEH;

- TEXHUUYECKHUE CPEJICTBA BBOJIA/BbIBOIA MH(POPMALIMH:

. CKaHepBHl;

- PUHTEPHI.

. CpElICTBA XPAHEHUS U apXUBUPOBAHUS JaHHBIX;

- aKTHBHOE U MACCUBHOE 000PY0BaHUE JIOKAIbHON
BeiunciuTensHon cetu (JIBC);

- cpeacTBa 6ecriepe0oHHOTO MUTAHMS.

Cucrema tenekommynnkanuii (CTK), nogaepxxuBaer uHGOpMaIMOHHbBIN
OOMEH MEXJIy BHYTPEHHUMH aO0OHEHTAMH M HH(POPMALMOHHBIMH CHCTEMaMu
VYupexaeHus, a Takke HUHPOPMALMOHHYIO CBS3b C BHEIIHMMHU a0OHEHTamHu. B
cuctemHoit apxurekrype CTK Bwimenensl cienytone (QyHKIMOHAIbHBIE
HOJICUCTEMBI:

- TpaHcriopTHas TOACUCTEMA;

- BenomcrBeHnHas tenedoHHas CETh;

- [loncucrema yaaneHHOTo JOCTyIa K MHPOPMAIIMOHHBIM Pecypcam;

- [Toxcucrema 3JI€KTPOHHOW MOYTHI;

- IToacucrema cepucoB riio0ansHOM cetn HTEpHET;

- [loncucrema ympasieHusi, MoHuTopuHra u oociyxuanust CTK.

B cocraB nporpammHoro odecnedyeHust "HOOPMAITMOHHBIX CHCTEM BXOJIST:
- 00IIIecuCTEMHOE TTPOrpaMMHOE 00ECIIeUeHNE;
- cnienuanbHoe (IPUKIATHOE) TPOrpaMMHOE 0OOecTIeUeHHE.

ObwecucmemHoe npoepammHoe obecneyenue BKIOYAET B CeOs:

- CEpBEPHBIE U KIIMEHTCKUE ONEPAIIMOHHBIE CUCTEMBI;

- CYB/;

- nakeThl O(PUCHBIX TPOTPaAMM;

- AHTUBUPYCHBIE TPOTPAMMBIL;

- MaKeThl MPOTpaMM JJIsl TPYIIOBOM pabOThI

- TEPMUHAIIbHbIE CEPBEPHBIE U KIIMEHTCKUE MPOrPaMMBbI

- CpEACTBA NEKTPOHHOU MOYTHI;

- CpeACTBa ynpaBieHuUs: UHPOPMAIITMOHHON 0€30MaCHOCTHIO;
- CpeACTBa yIpaBiCHUS U AIMUHUCTPUPOBAHUS CUCTEMOM;

Cneyuanvroe npoepammuoe obecnevenue (CIIO) sBIsIETCS COBOKYITHOCTHIO



AHAIIUTUYICCKHX U JIOTUYCCKHUX MCTOAOB U aJITOPUTMOB, IIPOTpaMM HX pcain3alinu,
OTpaKaromux CHGHI/I(i)I/IKy ABTOMATU3HUPYCMBIX IMPOHCCCOB H IPCAHA3HAYCHHBLIX
JJIA oOecrieueHus ACATCIIbHOCTHU JOJIXKHOCTHBIX JIMI] quexcz[eHH;I.

2.4. Cpeacrpa obdecriedyeHU

ITon CpelCTBaMH oOecrieueHuss YUperKaCHUS ITOHUMAIOTCS
BCIIOMOTATEIbHBIC HMHKCHEPHO-TEXHUYCCKUE CHUCTEMBI, HE Y4YacTBYIOIIUC B
o0paboTke mHpopManmu, coaepxkaiiell KoHGUICHIIMANbHBIE cBeleHus1. B o0miem
BHJIE K OTUM CHCTEMaM OTHOCSTCS:

- CUCTEMBI DJICKTPOIMTAHUS M 3a3eMJICHUS 00BEKTOB;

- CUCTEMBI CBSI3U (BEJIOMCTBEHHOM, MEXKTyTOPOIHEHN, TOPOJICKOM,
BHYTPCHHEH), HE TIPETHa3HAYCHHOM JJI 3aKPBITHIX TIEPETOBOPOB;

- CUCTEMBI ITOKAPHOH ¥ OXPaHHOW CUTHATM3AIINN;

- AJICKTPOHHBIC CUCTEMbI KOHTPOJIS U YIIPABIICHHS TOCTYIIOM Ha
TEPPUTOPHIO U B TIOMCIIICHHUS,

- CUCTEMBI TPOMKOTOBOPSIICH CBSI3U U OIIOBECIIICHHUS,

- CUCTEMBbI KOHJIUIIMOHUPOBAHMS, OTOTUICHHUS ¥ BO3yXOCHA0KEHUS.

2.5. OO0bekThl, mNpeAHA3HAYEHHbIE JIsI  BelAeHHNA  3aKPBITBHIX
neperoBopoB

B kawyecTtBe O0OBEKTOB, TIpPeAHA3HAUYCHHBIX JUIS BEACHUS 3aKPBITHIX
TIEPETOBOPOB, HEOOXOIMMO paccMaTpHuBaTh CIIeAYIOIINE IIOMEIIECHUS
IIEHTPAIBLHOTO aIllapara U TePPUTOPHAIBHBIX OPTaHOB Y UpPEkKICHUS:

- KaOMHETHI PYKOBOJSIIETO COCTaBa, MCIIOJIBb3yeMbIE JJIsi OOCYKICHUS
KoH(puaeHITMaIbHON HH(pOpMaLHH;

- MOMEIIEHUs 11 TPOBEACHUS COBCIIAHMH M TEPETOBOPOB IO
KOH(UACHITMATbHBIM BOIpocaM (KOMHATHI IIEPETOBOPOB, KOH(DEPEHII3aIbI);

- Jpyrye MOMEIICHHS, B TOM YHUCJIC U TEXHUYECKHUE, B KOTOPHIX MOXKET
o0cyknaTbcs KOH(GUICHIIMATbHAS HHPOPMAITHSI.
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3. MOJIEJIb YI'PO3 BE3OIIACHOCTH HWH®OPMALIUU B
YYUYPEXJIEHUU

3.1. OcHoBHble ¢akTOpPbI, BO3JAeCTBYOIIHE HA UWHPOPMALMOHHYIO
0€e30acCHOCTh YYpeKIeHHUs

OcHoBHbIMU  (hakTOpamMu,  BO3ACHCTBYIOIIMMH Ha  HMH(POPMAIIMOHHYIO
0€30MacHOCTh YUpexKACHUS, SBISIOTCS

— Tlpupoansiii  dakrop. COBOKYMHOCTH YyIpO3 MPHUPOJHOTO XapakTepa,
SIBJISTIOLIUXCS CJICICTBUEM BO3JICHCTBUS €CTECTBEHHON HEMPEOJ0IUMOM CUITBI (CTUXHUH )
- 3eMJICTPSICEHUsI, HABOJHEHUS, METEOPOJIOTMYECKUE KATAKJIU3MBbI U T.II., IPUBOISIINE

K YCTOMYUBOMY HaPYIICHUIO (G YHKIIMOHUPOBAHUS
UH()OPMAIIMOHHBIX U TEJIEKOMMYHHKAIIMOHHBIX PECYPCOB, BIUIOTH O UX YTpaThl WU
bU3UYECKOro yHUYTOXKEHHS. BeposTHOCTH ompenensercs: crnenudukoll TeppuTOpUH,
HA  KOTOpPOW  JUCIOIUPYETCS  3allUIIAaeMblii  OOBEKT -  MHOTOJICTHUMU
METEOPOJIOTHUYECKUMH HAOIIOACHUSIMH, T€OTEKTOHUYECKUMHU JTaHHBIMU U 1.

— Texnorennsiii (haktop. COBOKYMHOCTh yIpo3 MCKYCCTBEHHOT'O XapakTepa,
BBI3BAaHHBIX PE3yJIbTaTaMU YEJIOBEUYECKOU JCATEIBLHOCTH (IIUBUIM3AIMN) - TOXKAPhI,
B3PBIBBI, 3aTOIUICHUSI, PAJUAIMOHHBIE U XUMHUYECKHE 3apaKCHUS, DHEPTeTHUYCCKUE
aBapuu, pa3pelieHue KOMMYHHKALUKA, B TOM YHCIIE - B PE3YJbTATE TEPPOPUCTUUECKUX
aKTOB, IUBEPCHI, MACCOBBIN OECITOPSIIKOB U BeICHUST OOEBBIX J1CHCTBHIA.

— CucremHbIil pakrtop. Bo3HUKHOBEHHE Yyrpo3bl LETOCTHOCTH HH(POpPMALUU

U (nn) GyHKIIMOHUPOBAHHIO UH(OPMAITMOHHO
TEJIEKOMMYHHUKAIIMOHHBIX CPEACTB, CUCTEM U CeTed B pe3yjbTaTe OIIMOOK B HX
NPOEKTUPOBAHUM M pa3pabOTKe WM BO3HUKHOBEHUS BHYTPUCHUCTEMHBIX COOEB
(paTanbHBIX OMIMOOK) MPH KX SKCIUTyaTallud, B TOM YHCIIE - M3-32 HECOBEPIIEHCTBA
WM KOH(MIJIMKTOB IPOTPAMMHOTO 00ECTICUCHHS I HEUCIIPABHOCTH 000PYI0BAHUS.

— YenoBeueckuii pakrop. BosHMKHOBEHHE yTIpo3bl 0€30MacHOCTH HH(OPMAIIUH
B pe3yJIbTaTe OTCYTCTBUS MPOPECCUOHAIBHBIX HABBIKOB, HEIOCTATOYHOU MOATOTOBKH,
XaJIaTHOCTH, HEHAJUICKAIEr0 UCIOJIHEHHUS OO0SM3aHHOCTEH WM 3JI0T0  yMBICHA
MEepPCOHANa, IKCILTyaTUPYIOMIETO HH()OPMAITMOHHO-TEIEKOMMYHUKAIIMOHHBIE CPEJICTBA,
CUCTEMBI M CETH, DPa3pabOTYMKOB MPOrPAMMHOTO OOECHEYeHHs M TIOJIb30BaTEIeH,
UMEIOIIUX JOMyCK K WHGOpMAalWu Ha 3aKOHHOM OCHOBaHWHW. Hapymienue mpaBui
skcruryatanuy 9BM, ux cucTeM U ceTei TMIaMH, OTBETCTBEHHBIMH 3a 3Ty padoTy.

— Kpumunanensiii ¢aktop. llenenanpaBieHHOe BHELIHEE BO3JCHUCTBUE Ha
nH(OPMAITMOHHBIE PECYPChI U WH(OPMAIMOHHO-TEIICKOMMYHHUKAITMOHHBIC CPE/ICTBA,
CUCTEMBbl U CETH («aTaKu», BTOP’KEHHUSI) C L0 YHHUUTOXKEHUS, OJOKUPOBAHUS HIIH
KOMUpOBaHUs HWHPOpMaNuK, pa3padOoTKa W BHEIPEHUE BPEIOHOCHBIX TMPOTPAMM
(BUPYCOB, CUMYJSITOPOB, «TPOSHCKUX» MPOrpaMM, KIABUATYPHBIX MEPEXBATUUKOB U
Ip.) BHEAPEHHUE CIEHHAIBbHBIX TEXHUYECKHX CPEJCTB MJii HETJACHOIO IMOJYyYEeHHS
uHpopMaIuu.

3.2. Yrpo3sl 0e30nacHocTH MHGPOPMAMH U UX HCTOYHUKH

Nudopmanus, oopadarsiBaemass B UTKC VYupexaeHus, 1aeT MOTEHIHAIbHYIO
BO3MOXKHOCTh JUIsl TPOSIBIICHUS yrpo3 O€30MacHOCTH, BBI3BAHHBIX JCHCTBUSIMU,
MpoIecCaMyd WM SBJICHUSIMU, TMPUBOASIIMMU K HaHECEHUIO yulepba YupexIeHwus.



[IpenycmarpuBaeTcs ABa TUIA YTpo3 0€30MacHOCTH:

— CBsI3aHHble C  yTeukod uH(popmanuu  (pasrjaumieHue,  yTeuka,
HECAaHKIIMOHUPOBAHHBIN 1OCTYI);

—  CBSI3aHHBIE C HECAHKIIMOHUPOBAHHBIM BO3/I€CTBUEM Ha MH(POPMALIMIO U €€
HOCUTENN (MCKaKEHUE, YHUUYTOXKCHUE, KOMUpOBaHUE, OJOKHWpOBaHUE, yTpaTa, cOOM
(GYyHKIMOHUPOBAHUS HOCHUTENs HHPOpMalHuh, cOOM M OWIMOKMA TEXHUKH, OLIMOKU
M0JIb30BaTeNIel, TPUPOAHBIE SABJICHUS, IPYTUE CIyYalHbIe BO3IEUCTBUSA).

OCHOBHBIMHM HCTOYHUKAMH YIpo3 0€30MaCHOCTH UH(POPMALIUU SABIISIOTCS:

— Cruxuitnpie: CTuxuitHble O0€CTBUS, KaTaKJIU3MBI;

—  TexHoreHHsle: aBapuu, cOOM W OTKa3bl 0O0OpPYAOBaHUS (TEXHHMUYECKHUX
CPEJICTB);

—  OmubOKu NMpOeKTUPOBaHUS U pa3padoTku KoMoHeHTOB AC (ammapaTHbIX
CPEACTB, TEXHOJOTHH 00pabOTKU UH(POPMAITUH, TPOTPAMMHOTO 00ECTIEYEHUS U T. I1.);

—  Amdtponorenssie: OmuOKH 3KCIUTyaTalluu;

—  Amdtponorennsie: [IpeqnamepenHbie qeHCTBUS HapyIIUTEIEH U
37T0YMBIIIICHHUKOB.

3.3. Kuaaccudukauus cnoco00B peajnusanuu yrpo3 HHGpopMannoHHO
0e3onmacHOCTH

VYrpo3sl MHPOPMAIMOHHON O€30MaCHOCTH MO OTHOIIEHUIO K 3alllUIaeMbIM
00BEKTaM MOT'YT ObITh pa3/IeJIeHbI Ha:

—  YI'pO3bl, CBSI3aHHbIE C IPUMEHEHUEM TEXHUUECKUX CPEJICTB;

—  YI'PO3bl, CBSI3aHHBIE C UCIOJIb30BAHUEM IIPOTPAMMHOI0 00€CIICYECHHUS;

—  YIpO3bl, CB3aHHbBIE C HApPYLICHHUEM TEXHOJOTMYECKOIro Mpolecca oOMeHa
JTaHHBIMU;

—  YI'pO3bl, CBSI3aHHBIE C UCIOJIb30BAHUEM CETEH Mepeaaun JaHHbIX.

1.1.1. IIyrm peaqu3anuum HemnpeJHAMEPEHHbIX CYObEeKTHBHBIX YIpo3
0e3onmacHoCcTH HH(poOpMaIUHU

[lonp30BaTenu, omepaTopbl, CUCTEMHBIE aJIMUHUCTPATOPbl M COTPYIHHKH,
oOcy>KuBaroIIe HHPOPMAIIMOHHBIE CHCTEMbl Y UPEkKIACHHUS, SIBISIOTCS BHYTPCHHUMU
WCTOYHUKAMHU CIIy4YaWHBIX BO3JCUCTBUM, T.K. UMEIOT HEMOCPEIACTBEHHBIM JOCTYIl K
mporieccaMm 00paboTku MHPOPMAIIMK U MOTYT COBEPIIIATh HEMPEIHAMEPEHHBIE OIMUOKH
Y HapylIeHUs! JeUCTBYIOIIMNX MPAaBUII, HHCTPYKIUN U MPOLIEAYP.

OcHOBHbIE  MYTH  pealn3allMd  HENPEJHAMEPEHHBIX  HMCKYCCTBEHHBIX
(cyOBEeKTUBHBIX) yIrpo3 HHOOPMAIMOHHOW OC€30MaCHOCTH (ICHCTBHUSA, COBEpIIACMBbIC
JIOJIBMU ~ CIIy4yallHO, [0 HE3HaHWI0, HEBHUMATEJIBHOCTH WJIM XaJlaTHOCTU, W3
T00OMBITCTBA, HO O€3 3100 YMBICIIA) CIACAYIOIIHE:

- JleficTBUSI COTPYAHUKOB, MPUBOJAIINE K YACTUYHOMY WM MOJHOMY OTKa3y
CUCTEMbl WM HApPYHIEHUIO pabOTOCIOCOOHOCTH ammapaTHbIX WM MPOrPAMMHBIX
CPEACTB: OTKIIIOYEHUIO O00PY/I0BAHUS UM U3MEHEHUIO PEKUMOB PabOThl YCTPOUCTB U
MporpaMM; pa3pylIeHUI0 HHPOPMAIMOHHBIX PECYPCOB CHUCTEMBbI (HEYMBIIIJICHHAS
nopuya oOOpyAOBaHUS, yHalIeHHE, HCKa)XEHHWE MporpaMMm uiu (ailjoB € BaKHOU
uHpopManeli, B TOM 4YHUCIE CHCTEMHBIX, TMOBPEXKJCHUE KaHAJOB CBS3H,



HEyMBIIUJIEHHAs! TopYa HOCUTEIEH HHPOPMALIMH U T.I1.)

- HecaHKUMOHUMPOBAHHBIA 3aIyCK TEXHOJOTUYECKUX IPOrpamMM, CHOCOOHBIX
IpU HEKOMIIETEHTHOM MCHOJb30BAHUM BBI3BIBATH NOTEPIO PabOTOCHOCOOHOCTH
CUCTEMBl (3aBUCAaHMS WIM 3alUKJIMBAHUS) WU OCYIIECTBISAIOIIUX HEOOpaTUMble
U3MEHEHUs B cucteme ((popMaTHpOBaHUE WU PECTPYKTYPHU3ALUIO HOCHUTENEH
uH(popMaIuy, yJajieHue JaHHbIX U T.I1.)

- HecaHKUMOHMpPOBaHHOE  BHEIPEHHWE M  HCIOJIB30BAHUE  HEYUYTECHHBIX
porpaMm (MrpoBbIX, OOYYaAIOIIUX, TEXHOJIOTMYECKUX M JIPYTUX, HE SIBISIOUIUXCS
HEOOXOIUMBIMU JIJIsl BBIMOJIHEHUSI COTPYIHUKAMHU CBOUX CITYy>KEOHBIX 00s13aHHOCTEH) €
NOCHEYIOIMM HEOOOCHOBAHHBIM  PAaCXOJOBAHHEM PECYpCOB  (MPOLIECCOPHOTO
BpPEMEHHU, ONEPaTUBHOMN NMaMsATH, NaMsATH HAa BHEUTHUX HOCUTENSX U T.11.)

- HenpennamepenHoe 3apaxeHrne KOMIBIOTEPA BUPYCAMU

- Pasrnamenue, nepenaya wid yTpaTa aTpuOyTOB pa3rpaHUYEHUs JOCTyNa
(mapone#t, wmoueir mudpoBanus wnm  OIUII, wuneHTHPUKAITMOHHBIX KapTOYeK,
IPOITYCKOB U T.I1.)

- UrnopupoBanue OpraHU3aIMOHHBIX OTpaHUYEHUH
(YCTaHOBJICHHBIX
IpaBWII) TIPH pabOTe B CUCTEME

- HexomnerentHoe UCTIOJIb30BaHUE, HAacTpoiika  WiIu
HENPaBOMEPHOE

OTKJTIOUEHHUE CPEJICTB 3aTUThHI IEPCOHAIIOM MOJIpa3iesIeHHs] 0€30MaCHOCTH
- BBo1 onIMO0YHEIX TaHHBIX

1.1.2. Ilytm peanusanmum npeIHAMEPeHHbIX CYObeKTHBHBIX YyIrpo3
0e3onacHocTy uHGOpMaAIMH

OcHOBHBIE BO3MOXXHBIC MYyTH YMBIIUICHHOW J1€30praHu3anuy paboThl, BHIBOJIA
MH(POPMAIIMOHHBIX CHUCTEM YUPEKICHUS U3 CTPOs, MPOHUKHOBEHHUS B CHCTEMY U
HECAaHKIIMOHUPOBAHHOTO JOCTyMa K HWHQOpMAMU (C KOPBICTHBIMU IIEJISIMH, IO
MPUHYKICHUIO, U3 JKEeJIaHUSI OTOMCTUTD U T.I1.) MOTYT OBITH CJICAYIOIIUMH:

- ®dusznueckoe pa3pylUIeHHE WA BBIBOJ M3 CTPOS BCEX WIM OTHECIBHBIX
HamOoJiee BaXKHBIX KOMIIOHEHTOB aBTOMATU3MPOBAHHOW CHCTEMBI (YCTPOWCTB,
HOCHUTENIE BaXKHOW CHUCTEMHON WHGOpMAIUMHU, JHII W3 YHCJa TMepcoHaia W T.IL),
OTKJIFOYCHHE WJIM BBIBOJI M3 CTPOS TOJCUCTEM oOecnedeHusl (YHKIMOHUPOBAHMS
BBIYUCIIUTEIBHBIX CUCTEM (JIEKTPOIUTAHUS, TMHUN CBSI3U U T.11.)

- XullleHne HocuTenel nHpopMaluu (pacneyaTok, MarHUTHBIX TUCKOB, JIEHT,
MHUKPOCXEM TMaMsTH, 3allOMUHAIONIUX YCTPOMCTB W 1enbix I[IDBM), xuinenue
MPOU3BOJICTBEHHBIX  OTXOJOB (pacreyarok, 3amuceil, CHHCAHHBIX HOCHUTENEeH
uH(MOpPMAIUH U T.1I.)

- HecankunoHupoBaHHOE KOMUPOBAaHHE HoOcUTeNned UHGOpPMALUU, YTCHUE
OCTaTOYHOM HH(OpPMAIIMU U3 ONEPATUBHON MaMITH U C BHEIIHUX 3alIOMUHAIOIIUX
YCTPOMCTB.

- MHcnonp3oBaHne 4yXHX IpaB no Joctymy K pecypcam AC nyrtem
HE3aKOHHOTO IMIOJYYEHHUE MapoJiel M JIPYruX PEKBU3UTOB Pa3TPaHUYEHUs JIOCTyIa
(areHTypHBIM MyTEM, UCIIOJIb3Ysl XallaTHOCTh MOJIb30BaTeNeH, myTeM moadopa, myTteM



MMUTALUMU UHTEpPEiica CUCTEMBI MPOrPAMMHBIMU 3aKJIaIKAMH U T.1.).

- HecankuunonupoBanHoe wucnosnb3oBaHue APM mnosb3oBareneil, MMEHOIIUX
YHUKaJbHble (PU3MUECKUE XAPAKTEPUCTUKH, TaKUe Kak UMs paboyell CTaHLUH B CETH,
duznueckuii agpec, aapec B CUCTEME CBA3U U JIpyTHE.

- HecankuuonupoBanHass MoauduKanus HOPOrpaMMHOr0 obOecredyeHus -
BHEJIpEHHE MPpOrpaMMHBIX "3akinanok" u "BupycoB" ("TpossHCKUX KOHEH" U ">KydKoB"),
TO €CTh TaKHWX YYacCTKOB IPOrpaMM, KOTOpPbIE HE HYKHBI IS OCYIIECTBICHUS
3asiBJICHHBIX (DYHKIIMH, HO MO3BOJSIOIIUX MPEOA0JIEBATh CUCTEMY 3aLIUThl, CKPBITHO U
HE3aKOHHO OCYLIECTBIIATh JAOCTYIl K CUCTEMHBIM pecypcaM C LEJbIO PETUCTPAlUU U
nepenayy 3amuniaeMoi nHGpopMalru Win ae3opranuzanuu GyHkurnonuposanus AC

- IlepexBar gaHHBIX, IEPEIABAEMBIX 10 KaHAIAM CBS3M, U UX aHAJIU3 C LEIbIO
NOJIyYEHUSI CBEACHUM, B TOM YHCJIE OTPAHUYEHHOIO PAaCIpPOCTPAHEHMS U BBISICHEHMS
OPOTOKOJIOB OOMEHA, MPaBWJI BXOXACHHUS B CBSI3b U aBTOPHU3ALMM MOJb30BaTENEd U
NOCJIENYIOIIMX MOMBITOK UX UMUTALIMU ISl TPOHUKHOBEHUS B CUCTEMY

- BwmemarensctBo B mporecc ¢yHkuumonupoBanus AC cereit  oOuiero
MOJIb30BAHMS C II€JIbI0 HECAHKIIMOHMPOBAHHOM MOAMGUKAIMK AaHHBIX, JOCTyMa K
CBEJICHUSIM OTPAaHUYECHHOT'O PACHpPOCTpaHEHUsl, JAe30praHu3aluu padboThl MOIACUCTEM
ACur.m.

1.1.3. Ilytu peanu3anuu HenpeIHAMePEeHHBIX TEXHOTeHHbIX YIPO3
0e3onacHocTy uHGOpMaANIMH

- 3aKyNKH HECOBEPIIEHHBIX, YCTapeBIIUX WM HEMEePCIEeKTUBHBIX CPEACTB
uHbopMaTU3auu U HHHOPMAIIMOHHBIX TEXHOJIOTHIA;

- aBapuH B CUCTEMAaX dJCKTPOIUTAHMUS;

- aBapuM B CHCTEMax OTOIUICHUS U BOJOCHAOXEHUS B HEMOCPEICTBEHHOU
OJIM30CTH K TEXHUUYECKUM CpeICTBaM 00paboTKH HH(pOpMaInu;

- HapylIeHHE TEeMIEPaTypHOrO0 peXuMa B TMOMEHICHUSX C KPUTHYECKUM
o0opymoBaHUEM (CEPBEPHI, Y3JIbI CBSI3H);

- HEYMBIIUICHHOE TIOBPEKJEHHWE BHENIHWX KaOCIbHBIX CHUCTEM CBS3U
CTPOUTENBHBIMA OpPTraHU3ANMIMYU, (PU3NISCKAMU JHIAMH U T.I. B pe3yJbTaTe
MIPOBEJICHUS HECOTJIACOBAHHBIX pa0OT B MECTax MPOKIIAIKU Kabene CBA3H;

- BO3HUKHOBEHHE IOXApOB B HEMOCPEACTBEHHON OIU30CTH K TEXHUYECKUM
cpenctBaM 00pabOTKM MH(OpPMAIMK B pe3yJbTaTe HEUCIPABHON SJIEKTPOMPOBOIKH,
HEUCIIPAaBHBIX ~ TEXHMYECKUX  CPEICTB, HAPYIIEHUS  COTPYJHHKAMHU  TIPABHII
MIPOTUBOIIOKAPHON O€30MaCHOCTH.

1.1.4. llytu peaJm3anMu  HeNpeIHAMEPEHHBIX CTUXMIHBIX  Yrpo3
0e3onacHoCTH UH(pOPMALMH

- Pazpymenne 3maHui, OTOENBHBIX MOMELICHHM, B KOTOPBIX YCTAHOBJIEHBI
TEXHUYECKHUE CpeACTBa 00pabOTKM HH(POpPMAIMU, XpPaHWIHINA JAaHHBIX B PE3yJbTaTe
CTUXUIHBIX OeACTBUM (HABOJHEHMM, 3E€MIIETPSACEHUM, yparaHoB) B palioHe
pa3MmenieHuss 00beKTa UHPOPMATU3ALNK Y UPEKICHUS

- BO3JIEUCTBHE AaTMOC(EPHOrO »SJIEKTPUUECTBA HA TEXHUUYECKUE CPEJICTBA
o0paboTku wuHGOpPMAIUM U CUCTEMBbI oOecrieueHus (DIEKTPONUTAHUE, OXpaHHas,



MOKapHasl CUTHAIM3ALUS U T.11.)
- BO3HUMKHOBEHHME CTUXMHHBIX OYaroB IMOXapoB (JIECHbIE TMOXaphl) B
HEIMOCPEICTBEHHON OJIM30CTH OT 00BbEKTa HH(OpMATH3aLUU Y UPEKICHUS

1.4. Kuaaccupuxanus Hapymureaeid HHpopMannoHHO 0e30MacHOCTH
Yupexkaenus

[Tpu aHanu3e yrpo3 WHGOPMAIMOHHON O€30MMaCHOCTH WCTOIB3YETCS MOJCIb
HApYIIUTEIS 10 MPU3HAKY MPUHAJICKHOCTH K YUpekIeHus. B cooTBeTCTBUM C 3TOH
MOJICIIBI0O BCE HAPYIIUTEIM JEISATCS Ha JIBE OCHOBHBIC TPYIIBI: BHYTPEHHUE U
BHEIITHHE.

[Ton BHYTPECHHUMH HApPYIIMTEISIMH IOJPa3yMEBAIOTCSI BCE COTPYAHUKH
YupexaeHusi, IMCIOIINE CAaHKIIMOHUPOBAHHBIN JOCTYI Ha TCPPUTOPHUIO Y UPEIKICHUS
wm Kk pecypcam AC. Ilox BHEIIHUMH HapYIMIUTEISIMU TI0JIPa3yMEBAIOTCS BCE
OCTaJIbHBIC JINIIA.

BHYTpeHHUM HapyIIMTEeIeM MOXET OBITh JIMIIO M3 CICAYIONIMX KaTeropui
COTPY/THHKOB:

- TI0JIb30BaTeN HH(OPMAITMOHHBIX PECYPCOB;

- 00CIy>KHUBAIOIINI TIEpPCOHAT (cuctemMHbIe aJIMUHUCTPATOPHI,
aamuHUCTpatopsl AC, aIMUHUCTPATOPHI 0a3 TaHHBIX, HHKEHEPHI);

- COTPYJIHHUKHU-TIPOTPAMMHUCTBI, COMPOBOXKIAIOIINE CUCTEMHOE, o0Iiee u
NPUKIIAIHOE IPOTPaMMHOE 00€CTIeUeHNUE;

- JpyTue COTPYIHUKHU noJipasyieJIeHUui Yupexaenus, UMEIOII1e
CaHKIIMOHUPOBAHHBINA JOCTYN B 3[aHUS, IJI€ PACIOJIOKEHO 000pyI0BaHUE MEepeadun U
o6pabotku uapopmaruu AC YapexaeHus.

[Ipenmonaraercsa, YTO HECAHKIIMOHMPOBAHHBIM  JOCTYm Ha  OOBEKTHI
VYupexaeHus: TOCTOPOHHHUX JIUI] MUCKIIIOYAETCS OpraHM3allMOHHBIMU MepaMmMu (oxpaHa
TEPPUTOPUU, OPTAHU3ALIMS TIPOITYCKHOTO PEKUMA).

Bremnue HapymuTean HHGOPMaIMOHHON 6€30MacHOCTH:

- JIAIIa, CaMOCTOSITEIbHO OCYIIECTBISIONINE CO3/[aHWE METOJOB W CPEICTB
peanu3aluy aTak, a Takke CaMOCTOSITEIbHO peaTnu3yIoNIiue aTaku, COBEPIIAIOIINE CBOU
JICUCTBUS C 1ENIbI0 HAaHECEHUs yliepOa YupexaeHus (cbeM HH(pOopMaIuu, UCKaKEHNE
uH(bOopMaIK, pa3pylieHne CUCTEMHOTo uiu npukiagaaoro [10);

[ToTeHnmanbpHbIC HAPYITUTEH ETSATCS HA TPU TPYIIIIHL:

lrpymnma - cyObeKThI, HE UMEIOIINE JOCTYI B MPEaeibl KOHTPOIHPYEMOUN 30HBI
YupexaeHus.

2rpynma - CyOBEKThI, HE HMEIONME JOCTYNl K padoTe CO INTaTHBIMHU
cpenctBamu AC VYupexaeHus, HO HMEIONIME JOCTYNl B TIOMENICHUS, TJe OHHU
pa3MemarTCs.

3rpynmna - cyObEeKThI, UMEIONTUE OCTYI K padoTe CO IMITATHBIMU CPEACTBAMU
AC YupexaeHus.

KBamudukanus moTeHIIMaT,HOTO HAPYIITHTEIS.

A - HE SBISETCS CIEIUATICTOM B 00JIACTH BEIYUCITUTETFHOW TEXHUKH.

B - camblil HU3KMII ypOBEHb BO3MOXKHOCTEM - 3allyCK 3aaad (mporpamm) u3



1

(puKCHUpOBaHHOTO HAa0Opa, PEANU3YIOLIUX 3apaHee NPEelyCMOTPEHHblE (DYHKIHUHU IMpHU
00paboTKe uHpOopMaIUH.

C - BO3MOXXHOCTM CO3JaHMsl M 3amycka COOCTBEHHBIX IMPOrpaMM C HOBBIMHU
¢yHKUIMAMH 110 00paboTKe MHPOPMALIUU.

JI - BO3MOXHOCTb yIpaBi€HHS (PYHKIMOHUPOBAHHEM AaBTOMATHU3UPOBAHHOMU
CUCTEMBI, T.€. BO3JEHCTBHEM Ha 0a30BO€ NPOrpaMMHOE OOECIeueHHE CUCTEMBI, Ha
KOH(Urypanuw ee 000pya0BaHusl.

E - BkiuoyaeT Bechb 00BbEM BO3MOXKHOCTEH JIUL, OCYIIECTBIISIOUIUX
NPOEKTUPOBAHUE, peanu3aluio U PEMOHT TEXHUYECKUX CPEJICTB
aBTOMAaTU3WPOBAaHHOM CUCTEMBI, BIUIOTh 10 BKJIOYeHUS B cocTaB AC COOCTBEHHBIX
TEXHUUYECKUX CPEACTB C HOBBIMU (DYHKLMSIMU IO 00paboTKe HH(POPMALIIH.

Hapsny ¢ knaccudukanueit, nOpuBEAEHHOW  BbIIE,  HapyLIUTENeH
UH(POPMAIIMOHHON 0€30MacHOCTH MOYKHO pa3[eiuTh Ha CIEAYIOUIMEe BHJIbBI -
HEOCTOPOXKHBbIE (XallaTHbIC), MaHUMYJIUpyeMble, CAa0OTAKHUKH, HEJOSUIbHBIE U
MOTHBHUpPYEMBbIE U3BHE.

1.5. OOoOmenHass  moxeqb  yrpo3d  Oe3omacHocTH  uHGopManun
Yupexxkaenus

Yrpo3a HUcTounuk yrpos Cnoco0bl peasu3anum yrpos
uHGOpMAIIHOHHOI
0€e30I1aCHOCTH
I. TToryuenue 1. a) Pasrnmamenwe, mnepemada wWiIM yTpaTa)
nHpopManuy |AHTPOIIOT€HHBII aTpuOyTOB pa3rpaHUYEHHUs JOCTyNa

0) Brenpenue areHToB B YHCIIO TIEPCOHANA
CHCTEMBI

B) XHIIIEHNE HOCUTEJICH HH(POPMAITUH

r) He3zakoHHOe mosryueHue mapoJieii u Apyrux

€KBU3HMTOB pa3rpaHUUYCHHS JOCTYIIA

n) HecankiuoHupoBaHHas — MoaudUKanus
POTPAaMMHOTO 00ECIICUCHHSI

e) IlepexBaT maHHBIX, NEpEAaBAEMBIX II0
KaHaJIaM CBSI3U




Yrposa
HHGpopMaLHOHHOH
0e30macHOCTH

Hcrounuk yrpos

Cnoco0bl peajim3anum yrpos

) HecaHKIIMOHMPOBAaHHOE KOIIMPOBAHUE
HOCHUTEJICH HH(POPMAIIMH, YTCHUE OCTATOYHOM
WH(POPMALIMY U3 ONIEPATHBHOM IMaMSTH U C BHEITHUX
3allOMHMHAIOLIUX YCTPOUCTB

II. Anains
XapaKTEPUCTHUK
WH(pOpMAaIH

1.

AHTPOIIOT €HHBIN

a) XumieHue  HOCUTENeH  uH(popManmu
XHIIEHHE TPOM3BOJICTBEHHBIX OTXO/I0B

0) yTeHHe OCTaTOYHON UH(POPMAIUH U3
OTIEPaTUBHOM MaMSTH U C BHEITHUX 3alIOMHHAIOIIAX
YCTPOWCTB

B) HecankimonnpoBanHas Moudukaiums
POrpaMMHOT0 00eCTIeUeHHUs

r) [lepexBar qaHHBIX, I€peIaBaEMbIX 1O
KAaHAJIaM CBSI3H, U UX aHAJIN3

.
3MmeHeHEe
(MCKaXkeHue, OIMEHA)
HbopManuu

1.

AHTPOIIOT€HHBIN

a) HecaHKIIMOHMPOBAaHHBII 3aMTyCcK
TEXHOJIOTMYECKHUX IIPOrpaMM, CIIOCOOHBIX MpHU
HCKOMIICTCHTHOM HCITIOJIb30BAHHHU BBI3bIBATH ITOTCPIO
paboTOCIIOCOOHOCTH CUCTEMBI (3aBUCAHUS WIIN
SaHI/IKJ'H/IBaHI/IH) WX OCYICCTBIIAOIINX H606paTI/IMBIe
W3MEHEHUs B cucteMe ((hopmMaTUpOBaHKE UITH
PECTPYKTYpHU3aIII0 HOCUTENECH HHpOpMAIIHH,
yIJICHUE TAHHBIX U T.II.)

0) HenpennamepenHoe 3apaxeHue
KOMIThIOTEPA BHPYCaMHU

B) BBO OMIMO0YHBIX JaHHBIX

r) BmemarenscTBo B mporecc
dbynkuuonupoBanus AC ceTeit 00Iero nojib30BaHus C
[1€JIbI0 HECAHKIIMOHUPOBAHHOM MOAM(PHUKAIIMHN TaHHBIX

2.
TexHOoreHHEbII

a) aBaApHM B CUCTCMAX JJICKTPOIIMTAHUA

0) HapylIeHHE TEMIIEPaTyPHOTO PeKUMa B
MOMEIEHUAX C KPUTUUECKHM 000PYI0BaHHEM
(cepBepbl, Y3JIbI CBSI3U) B pe3ysibTaTe HEUCIPABHOCTU
CHUCTEM KOHJUIIMOHUPOBAHHUS

V.
Hapymenne
H(pOopMaluu

1.
AHTPOIIOTr€HHbI N

a) [lelicTBUS COTPYIHUKOB, IPUBOASALINE K
YAaCTUYHOMY WJIM TIOJHOMY OTKa3y CUCTEMBI MU
HapyIEeHHI0 pab0TOCIIOCOOHOCTH aIMapaTHBIX WK
IPOrPaMMHBIX CPEJICTB

6) HecaHK1IMOHMPOBAaHHOE BHEAPEHUE U
MCII0JIb30BAHUE HEYUTEHHBIX IPOrPaMM (UT'POBBIX,
00yyaromux, TEXHOJOTUYECKUX U APYTHX, HE
SIBJISTIOIIMXCSI HEOOXOAMMBIMHU JJIS1 BBIITOJTHEHUS
COTPYAHUKAMU CBOUX CITyKeOHBIX 00s3aHHOCTEN) C
MOCJIEYIONMM HEOOOCHOBAaHHBIM PacX0J0BAHUEM
pecypcoB (IIPOLECCOPHOTO BPEMEHH, ONIEPATHBHOM
NaMsITH, TAMATH Ha BHEIIHUX HOCUTEISX U T.I1.)

B) HenpennamepeHnHoe 3apaxeHue

KOMIIBIOTEpA BUPYyCaMH




Yrposa

HHGpopMaLHOHHOH
0e30macHOCTH

Hcrounuk yrpos

Cnoco0bl peajim3anum yrpos

r) HUrnopupoBanue OpraHM3allMOHHBIX
OrpaHUYeHUl (yCTaHOBJIEHHBIX MPaBUiI) IIpU padboTe B
cucreMe

1) BBO 011MO0OYHBIX TaHHBIX

2.

TexHOreHHEbIH

a) aBapuu B CUCTEMAX JICKTPONUTAHUS

0) HapylLIEeHHE TEMIIEPaTypPHOIO peKuMa B
MOMEIICHUSAX C KPUTUIECKUM 000PYI0BaHUEM
(cepBepsl, Y3IIbI CBSI3M) B pe3yJIbTaTe HEUCIIPABHOCTH
CHCTEM KOHIUIIMOHHPOBAHUS

CHUCTEM

V. Hapyuienue

paboTOCIIOCOOHOCTH

1.

AHTpPOIOT€HHBIN

a) JleficTBUS COTPYIHUKOB, MPUBOASIINE K
YaCTUYHOMY WJIM [TOJIHOMY OTKa3y CHUCTEMbI MU
HapYIICHUIO pa0OTOCTIOCOOHOCTH aIMapaTHBIX WK
POrPaMMHBIX CPEJICTB

0) ®uznueckoe pa3pylLIeHUE WU BBIBOJ U3
CTPOs BCEX MJIM OTHCIBbHBIX HanboJiee BaAXKHBIX
KOMIIOHCHTOB aBTOMaTI/ISI/IpOBaHHOI\/'I CHCTEMBI

2.

TexHOreHHBbIH

a) 3aKyIKU HECOBEPIICHHBIX, YCTAPEBIINX HIIN
HENEePCIEKTUBHBIX CPEICTB MH(OPMATU3ALINN U
MH(POPMALIMOHHBIX TEXHOJIOT U]

0) aBapuM B CUCTEMAaX dJICKTPOIUTAHUS;

B) aBapHH B CUCTEMaxX OTOILICHUS U
BOJIOCHA0XEHHUS B HETIOCPEACTBEHHOM OJIM30CTH K
TEXHUYECKUM CpeACTBaM 00pabOTKH MH(MOpMAInH;

') HapylLlIeHUE TeMIIEPaTypHOro pekuMa B
MOMEILEHUSAX C KPUTHUECKUM 000pyJOBaHUEM
(cepBepbl, Y3JIbl CBSI3U) B pe3ysibTaTe HEUCIPABHOCTU
CUCTEM KOHJIUIIMOHUPOBAHMS;

,I[) HEYMBINIJICHHOC ITOBPEKACHUSA BHCITHUX
KaOEILHBIX CHCTEM CBSI3U CTPOUTCIIbHBIMU
OpraHu3alusiMu, (bHSH‘ICCKPIMH JMnamMum 1 T.I1. B
PE3yJIbTAaTC NMPOBCACHU A HECOITIACOBAHHBIX pa60T B
MCCTaxX IIPOKJIaIKH Kabeei CBiA3HU,

€) BOBHUKHOBCHHE TI0KAPOB B
HETOCPEACTBEHHON OJIM30CTH K TEXHHUYECKHM
cpeacTBamM o0pabOTKH HHPOPMAIIMH B pe3ybTaTe
HEUCTIPABHOM IIEKTPOIPOBOIKHU, HEHUCTIPABHBIX
TEXHUUYECKUX CPECTB, HAPYIICHHS COTPYAHUKAMHU
PaBUJI TPOTUBOMOXKAPHON 0€30MaCHOCTH.

3.
CTUXUHHBIH

a) Pa3pymenue 3nanuif, OTAETBHBIX
MOMEIIeHUMN

0) Bo3aelcTBHE aTMOC(HEPHOT0 IEKTPHUECTBA

B) BO3HHUKHOBEHHUE CTUXUMHBIX 0YaroB

[MOXXapoB

Hanoxenue yrpo3 6ezonacnoctu undopmarnuu Ha moaens MTKC
VYupexnenns (Puc.1) mo3Bosser B mepBoM MPUOIMKEHUN OIEHUTh UX OMAaCHOCTH U
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METOJ/IOM UCKIIFOUEHHUS ONPENEIUTh Haubojee akTyalbHbIe sl KOHKPETHOTO 00BbEKTa
3amuThl. KpoMe Toro, MoKHO OLIEHUTh 00bEMBI HEOOXOAUMBIX PadbOT U BbIOpATh
MarucTpajbHOE HAMPABIECHUE MO 00ECIEeYeHUI0 0€30MaCHOCTH HH(POPMALIUH.
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4, OPI'AHU3ALINA CUCTEMbI OBECITEYEHUA
UH®OPMAIIMOHHOHN BE3ONACHOCTH YUPEXJIEHUS

4.1. OpraHu3aluMOHHO-IITATHAS CTPYKTYpa noaApasaeJeHuil
0TBEYAIOLIUX 32 o0ecriedyeHue HHGPOPMAIMOHHOM 0€30MACHOCTH Y YpeKIeHUus

OO6miee pyKOBOJACTBO CHUCTEMOM HWH(OpMaIMOHHOW 0€30MacHOCTH U
NPUHATHE BCEX PEIIEHUH MO BOMpocaM €€ (PYHKIIMOHUPOBAHUS OCYIIECTBIISET
PykoBonurens YupexacHus.

PykoBOACTBO M KOHTpPOJb 32 BBIIIOJIHEHHUEM MEPOINPUATUN MO 3alluTe
uH(GOpPMAILIMK B OJAPA3ACICHUIX Y UPEKICHUS OCYIIECTBISIOT UX PYKOBOIUTEH.

4.2. Tlopsinok pa3paGoTKM M JKCILIyaTAlUM CHCTeMbl o0ecriedeHus!
HHGOPMAIMOHHO 0€30IIACHOCTH YYpesKIeHUsA

JKu3HeHHBIN UK CUCTEMBbl oOecrieueHus] HPOPMAIIMOHHOW 06€30MacHOCTH
VYupexxaeHuss BKJIIOYAET JTall  pPa3BEPThIBAHMS W JTallbl  MOCTOSIHHOTO
(GYyHKIIMOHUPOBAHUS U COBEPIICHCTBOBAHUS.

K MoMeHTy Havama pa3BepThIBaHUS CHUCTEMbl HMHGOPMAIMOHHON
0€30MacCHOCTU JTOKHBI OBITHh YTOYHEHBI M YTBEPXKJICHBI PyKOBOJCTBOM mpaBa H
00s13aHHOCTH YYaCTHUKOB paboT Mo 3amure HHGOpMAIMH B COOTBETCTBUHU C
nannor Konnernmuueidt. JloipkeH OBITH pa3paboTaH W yTBEPXKACH IIaH-Tpaduk
pa3BepThIBAHUS CUCTEMbI HH(POPMALIMOHHON 6€30MacHOCTH Y UpexACHUS.

OcHOBHBIE H3Tambl pPa3BEPTHIBAHUS CUCTEMBI JOJKHBI BKIIOYaTh B ce0s
NIOCJIEIOBATENILHOE MPOBEICHUE CIEAYIOMINX MEPOIIPUSTHMN:

- WMspanme Ilpukaza mo VYupexaeHus o0 OpraHu3alud CHUCTEMBI
uH(OPMAIIMOHHON 0€30TaCHOCTH.

- PaspaGotka u yTouHeHHME (QYHKIUNA Ppa3IUYHBIX IMOJPA3ICICHHN U
CTPYKTYp, pacipeieiieHne MpaB U OOsA3aHHOCTEH MOJApa3/IeICHUH B CHUCTEME
UH(OPMAIIMOHHON 0€30MacHOCTH Y UPEKICHHS.

- Ha3nauenue aqmMunucTpaTopa 6€30MacHOCTH.

- YTouHeHHe cocTaBa aIMUHUCTPATOPOB ceTer, b/l u cucrtem.

- [lonrotoBka Kk  WHGOPMAIMOHHOMY 00CJeI0BaHHUIO B
MOAPA3ACICHUSX.

- HNudopmarmonnoe odbcieqoBaHue Moapa3aecHUu Y apeKIeHHUs.

- OmnpeneneHre TEpeYHs yrpo3, MOJAEIHM HapylIHUTeNsd, TpeOOBaHUU K
cucreme HHGOPMAIIMOHHON O€30MacHOCTH;

- Pa3zpabotka (mopaboTka) HOPMATUBHO-METOAUYECKOW O0a3bl CHUCTEMBI
obecrieueHus1 THPOPMAITMOHHONW 0€30MacHOCTH;

- BBoxm cucrembl ofOecrnedueHnss HWHGOPMAIMOHHON 0€30MacHOCTH B
JICHCTBHE;

- KareropupoBanue nHpOpMaIMOHHBIX PECYPCOB Y UPEIKICHHUS;

- Arttectanusa 00beKTOB MH(pOpMaTU3aluu YupexkaeHus: mo TpeOoBaHUSIM
0e30macHOCTH UHPOPMAITUH.

- Tlopnepxkka cucteMbl oOecriedeHHs: UHPOPMALMOHHON 0€30MacHOCTH B
paboTOCTIOCOOHOM U aKTyallbHOM COCTOSIHHH.



4.3. Opranmsanmsi CHCTeMbl KOMILUIEKCHOI0 MOHUTOPHHIa H
KOHTPOJISI COCTOSIHUA HH(POPMAILIMOHHOM 0€30IIAaCHOCTH YYpesKICHUsA

KoHTponb M KOMIUIEKCHBII ~ MOHUTOPUHI  COCTOSIHUS ~ CUCTEMBI
MH(QOPMAIIMOHHONW  0€30MacCHOCTH ~ YUPEXKJIECHHUS  BBINOJNHSETCS C  IEJIbIO
oOecrieyeHus: HAJEKHOCTU M  YCTOMYMBOCTH CHCTEMBl HMH(OPMALMOHHOM
0e30macHOCTH, 00ecreyeHus TOBEepHs K Hel M rapaHTUi BBITIOJHEHUsI TpeOOBaHUMI
o Ub.

3ajmayn KOHTPOJSI M KOMIUIEKCHOTO  MOHUTOPUHIA  COCTOSIHUSA
UH(GOPMAIIMOHHON O€30aCHOCTH:

- OIpe/elieHHe KPUTEPUEB JIsi OLUEHKM O€30MacHOCTHU CYUIECTBYIOLIUX M
CO37aBaeMbIX CHCTEM B paMKax HH(OPMAIMOHHO-TEICKOMMYHHUKAIIMOHHOM
CUCTEMBI Y UpPEKICHUS;

- OIpe/AelieHHe COOTBETCTBUS WJIM HECOOTBETCTBUE CO3/aBaEMbIX U
CYILIECTBYIOUIUX CUCTEM 3TUM KPUTEPHUSIM;

- (opMynHpoBKa OOOCHOBAHHBIX MPEIOKEHUN MO COBEPIICHCTBOBAHUIO
CYILIECTBYIOLIUX METOJIOB U CUCTEM OOECIeUeHUs 3alIUIIIEHHOCTH, 0€30aCHOCTH U
JOCTOBEpHOCTH HMHGOPMAIIMM B TEX CIydasX, KOTJa OHU HE YJOBJIECTBOPSIOT
UMEIOIIUMCS KPUTEPHUSIM.

JUiss OCYyLIECTBIEHUS KOHTPOJIS BBINOJHEHUS TpeOOBaHUU IOJDKHA OBITh
OpPraHH30BaHa CUCTEMa OTUYETHOCTU O BBIIIOJIHEHUHU TPeOOBaHUIl 10 OE30MMaCHOCTH.
OTueTHOCTh J10JIKHA BECTHCHh OTBETCTBEHHBIM 3a Vb cooTBeTcTByIOIIETO pabouero
MECTa, IpoLecca, CUCTEMbl WM OpraHU3allMOHHOW CTpyKTypbl. C 3amaHHOU
HNEePUOUYHOCTHIO OTYETHOCTh JOJKHA OTIPABIATHCS pyKOBOACTBY. Ha ocHOBaHuM
ATUX JAHHBIX PYKOBOJICTBO CMOKET PEAJIbHO OLEHUBATh CUTYAIUIO C COCTOSTHUEM
0€30MacHOCTH BO BCEX MOJPA3ACICHUAX Y UPEKACHHUS.

OcHOBHbIE oOmepaluy MO y4eTy M KOHTPOJIIO BBIIIOJHEHUS TpeOOBaHUM
JOJKHBI ObITh aBTOMATHU3UPOBAHBI.

OO0s13aHHOCTU 110 KOHTPOJIIO PACHPENENAIOTCS MEXIY HCIOJHUTEIbHBIMU
OpraHaMiy CUCTeMbl HH(POPMAIIMOHHOM 0€30MaCHOCTH CIIEAYIOIUM 00pa3oM:

- aamuHuctparopbl cucteMm, CYBJl, ceTeii KOHTPOIUPYIOT TEKYIlEe
cocTostHue nH(popManmoHHou 6e3omacHoCcTH B cuctemax, CYB/I, cersx;

- COTPYIHUKHM TOJPA3JECICHUs] KOHTPOJIMPYIOT TEKYLIEe COCTOSHUE
nH(pOpMaMOHHOM 0€30IaCHOCTH Ha CBOMX PabOYMX MECTaXx.

Meponpusitust JAJsi OPraHU3alMHU CHCTEMbl KOMILIEKCHOTO
MOHUTOPHMHIA U KOHTPOJISI COCTOSIHUA NH(POPMAITMOHHO 0€30MaCHOCTH

JlomxHa OBITh OpraHM30BaHa CHUCTEMa HEMPEPHIBHOTO KOHTPOJIS 3a
COCTOSIHHE CUCTEMBI HH(POPMAIIMOHHOM 0€30MacHOCTH CIEAYIONUM 00pa3oM:

- OmpelesieHHe TMepeyHs MOoJpa3/iefieHuid, pabdouyux MeCT, CHUCTEM,
MPOILIECCOB, IO KOTOPHIM JIOJMKEH MPOBOJUTHCS KOHTPOJIb  BBIMOJTHEHUS
TpeOOBaHUM.

- OmpeNiesieHHe CHUCKa TPeOOBaHUM, ISl KaXKIOM CTPYKTYpHOU
€IUHULIBI.

- opraHuzaius cOopa OTYETHOCTU O BBIINOJHEHUU TPeOOBaHUM MO



nb.

- o0paboTka ¥ aHanu3 coOpaHHbIX (OPM OTYETHOCTH BBIBOJAMH O
BBITIOJITHEHUU TPEOOBAHUI;

- NEPUOJUYECKUIN IEPECMOTP CUCTEMBI TPEOOBAHMIA

- KOHTPOJIb MOJHOTHI U HENPOTUBOPEUUBOCTH CUCTEMBI TPEOOBaHUM.

Pemenue Bcex MNEpeUMCICHHBIX 3a/ad JOJKHO OBITh aBTOMAaTH3UPOBAHO
MyTEM  UCIOJB30BAHUS HEOOXOJUMBIX TMPOTPAMMHBIX  CPEJICTB  KOHTPOJIS
BBITIOJTHEHUS TPEOOBaAHUM.

[ToMuMO eXeqHEBHOTO KOHTPOJSL JOJDKHBI BBIMIOJHATHCS MEPUOJIUUECKUE
NPOBEPKH OPraHU3ALMH W COCTOSHUS MHGOPMALMOHHON O€30MacHOCTH, B TOM
YHUCIIE:

[IpoBepku opraHuzalMu MU COCTOSHUS HWH(GOPMAIIMOHHONM 0€301MacHOCTH
npoBojsaTcs B noapazaeneHusx u B UTKC YupexxaeHust 1 MOTYT OBITh:

- MJIAHOBBIMU;

- BHE3AITHBIMU;

- no gakraM HapyieHus HHPOPMAITMOHHONW 0€30MaCHOCTH.

[In1aHOBBIE MPOBEPKM MPOBOIATCA B COOTBETCTBHUU C T0JIOBBIM I[lmanom
IPOBEPOK, YTBEPKIAETCS PYKOBOAMUTENEM YUPEKIEHHS M PacChUIaeTCs BO BCE
nojapaszeneHus. B Xoae TUIaHOBBIX MPOBEPOK IOJKHA IMOJHOCTHIO IPOBEPSITHCA
BCsI OpraHu3aIlys CUCTeMbl HH(POpMAIMOHHOM 0€30MMacHOCTH MOIpa3IeieHUs.

[IpoBepku 1o Qakram HapymieHuss HHGOPMAIMOHHON 0€e301macHOCTH
IPOBOJATCS IOCJE TOr0, KaK HapylleHue ycrtpaHeHo. [IpoBepka mpoBoauTCs C
IEJIbI0 BBISIBJIEHWE MPUYMH M TPEANOCHUIOK HapyIIeHHs M BbIpaOOTKa Mep IO
IPEeAYNPEKISHUIO TTOAOOHBIX HApyIICHUN B nanbHeumeM. [IpoBepka mpoBoauTCs
B 00s3aTEIBHOM TMOPSAKE MO KaxAoMy (aKTy HapylIeHUS HE3aBUCUMO OT €ro
IIOCJIEICTBHH.

PesynbpTaThl Bcex mpoBepoK 0hOpMIISIIOTCS B BHJIE aKTaMU ¢ HEOOXOIUMBIMU
B KQKJIOM KOHKPETHOM CITy4ae MPHIIOKEHUSIMU.

Anmunuctpatopsl cucteM, CYBJ] u cerel KOHTPOJMPYIOT COCTOSIHUE
nH(OPMAITMOHHON 0€30MacHOCTH Ha MOJABEIOMCTBEHHBIX ydacTkaxX. C 3TOH menbio
OHH:

- KOHTPOJIUPYIOT MPAaBUJILHOCTh BBIMIOJIHEHUS COTPYAHUKAMH JEHUCTBUUN IO
J0CTyIy K 00BEKTaM UH(POPMAITMOHHOW CUCTEMBI;

- QHAJU3HUPYIOT COCTOSIHUE HMH(POPMAIMOHHOM CHCTEMBI C  IIEJIbIO
BBISIBICHUN TONBITOK HECAHKIMOHUPOBAHHOTO JOCTYlla U HCHOJIb30BaHUS
WH(OPMAITMOHHBIX CPEJICTB U WH(GOPMAIIHIH;

- KOHTPOJIUPYIOT MPaBUILHOCTh UCIIOJIb30BaHUs UMEIOIIUXCS
KOJUICKTUBHBIX U WHIUBUYAIBHBIX CPEJCTB HH(OOPMAITMOHHON 3aIIIUTHI.

B cnydae BbIsiBIEHUSI KaKUX-TMOO OTKJIOHEHUW WM HApYLIEHUM B CUCTEME
nH(pOpMAIIMOHHOW 0€30MacHOCTH aJAMUHUCTPATOPHl 0E30MACHOCTH MNPUHUMAIOT
Mepbl K WX YCTPaHEHUIO CaMOCTOSITEIbHO, WA 4Yepe3 PYKOBOAUTENS
COOTBETCTBYIOLLErO MnozpasaeneHus. OTBETCTBEHHOCTh 3a MPUHATUE ITUX MEp U
COOOIIEHHE O TPOUCIIEAIIEM PYKOBOJUTEIO HECET IMUHUCTPATOP.

CoTpyaHUKH TIOJIpa3/IeTIeHUs] AHAIM3UPYIOT COCTOSIHUE CBOUX pabOYUX MECT
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C LIEJIbIO BBISIBJICHUS MOMBITOK HECAHKIIMOHUPOBAHHOTO JIOCTYINA U UCIOJb30BAHMS
MH(OPMAIMOHHBIX CPEACTB U MH(pOpManuu. B ciiydyae BBISIBICHUS TAKUX MONBITOK
COTPYJAHHUK cOO0IIaeT 00 3TOM aIMUHHUCTPATOPY OE€30MACHOCTH OpraHU3alUU U
PYKOBOJIUTENIO CTPYKTYPHOTO MOAPA3AECICHUS.

Jist 5 PEeKTUBHOTO KOHTPOJISI COCTOSHUS MHPOPMALIMOHHON 0€30MacHOCTH
HEO0OXOMMO TMPOBECTH O0YYEHUE COTPYAHHMKOB MOJpa3feieHUil YupexaeHus c
LEJIbI0 TOBBILIEHUSI YPOBHS MX OCBEAOMJIEHHOCTH B BOIPOCax MH(POPMALUOHHOM
0€30MacHOCTH.

JUist opraHu3alMM KOHTPOJS M KOMIUIEKCHOIO MOHHMTOPUHIA CHUCTEMBI
UH(POPMAIIMOHHON  0€30MacHOCTM  HeoOXOoAMMO  pa3paboTaTb M BHEJPUTH
CJIEIyIOUIME OpPraHU3alMOHHO-PACIIOPSAIUTENbHBIE W HOPMATUBHO-TEXHUYECKHE
JOKYMEHTBHI:

- Pernament paccieioBaHds MHIUJIEHTOB

UH(GOPMAIIMOHHOMN
0e301acHOCTH;

- JIOJ>KHOCTHBIE MHCTPYKIMU aaMUHUCTpaTopoB cucteM, CYB]I, cereil (B
TOM 4YHUCJE pa3lieNibl, Kacarollhecs OpraHu3allid KOHTPOJII U MOHHUTOPHHTA
uH(OPMAIIMOHHOM 0€30TIaCHOCTH);

- [lamaTrka coTpynHuka YupexaeHHs 10 HHPOPMALUOHHOM
0€30MacHOCTH;
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5. MEPOITPUATHS 1TO PEHIEHUIO 3AJIAY OBECIIEYHEHMU S
HH®OPMAIIMOHHOM BE3ONNACHOCTHU YYPEXJIEHUS

5.1.  OpraHu3zannoOHHO-pe:KUMHbIC MePONIPUATHS

Bremonnenne OpraHU3aIMOHHO-PEKUMHBIX MEPOTIPUITHH MPH
obecrnieueHUU H(YOPMAIIMOHHOM 0€30MaCHOCTH MIPEANOJIaraer:

- KaTeropupoBaHue OOBEKTOB  HMH(MOpMaTHU3alUU  YUpEeXICHUS B
COOTBETCTBHH C PYKOBOJISIIMMH HOPMATUBHO-METOAMYECKUMHU JOKYMEHTAMH TIO
3amure uHpopmaruu PO;

- pa3rpaHUYCHHUE JIOMyCcKa K MH(OPMAIMOHHBIM pecypcaM OrpaHUYCHHOTO
pacnpocTpaHeHUs;

- pasrpaHUYCHHUs NIOMyCKa K MporpaMMHO-ammapaTHeiM pecypcam UTKC
Yupexaenus;

- BEJCHHME YyueTa O3HAKOMJICHHMS COTPYJHUKOB C  HH{QpopMauuen
OTPaHUYCHHOTO PACIIPOCTPAHCHUS;

- BKIIOUYEHHWE B  (YHKIMOHAIbHBIE  OOSI3aHHOCTH  COTPYJHUKOB
o0s3aTeNbCTBA O HEPA3IJIAIEHUd W COXPAHEHUHM CBEJEHUN OrpaHUYEHHOTO
pacnpocTpaHeHUs;

- OpraHm3anys YHUYTOXEHHUS HWHPOPMAIIMOHHBIX OTXOAOB (OyMakKHBIX,
MarHUTHBIX U T.11.);

- BEJICHUE yueTa OTUYyK/1aeMbIX HOCUTeNel nHbopMaIny;

- OpraHu3aisi U OCYIIECTBICHHE TEPHOJUYECKOTO KOHTPOJs  3a
obecrnieueHueM HHPOPMAITMOHHOM 0€30TIaCHOCTH;

- opranmsamnus yuyera CK3U, xmrodeit mudpoBaHuss W MOIIUCH, HX
XpaHEHHUs, SKCIUTyaTallii ¥ YHUUTOKECHHUS.

B cooTBeTcTBUU C BBIIEYKa3aHHBIMU 3a/layaMyd HEOOXOAMMO pa3padoTath
WIHN aKTyaJIn3UPOBATh KOMIUIEKT CIEAYIOIMNX OPTaHU3aIMOHHOPACTIOPSIAUTENbHBIX
JIOKYMEHTOB:

- METOJAMKAa  KaTeropupoBaHMs  OOBEKTOB  HWH(OpMaTU3aluu
YupexaeHus;

- nepeyeHb KPUTUYHBIX HH()OPMALIMOHHBIX PECYPCOB YUpEKICHMUS,

- periiaMeHT TMpPEAOCTaBICHUS JOCTyna K HMHPOPMAIMOHHBIM U
MIPOrpaMMHO-aIapaTHRIM pecypcaM Y upekIeHHUS;

- JIOJDKHOCTHBIE O0S3aHHOCTH COTPYAHUKOB YUpPEKIACHUS 110 0OECIIEUECHUIO
nH()OPMAITMOHHON 0€30TTaCHOCTH.

5.2. Meponpustusi no (pusnyeckoii 3amutre 00HEKTOB H CPeICTB
uHopMaTH3aLUU Y YpeKIeHU

Obecneuenne  gusnyeckoi  Oe3omacHOCTH  Bcel  MH(OpMAIMOHHO-
TEJICKOMMYHUKAIIUOHHOW CUCTEMBbl YUpPEXKIAECHUS W OTACIBHBIX €€ 3JIEMEHTOB
ABISECTCS OAHOM W3 OCHOBHBIX 3a7ay, PEHNIAeMbIX IOJCUCTEMOW 3aIUTHI
uHpopmanu. Pu3nuecKue Mephbl 3alUThl OCHOBAHbI HAa MPUMEHEHUH Pa3HOIO
poAa MEXaHWYECKHX, BJIEKTPO- WM DIEKTPOHHO-MEXAHUYECKUX YCTPOMCTB H
COOpYKEHUHM, CHEeUUaJbHO MPEIHA3HAYEHHBIX [JIsi CO3JaHus  (U3NYECKUX
MPENATCTBUN Ha BO3MOKHBIX MYTSIX MPOHUKHOBEHHUSI U JOCTYyMa MOTEHI[MATbHBIX
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HapyLIUTENe K KOMIIOHEHTaM CHCTEMbl M 3alUIIAeMOd MH(POpMAaLMU, a TAKXKE
TEXHUYECKUX CpPEJICTB  BHU3yaJIbHOTO  HAOJIOJEHUS, CBA3M U  OXPaHHOU
CUTHAJIM3AIIIH.

dusnueckas 3aliuTa HalpaBiieHa Ha o0ecreueHre 0€30MacHOCTH:

- nepumerpa HUH(MOPMAIMOHHONW CHUCTEMBbI (3aUlUTa KOHTPOIUPYEMOU
30HBI);

- IepuMeTpa OTAENbHBIX OOBEKTOB CHCTEMbI (BbIJCIEHHBIX TEPPUTOPHIA,
3MaHUN, TOMEIIEHHH ),

- Hocutenell uHdopmanuu, 060pyIOBaHUA U KaHAJIOB Mepefayd JaHHBIX,
XpaHAIIMX, 00paldaThIBAIONIMX W MEpeaoIuX HHPOPMALMI0 B OTKPHITOM BHUJE
(MarHUTHBIX W OyMaXHBIX HOCHUTENeW WH(}OpMaHuu, HSKPaHOB MOHHUTOPOB,
CEpBEPOB U PabOYMX CTAaHIUN, OTKPHITHIX KAHAJIOB CBSI3U U T.I1.);

- KJTFOYEBBIX 3JIEMEHTOB KpUNTOrpaMuyecKuX M NapoJbHBIX CUCTEM;

OCHOBHBIMH HANPABICHUSIMH (PU3NYCCKON 3aIUTHI Y UPEHKICHHS SIBISIOTCS

- KOHTPOJb (PU3HUECKOT0 JOCTyNa K 000PYyI0BaHUIO, HA KOHTPOJIHPYEMYIO
TEPPUTOPHIO U B TIOMCIIICHHUS,

- oOecnieueHre 0e30IMaCHOCTH KaOCIIbHON CHCTEMBI;

- obOecrieyeHue  0€30MaCHOCTA  HPH  YTWIM3AalMH  OTPabOTaBIIETO
000pyI0BaHUS U HOCHUTEJICH MH(POPMAIIHH;

- obecrnieueHue 6€30MaCHOCTH pabOYNX MECT.

KouTpons ¢puzndeckoro noctymna Kk 000py0BaHUIO, HA KOHTPOJIUPYEMYIO
TEPPUTOPHUIO U B IOMEILIECHHUS

Ha Tepputopun YupexaeHus u TEppUTOPUAIBHBIX MOJPA3ACICHUAN CIENYET
YCTAaHOBUTH HAJJICKAIMKA KOHTPOJIb AOCTyIa B noMmeuleHus. [IpaBuna nocrymna Ha
TEPPUTOPUIO JIOJKHBI PErJIaMEHTUPOBATHCS COOTBETCTBYIOIIUM IOJIOKEHUEM
(MHCTpYKITUEN).

JIns pazrpaHudeHUsl NOCTyIAa B IIOMEILIEHUS, T/I€ PACIIOIAraeTcsi CEpBEPHOE
o0opynoBaHue W napyrue kputuuecku BakHble 00bekThl UTKC VYupexnenus,
11eJIeCO00pa3HO HMCIOJIb30BaTh CHCTEMBbl (u3uUeckoi 3amuThl. Heobxomammo
COOJI0IaTh CJIEIYIONTUE TIPABUIIA IOCTYTIA B IIOMEIICHUSI:

- Bo Bcex mnompazneneHusX YUpexACHHS HEOOXOAUMO UCKIIOYUTH
HECAHKI[MOHUPOBAHHOE HAXOXJCHHE MOCTOPOHHUX JIMI], 1aTa U BPEMs UX BXOJa U
BBIXOJa JOJKHBI PETUCTPUPOBATHCS.

- IlocetuTenun [OOMKHBI HOCUTH Ha OACKIEC XOPOIIO PpPa3INYAMbIE
UJCHTU(UKAIIMOHHBIE KaPTOUYKH;

- HeoOxomuMo HEMEMJIEHHO W3BATH TpaBa JOCTyNa B 3alUIICHHBIC
o0Jsactu (TEppUTOPHIO, TOMEIIEHHUS) Y YBOJBHSIOMIUXCSI COTPYAHUKOB.

Kpome Toro, gnns  mpenoTBpalieHuss — yT€YKA — UHPoOpMAIUU U
MPOTUBOACHCTBUSI MOTEHIIMAIBHBIM  HAPYIIUTEIAM HEOOXOAUMO COOJI0IaTh
CJIEYIOLINE TTPAaBUIIA:

- Okcrutyaraius APM u cepBepoOB I0JKHA OCYIIECTBISATHCS B
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MOMEIIEHUSIX, 000PYA0BaHHBIX HAJICKHBIMU 3aMKaMH, CPEICTBAMU CUTHAIU3AIINH,

UCKJTIOYAOIUMU BO3MOKHOCTb OECKOHTPOJILHOTO
MPOHUKHOBEHUSI B TIOMENIEHUS MOCTOPOHHUX JHUIl M 00EeClneYnBaIOIIUMHU
(U3MUECKYI0 COXPAaHHOCTh HAaXOMAIIMXCS B MOMEUICHUHU 3alUIIAEMBIX PECYPCOB
(APM, 1OKyMEHTOB, PEKBU3UTOB JIOCTYIA U T.II.).

- Pasmemenne u ycraHoBka APM wu cepBepoB NOJDKHA HCKIIOYATh
BO3MOXHOCTh BHU3yaJIbHOI'O IPOCMOTpa BBOAMMON (BBIBOAMMON) HMH(pOpMaUUu
JUIaMH, HE UMEIOIIUMU K HeH JTIOCTYTI.

- YOopka mnoMeleHud, B KOTOPbIX 0OpabaThIBaeTCs WM XPaHUTCSH
KoH(UACHIMATbHAS WU Ciy)KeOHast uHpopMaIus, JOJDKHA TPOU3BOJIUTHCS B
NPUCYTCTBUU OTBETCTBEHHOTO, 32 KOTOPBIM 3aKPEIUICHbl TEXHUYECKHE CPEICTBa
(maHHBIE), WM JEXKYPHOTO 1O TOJAPA3ACICHUI0 C COOJIOJEHUEM  Mep,
UCKJTIOYAIOLIUX JIOCTYT MOCTOPOHHUX JIMIL K 3alUIIAEMbIM PECYpPCaM.

- B nmnomemenusix Bo Bpems o0paboTkun U oroOpaxkenus Ha APM
uH(OpMaIMK OTPAHUYCHHOTO PACIPOCTPAHEHUS JOJDKEH MPUCYTCTBOBATH TOJBKO
nepcoHa, AOMyIIeHHBIH K paboTe ¢ naHHO# mHbopmalmeil. 3anpeniaeTcs NpuemM
NOCETUTENIEH B TMOMEIICHMSIX, KOTJla OCYIIECTBIETCS 00paboTKa 3aliuiaeMoin
uH(pOpMAITIH.

- Jlms XpaHeHUs CHOy>KeOHBIX JOKYMEHTOB M MAIIMHHBIX HOCHUTENeH C
3amumaeMoil  mHdopmalnueil  moMmemnieHuss — CHaOkaroTcs — ceiipamu U
MeTayndeckuMu mkadamu. [lomerenust JoMKHBI OBITH 00ECIIeYeHbl CPeACTBAMU
YHUUYTOXKEHHS JOKYMEHTOB.

- BcmnomorarensHoe ~— oOopyaoBaHue — (Hampumep,  KONUPOBAJIbHBIE
amnmapartsl, (hakC-MalluHbI) JOJKHO OBITh TaK pa3MEIIeHO, YTOOBI YMEHBIIIUTh PUCK
HCJl x 3ammuiieHHbIM 00JacTsIM WJIM KOMIIPOMETallMK KOH(HISHIIMATIBHOM
uHdOpMaIHH.

-  @usuyeckue Oapbepbl JOKHBI MO HEOOXOIUMOCTH MPOCTUPATHCS OT
nojla 0 TIOTOJIKA, YTOOBI MPENOTBPATUTh HECAHKIIMOHWPOBAHHBIA TTOCTYN B
ITOMEIICHHUE.

- 3ampemtaercs 0e3 HaIOOHOCTH MPENOCTABIAThH MOCTOPOHHUM JIUIIAM
uHQOPMAITMIO O TPOUCXONAIIEM B 3alIUIICHHBIX 00JacTsIX (TEPPUTOPHH,
TTOMEIIICHUSX ).

- Jlma oOecrieueHuss JOHKHOTO  ypOBHA  0e30macHOCTH W JUIA
MIPEIOTBPAIICHHS BPEIOHOCHBIX JICUCTBHUI 3ampeniaeTcsi padboTaTth B OAUHOUKY (6e3
HaJJIeKANIEro  KOHTPOJISI) €  KPUTHYECKM  BaXKHBIMHU  KOMIIOHEHTaMH
WH()OPMAITMOHHON CUCTEMBI.

- B mepabouee Bpems 3aniuiieHHbIe 00JACTH (TEPPUTOPHS, TIOMEIICHNUS)
JOJKHBI OBITh (PU3UYECKU HENOCTYNHBI (3aKpbITHl HAa 3aMKH) U MEPUOJUYECKU
MPOBEPATHCA OXPAHOM.

- Ilepconany, oCylIeCTBISIONIEMY TEXHUUYECKOE OOCTYKHBAHUE CEPBEPOB,
JOJDKEH OBITh TPEAOCTaBJICH JOCTYIl B 3alllUIICHHBIE 00JIACTH (TEPPUTOPHIO,
MOMEIIEHHUSI) TOJIBKO B ClIydae HEOOXOJUMOCTH M TOCJE MOIYUYEHHUS pa3pelieHus.
[To HEeoOX0aUMOCTH IOCTYI TaKoro nepcoHasna (0COOCHHO K KOH(PUIACHIIUAIbHBIM
JTAHHBIM) CJI€YeT OTPAHUYHTh, a UX IEUCTBUS CIETYET OTCIEKUBATH.
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- 3anpemiaeTcsi UCHoib30BaHUE (oTOorpapuieckoi, 3ByKO3amUChIBAOIICH
W BHJIEO ammapaTypbl B  3allUIICHHBIX O00JIACTAX, 3a  HUCKIIOYCHUEM
CaHKIIMOHUPOBAHHBIX CITyYacB.

- Tlo oxoHuaHuu paboyero JHS TIOMEIICHHS C YCTaHOBJICHHBIMU
samumeHHbiME - APM  JOMOKHBI  ¢laBaThCsl  TOJ OXpaHy C  BKIIIOUCHUEM
CUTHAJIA3AITIH.

O6ecneuenne Oe3onacHocTy kadbenbHou cucteMbl UTKC Yupexnenus
3amuta kabenpHoi cucreMbl UTKC HampaBieHa Ha CHIDKEHHE BEPOSATHOCTH
HECAHKIIMOHUPOBAHHOTO JIOCTyNa K WHQPOpMAIMU TYyTEeM TalbBaHUYECKOTO
MNOJKITIOYCHHS] K WH(POPMAIMOHHBIM KaOensiM WU CHATUS HWH(pOpMamuu depes
NOOOYHBIC AIEKTPOMArHUTHBIC U3YUEHUSI U HABOJKM Ha JIPyrue KaOenu, a Takxke
Ha oOecrmedeHre 3amuThl KaOeTbHOro OO0OpYJOBaHHUS OT AIIEKTPOMArHUTHBIX
TIOMEX.

KabGenn omekTponmuTaHWsi W CETEBble KaOenu I TepeJavyd JTaHHBIX
HEOOXOAMMO 3aIlMIIaTh OT BCKPBITHS JUIA IeNiel mepexBaTa WHPOpMAIUU U
noBpexaeHusi. Jlis yMEHbBIIEHUS TaKOTO pHCKa B TOMEIICHHUSIX OpraHU3aIlluu
Ipe/IaracTcsi peaTn30BaTh CICIYIOIINE 3allUTHBIC MEPHI:

- Kabenu snextponuTaHusi U JUHUM CBSI3U, UAYIIHE K UHPOPMAIMOHHBIM
CUCTEMaM, JOJDKHBI OBITh MpPOBEIEHBI MOJA 3eMJeil (10 BO3MOKHOCTH) WIIU
3alUIIEHbl HAaJJIEKAIUM 00pa30M C IOMOIBIO JPYTHUX CPEICTB.

- HeobxonuMo paccMoTpeTh Mephbl IO 3alllUTE CETEBBIX Kaleiel oT ux
HECAHKI[MOHUPOBAHHOTO BCKPBITUS JUIsl IeJed IepexBaTa JaHHBIX U OT
HOBPEXKJICHUS, HApUMEpP, BOCIHOJB30BABIIMCh JKPAHAMU WM TPOJIOXKUB 3STU
JMHUU TaK, YTOOBI OHU HE MPOXOAUIIHN Yepe3 OOIIeT0CTYITHbIE MECTa.

- C Lenpl0 CHWKEHUS BIMSHMS SJIEKTPOMArHUTHBIX TOMEX, CHUJIOBBIE U
KOMMYHUKAIIMOHHBIE KaOeJH JJOJKHBI ObITh pa3HECEHBI B IPOCTPAHCTBE.

- JIns UCKIIOUMTENBHO YSA3BUMBIX MJIM KPUTHYECKH BaXKHBIX CHCTEM
CJIEyeT PacCMOTPETh HEOOXOIUMOCTh NPUHATHS JONOJHUTENBHBIX MEp, TaKHX,
KaK:

- muppPOBaHUE TAHHBIX;

- yCTaHOBKa OpOHUPOBAHHBIX 3KPAaHOB U HCIIOIb30BAaHHUE 3aIIMPAEMBIX
MMOMEIICHH;

- UCTIOJIb30BaHUE IPYTHX MapLIPYTOB WU CPEl Mepeladu JaHHBIX.

Hanexnas yrunuzanust oTpaboTaBiero 000py10BaHus U HOCUTENeH nHpOpMaIuu

O6opynoBaHue, MOJIeKaIIEe BRIBOAY M3 dKCIUTyaTallu, U MCIIOIh30BaHHbIE
HOcUTENW  HMHPOpPMAMU  MOTYT  COJEpKaThb  OCTATOUYHYIO  HMH(POPMAIIUIO
OTPaHUYEHHOI0 JO0CTyma. PermaMeHTanuss mopsaka ¥ MNPOUEAyp UX YTHIM3ALUU
MO3BOJIIET TMEPEKPHITh KaHajdbl HECAHKIMOHUPOBAHHOIO JOCTyma K JTOU
uHpopManum:

- YCTPOWCTBA XpaHEHUs] HH(POpMaIINH, COIepKALTUE LIEHHYIO
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uH(pOpMAIMIO, TPHU BBIBEICHUM W3 SKCIUTyaTalluu JOJDKHBI OBITH (pU3MUecKu
YHUUTOXEHBI, JIUOO JOJKHO OBITh IPOBEIEHO T'APAaHTUPOBAHHOE CTHPAHUE C HUX
OCTaTOYHOU MH(pOpMAILY;

- Bce 00OpynOBaHuE, BKIIOYAas HOCUTENN MH(pOpMalLuu, Nepes nepenayeil
IpYroMy BJIAJENblly WJIM CHUCAaHUEM JOJKHO OBITh IPOBEPEHO Ha OTCYTCTBUE
BaYKHOM MH(POpPMALIMK WU JIMLIEH3MOHHOTO MPOrPaMMHOI0 00eCIIeUeHH s

- JanbpHeWmas cyab0a MOBPEXICHHBIX YCTPOWCTB XpaHEHUs, COAEPKALIUX
BOXHYI0 HMH(pOpMalnio, (YHUUYTOKEHHE WJIM PEMOHT) OMNpEeNeiseTcss Ha OCHOBE
3aKJTFOYEHUS IKCIIEPTHOM KOMHCCHH.

bezonacHocTh pabouero Mecta COTPYTHUKOB Y UPEKICHUS

PaGoune MecTta COTpYTHUKOB YUpEKJICHHUS - HamOoJiee MHOTOYHCIICHHAs
kareropusi o0bekToB MTKC, depe3 xoTopble BO3MOXEH HECAHKIIMOHWPOBAHHBIN
noctyn kK wuHbopMmanuu. JIeHCTBUS COTPYIHHKOB CJIO)KHO KOHTPOJHUPOBATH,
MO3TOMY B CHCTeME 3aluThl HWHPOPMAIMM HEOOXOJUMO TMPEAYyCMOTPETh
aBTOMATU3UPOBAHHBIE  MEXAHW3MBI  KOHTPOJS  JOCTylma K  TEpMHHAJIaM,
MOHUTOPHHTA 3a JEHCTBUIMU TOJB30BATEICH U CUTHAIM3AIMK TPU OOHAPYKECHUU
MOTBITOK HECAaHKIIMOHUPOBAHHOTO JOCTYyMa, a TaKXe YCTAHOBJICH >KECTKUU
perjiaMeHT JocTyna K paboyuM MecTaM ¢ IOMOIIbI0 OpraHU3aIMOHHBIX MEp.

bezonacHoCTh pabouux MecCT COTPYAHUKOB VYupexnenus
peaycMaTpHUBAaET:

- JOKYMEHTBl Ha BCEX BHJAX HOCHUTEIEM U TEXHUYECKHE CpEICTBa
00paboTku HMHPOpPMALIUU, IOJKHBI XPAaHUTHCS (pa3MelaTrhcsi) B IOMEIICHHUSX,
UCKIIFOYAIOLIMX HECAHKIIMOHUPOBAHHBIN JTOCTYM K HUM;

- HUCKJIIOYEHHWE HECAaHKIMOHUPOBAHHOIO  JIOCTyNma K  uHMOpMaImu,
XpaHSAUIEHCS HAa pa3IMYHOrO poAa HOCUTEISIX;

- IEPCOHAJbHBIE KOMIBIOTEPHI, TEPMHUHAIBI M MPUHTEPHl  JOJIKHBI
3alMIIAThCS OJIOKUpATOpAMU KIIABHATYPHI, MAPOJSIMU WIIH IPYTUMUA METOJaMH Ha
BpEMsI OTCYTCTBHSI IIOJIb30BATEIIS;

- JOKHBI  OBITh  MPUHATHI  HANEKHBIE  MEphl,  HCKIIOYAIOIINE
HECAHKIIMOHUPOBAHHOE MCIOJb30BAHUE KONTUPOBAIBHON TEXHUKH;

- pacmeyaTkd, cojaepXkamue HWHQOpPMAIMI0 OrPaHUYEHHOTO JOCTyma
JOJKHBI W3BIMAThCA W3 TI€YATAIONIET0 YCTpPOWCTBa HeMeqieHHo HeoOxomumo
YCTaHaBIIUBaTh I[€YaTalONIME YCTPOWCTBA JUIsl TMe4YaTH KOH(PUAEHIUATbHBIX
JOKYyMEHTOB B TIOMEIIEHUSAX, TJe paboTaloT COTPYIHUKH, OTBETCTBEHHBIC 33 HX
YYET, XpaHEHHUE U BbIJIa4y UCIIOJTHUTEISIM.

5.3. MeponpusiTuss 10 o0ecneYeHUI0 KATACTPOPOYCTOHYUBOCTH
HH(POPMAIHMOHHO-TEJIEKOMMYHUKALIMOHHON CHCTEMBbI Y4Ype:KIeHUs

OGecneuenne KaTacTpo()OYCTOMUYMBOCTH HEOOXOAUMO ISl COXPAaHEHUS
YCTOMYMBOCTH M  CTAOMJIBHOCTH (YHKIIMOHUPOBAHUS YUPEKICHUS U €€
MH()OPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHON CHUCTEMBbl B Pa3JIMYHBIX YCIIOBHSIX
HEOJaronpusaTHOTO BO3/I€MCTBUS BHEIIHUX U BHYTPEHHUX (AKTOPOB TEXHOTEHHOTO
W/WIY IPUPOJTHOTO XapaKTepa.
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Jst  oOecrieyeHust KaTacTpoPpOyCTOMYMBOCTH HEOOXOJUMO BBIIOJIHUTD
paboThl, HANpaBICHHBIX HA MUHUMU3ALHUIO BO3MOXKHBIX MOTEPb YUpPEXKICHUS B
YCIIOBUSX aKTUBHOI'O BO3JCHUCTBUS BHYTPEHHEN U BHELIHEU CPEBI.

OcHOBHBIE MEPOIPUATHS IO 0OECIIEUEHUIO KaTaCTPO(HOyCTOMYNBOCTH
UH(OPMAIIMOHHO-TEJIEKOMMYHUKAIMOHHON CUCTEMBI Y UpEKICHUS

- UACHTH(QUKAUMA W AaHaIu3 HEeOJArompusiTHBIX BO3JEHCTBUNA  Ha
MH(OPMAIMOHHO-TEJIEKOMMYHUKAIMOHHYIO CHUCTEMY YupexaeHus, pa3paboTka
CTpaTeruil ynpapie€HUs PUCKAMH, CBA3aHHBIMU C MPUMEHEHHEM HH(POPMALMOHHO-
TEJIEKOMMYHHKAIIMOHHOW CHCTEMBI

- oIpeneieHue TpeOoBaHUM Yupexaenus K HETIPEPBIBHOCTHU
(GYHKIMOHUPOBAHUS HHPOPMALIMOHHO-TEIIEKOMMYHHUKAIIMOHHOW CUCTEMBI;

- OINpeJeNieHHe CTPATeruii BOCCTAHOBIEHUS WH(DOPMAIMOHHBIX U APYTHX
TEXHUUYECKUX CUCTEM B ClTydyae BOBHUKHOBEHHUS OTKa30B U COOEB;

. pa3paboTka U JIOKYMEHTHPOBAHUE

wiaHa  oOecreueHus
KaTtacTpo(POyCTOMUUBOCTH HHPOPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHOW CUCTEMBI
Yupexnenus;

- BHEJIPEHUE HEOOXOJIUMBIX W3MCHCHHUH B
TEXHUYECKOM,
OpraHU3allMOHHOM M HWH(POPMALIMOHHOM OOECIEeYEHUN YUPEXKIACHHUS COIIACHO
pa3zpaboTaHHOMY IUTaHy oOecrieueHus KaTtacTpooycTOMUNBOCTU
MH(GOPMAIIMOHHO-TEIEKOMMYHUKAITMOHHOW CUCTEMBI Y UpEkKACHHUS;
- MOJIIePIKKa riaHa oOecrieyeHus

KaTacTpo(OyCTONIMBOCTH
MH(POPMAIIMOHHO-TEIEKOMMYHUKAITMOHHOW CHCTEMBl YUPEKICHUS B aKTyallbHOM
COCTOSIHMM (BKJIIOYas TECTUPOBAHHUE IJIaHA, OOy4YEHHE TMepCcOoHaNa, TeXHUYecKas
NOJIEPKKA MCIOJIB3YEMOTO TPOrPaMMHOTO U ammaparHoro obecreueHus,
NEPUOUIECKOE OOHOBIICHHE TIJIAHA)

Baxneiimum kadectBom WTKC wu, B wacTHOCTH, HEHTPOB 00pabOTKU
nanabiX (L{OJl) YupexnaeHus sBIsSETCS CHOCOOHOCTh OOECTeUMBAThH TPEOYEMBIH
YPOBEHb OTKa30yCTOMYMBOCTU. BO3MOKHO IPUMEHEHHS CIEIYIOINX TEXHUUECKUX
MEpONPUATUI ISl 00eCTIeYeHUsI 0TKa30yCTONUYUBOCTH:

- Cnenyer BHEApPATH TEXHOJIOTHU PE3EPBUPOBAHUS  XPAHMIIUII]
JTAHHBIX.

- CepBepHOE U Jpyroe KpUTHYECKOE OOOPYIOBaHHE CIEIYET pa3MeliaTh
TakKUM 00pa3oM, 4YTOObl CBECTM K MHUHUMYMY HW3JIMIIHUI JOCTYyn B padouue
MOMEIIECHHUS.

- OOopymoBaHHe HEOOXOJMMO 3allMINATh OT cOOEB B  CHCTEME
ANEKTPOMUTAHUU U JPYTUX HEMOJIATOK B AMEKTPUUECKON CeTH. VICTOUHUK MUTaHUS
JOJIKEH COOTBETCTBOBATH CHEIM(PUKAIIUAM TPOU3BOAUTENST 000PYI0BaHUS.

- CrnenyeT paccMOTpPeTh HEOOXOJMMOCTb HCIOJIb30BaHUS PE3EPBHOTO
ucTouHnKa mmTanus. Jlns oOopymoBaHWs, TOAMECPKUBAOMIETO KPUTHUYECKU
BAXKHbIC TMPOU3BOJCTBEHHBIE CEPBUCHI, PEKOMEHAYETCS YCTAHOBUTb HCTOYHHK
O0ecniepeboitHoro nutanus. [lnan nelcTBUN B Upe3BBIYANHBIX CUTyalUAX JOJKEH
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BKJIFOYATh MEpPbl, KOTOPble HEOOXOIMMO MPUHATH MO OKOHYAHUU CPOKA TOJHOCTH
UCTOYHUKOB OecmepeboitHoro mnutaHusa. OOopynoBaHue, paboraromiee C
MCTOYHUKaMU OecrepeOOMHOro MUTaHus, HEOOXOUMO PEryJsipHO TECTHUPOBATH B
COOTBETCTBHUH C PEKOMEHJALUSMU U3TOTOBUTEIS.

- CrnenyeT pacCMOTPETh BO3MOXKHOCTb U30JIAIIMU 00J1acTei, TpeOyomux
CHEeUaNIbHON 3aIUTHI, 1JIs1 MOHMXKEHHUSI HEOOXOJMMOTO YPOBHS OOILEH 3aIUTHI.

st CO37[aHUsl CUCTEMBI 0OECTIEYeHHsI KaTacTpO(POyCTONYUBOCTH
HEO0OX0AMMO pa3paboTaTh CHEAYIOIIHME OPraHU3aMOHHO-PACIIOPSAUTENbHBIE U
HOPMAaTHUBHO-TEXHUYECKHE TOKYMEHTHI:

- [lonutrka pe3epBHOrO KOMMPOBAHUS U BOCCTAHOBJIEHUS JJAHHBIX

- Ilnan obecneyeHus: HEMpEpbHIBHOM  pabOTbl W BOCCTAHOBJICHHS
pabotocnocooHocTH ToacucteM AC -

5.4. MeponpusiTusi MO0 PpelIeHWI0 3aJa4 3alUThl HHpopManuu ot
HECAHKLIMOHUPOBAHHOIO aocTyna B MH(OPMALTHOHHO
TeJIeKOMMYHHKANMOHHBIX CHCTEMAaX Y4YpesKaeHus

OCHOBHBEIE MEPOTIPUSITHS 10 3aIUATe uHpopManmu oT
HecaHKimoHupoBanHoro joctyna B WTKC  gomkHbl  mpeaycMaTpuBaTh
cleaymliee:

- Ilpumenenne cepTUDUIIMPOBAHHBIX aNNapaTHO-MPOTPAMMHBIX CPEICTB
samuThl nHGopMaruu ot HC/I.

- Mexanusmsl 3anuthl 0T HCJl 10KHBI OCYIIECTBISATH 3alIUTY CHUCTEMBI
OT BO3MOKHOCTH IMOCTOPOHHUX JIUI OCYIIECTBIATHh pabOTy B cUcTEME (MEXaHU3MBbI
uAeHTUPUKaIUM W  ayTeHTuPukanuu), a Take mnomydarb HCJI «k
MH(POPMAIIMOHHBIM pecypcaM CHUCTEMbI (MEXaHM3MBbI pa3rpaHUYCHHs JOCTyNa B
COOTBETCTBHM C TOJHOMOUUSAMH CcyObekTa). [Ipu peanuzanuu 3TUX MEXaHU3MOB
3allMTBl  JOJDKHA  HMCHOJB30BaThCS ~ COBOKYIMHOCTb  OpPraHU3alMOHHBIX,
NPOrpaMMHBIX (IapoJik, MATPHIIBl JOCTYIa U Jp.), anmnapaTHO-TIPOTPAMMHBIX H
TEXHHUYECKUX METOOB 3aIHTHI.

- 3ammra cucreMpl ot HCJ[ nmomkHa oOecrieuymBaThcsi Ha  BCEX
TEXHOJOTHYECKUX ATamax mMepeaadd, oOpadoTKH U XpaHEHUS UHPOPMALUU U TPH
BCEX peXUMax PabOThl CHUCTEMBI, B TOM YHCJE MPHU MPOBEACHUU PEMOHTHBIX U
periamMeHTHbIX padoT. [Ipu 3TOM peanu3oBaHHBIE B CUCTEME CPEJICTBA 3AILUTHI OT
HCJI He pmomxHBI yXyamaTh OCHOBHBIE (YyHKIMOHAIBHBIE XapaKTEPUCTHKU
CUCTEMBI.

- 3Bammura cucrembl or HCJl ¢ momomipio mporpaMMHBIX, TPOTPaMMHO-
anmapaTHBIX U TEXHUYECKUX METOJIOB JOHKHA 00ECTICUNBATh:

o 3alIUTY TEXHUYECKUX CPEACTB 00pabOTKHUHUH(POpMALINY;
o 3aluTy 0a3 JaHHBIX;
¢ 3allUTy CHUCTEMBbI yIIPaBICHUS.

- 3amwura ot HCJI noiKkHA CTPOUTBHCA HA OCHOBE CHCTEMBI Pa3rpPaHUYEHUS
noctyna (CPJl) monb3oBaTeneil Kk cucremMe U €€ MH(POPMALMOHHBIM pPECYpCaM.
OcHoBubiMU QyHKIHSIMUA CPJ] MOJIKHBI SIBJISITHCS:

o peanuzaius npaBuil pasrpanunuenus npocryna (I1PJ])



M0JIb30BATENIeH U UX MPOLECCOB K MH(OOPMALIMOHHBIM pECypCcaM;
o peamusaums [IPJ] monbp3oBatenell K yCTpOMCTBaAM CO3JaHMS TBEPABIX
KOITHH;

O H30J0uA IporpamMm Imponecca, BhIIIOJIHACMOI'0 B HHTCpECaX
IMOJIB30BaTCJIAA, OT APYIrUX MOJb30BaTEIICH CHUCTCEMBI,
O peainu3anus rmpaBull oOMeHa JAaHHBIX MCKAY MMOJIb30BaTCIIIMU

CUCTEMBI, IOCTPOEHHBIX MO CETEBBIM MPUHIIUIIAM.
- OGecneunBatoiue cpenctsa CPJl 10mKHBI BBIIOIHATD CIAEAYIOIINE
OCHOBHbIE (DYHKIIMH:

o UJCHTU(DUKAINIO U ayTEHTU(PUKAIINIO MOIB30BaTENIC CUCTEMBI U
noAAepKaHUe MPUBA3KU K UX MPOIIECCAM, BBITIOJHAEMBIM B UX UHTEpECAX;
o pEerucTpaIuio AEHCTBUHN MOJI30BATENICH U BBIMOJHIEMBIX B UX

HHTCPCCAaxX NpoHeCCOB, MPCAOCTABICHUC BO3MOKHOCTH HUCKIHOYCHHUA U BKIIIOUCHUA
HOBEBIX I10JIB30BATEIEU U 06’BCKTOB AOCTYyIId, a4 TAKKC HN3MCHCHHC OJHOMOYHUH
HOHBSOB&TGHGﬁ;

O PCaAKIMIO Ha MMOIIBITKN HCCAHKIITMOHUPOBAHHOT'O JOCTYIIA
(CI/II‘HaJII/BaIII/IIO, 6JIOKI/Ip0BKy )51 T.)I.), BOCCTAHOBJICHUC MCXAaHU3MOB 3alllUTHI ITOCJIC
HCJ;

O TECCTUPOBAHUC,

¢) OYHCTKY OTIEPATUBHOMN MaMATH B pabo4yux objacTel Ha
MArHuTHBIX HOCHUTCIIAX I10CJIC 3aBCPIICHUA pa6OTBI MMOJBb30BaATCIIA C
3alIMIICHHBIMU JaHHBIMU,

o) y4eT BBIXOJHBIX IMEUATHBIX U Tpadudeckux GopM, a Takxke
TBEPABIX KOMUU B CUCTEME;
0 KOHTPOJIb IIEJIOCTHOCTH MPOTPaMMHOMN U HHPOPMAITMOHHOW YacTH

kak CPJI, Tak 1 oOecrieynBaroIINX €€ CPEICTB.

- Ilpaktuueckas peanuzanuss CPJl ngobkHa oOmOpenensaTbcss € y4eTOM
KOHKPETHBIX OCOOCHHOCTEH CHCTEMBbI MU MOXET BKIIOYATh B CEOS CIICIYIOIINE
CITOCOOBI ¥ UX COYETAHHUS:

o pacrpeneneHHas cuctema pasrpannyenus noctyna u CPJI,
JIOKAJIN30BaHHAsl B anmnapaTHO-IIPOIrPAMMHOM KOMIUIEKCE CUCTEMBI;

o CP/l B pamkax onepauyuoOHHON CUCTEMbI, CUCTEMbI YIIPABICHUS
0a3aMu JAaHHBIX WM MPUKIATHBIX TPOTPAMM;

o CPJ/l B cpeacTBax pean3allii CETEBBIX MPOTOKOJIOB
B3aHMOJICMCTBUS WJIM HA YPOBHE NMPUIIOKECHUN;

o [Iporpammuas u (nnm) texuuueckas peanuzanust CPJI;

o [Iporpammuas 151 (nnn) arnraparHas peanuszanus

Kpunrorpadhudeckux QyHKIIHM.

B pamkax cuctremsl 3ammuthl oT HCJ] HE0OX0auMO BHEAPUTH KOMILJICKCHYIO
CHCTEMYy 3allUThl 0a3 JaHHBIX, COJAEpPKAMMX KPUTHUUYHYI0 K HaPYIICHUIO
0e30MacHOCTU UHPOPMAITHUIO.

JIns co3maHus CHUCTEMBI 3alluThl MHQOpPMAIUK OT HECAHKIMOHUPOBAHHOTO
I0CTyna B HWH(POPMAIMOHHO-TEICKOMMYHHUKAIIMOHHBIX CHCTEMaxX Y4UpeKICHUS
HEO0OXO0UMO pa3paboTaTh CIEAYIONIUE OpPraHU3aIMOHHO-PACTIOPSAUTEIbHBIE U



HOPMAaTUBHO-TEXHUYECKUE JOKYMEHTHI:
- [TomoxeHnue o pa3rpaHUYCHUH MPaAB JOCTYIA K HHPOPMAITMOHHBIM
pecypcam
- JIOIKHOCTHBIE MHCTPYKIIMH aIMHHICTPATOPOB W COTPYTHHKOB
0e30MMacHOCTH.

5.5. Meponpusitus no odecrneyeHn0 0e30MaCHOro HHGpOPMALMOHHOTO
B3aUMOJEHCTBUSL Y4pexkJAeHUs ¢ OpPraHu3alusiMi, MHHHUCTEPCTBAMH U
BeIOMCTBAMH

K OCHOBHBIM MepOnpUITHSIM 1O OOECHeUYeHHI0 O€30MaCHOCTH CETEBOTO
MH(GOPMAIIMOHHOTO B3aUMOJECUCTBUS YUPEKJIECHUS C BHEIIHUMH MOTPEOUTEIIMHU,
MOJIb30BATENSIMA U UCTOYHUKAMU MH(OPMAIUU, OTHOCSTCS:

- IIpenorspamienue BO3MOYKHOCTH YTEUKHU KOH(UIEHIIMATHHOM
uHpopmaimu, oopadarsiBaecmoit B UTKC Yupexaenusi, uepe3 BHEIHIOIO CETh.

- O6ecnieuenne 3amuthl pecypcoB MTKC co cTopoHBI BHEHIHEH
CETH.

Tak kax pecypcsl UTKC (B uwactHocTH - cucrema «lamaktuka ERP»),
npeaHa3HAuYCHHbIE [JIs JOCTYyNa W3 BHEIIHEW ceTh ([0 KaHajlaM CBSI3U CeTel
oOIIero moJb30BaHMs), MOJBEPKEHBI aTakaM W3 BHEIIHEW OTKPBITOM CeTH, TO
BEJIOMCTBEHHBII (3aLIMIIEHHBIN, COZIepIKAILIHIA KOH(UICHIIUATBHYIO
uH(OpMaIlMIO) W BHEIIHWK (OTKPBITHIN) TpadUKu JOJDKHBI OBITh (U3HUYECKU
paznenensl - B UTKC He A0mKHO OBITH BBIUMCIUTENBHBIX CPENCTB (pabounx
CTaHIMi, CEPBEPOB, MEKCETEBBIX JKPAHOB), KOHIICHTPUPYIOIIMX Ha cebe
OJTHOBPEMEHHO BEJJOMCTBEHHBIN M BHEITHUM TpaduK.

[Ipu opraHuzanum CETEeBOTO B3aWMMOJEHCTBUS CJIEAYET HCIOIb30BaTh
CPEACTBA 3AILUTHI:

- BeiaenenHsle cpeacTBa MEXCETEBOIO SKPaHUPOBAHUA (WJIM MEKCETEBbIE
9KpaHbl), YCTaHABIMBAE€Mble Ha CTBIKE CETEW, KOHIEHTpUpYIOIIUE Ha cebe
MEXCETEBOU TpaduKk;

- MexaHu3Mbl KOHTPOJIA JOCTyNa K JIOKAJIBHBIM U CETEBBIM pecypcam,
Bxoasuue B coctaB C3U HC/I, ycranaBnuBaeMoii Ha paboure CTaHIUU U CEPBEPHI
UTKC, pemaromue 3amaun (GUIBTPANMA BHYTPUCETEBOTO Tpaduka U JOCTyMa K
JIOKaJIbHBIM pecypcam;

- AHTUBHUPYCHBIE CPEACTBA;

- CpencTtBa oOHapyKeHHs KOMIIBIOTEPHBIX aTak.

YKa3aHHBIMH CPEACTBAMHU JOJIKHO 00ECIIEUNBATHCS

- pa3rpaHHueHHe JocTyna (10 BXOJAIIEMY M HCXOJAILIEMy Tpadukam) Io
anapecam (IP aapecam) W ceTeBBIM MPOTOKOJIAM K XOCTaM BHENTHCH/BHTYpCHHEU
CETH;

- TPaHCIALMS aPECOB - BO BHEIIHEH CETU JOJKEH ObITh “BHUNIEH” TOJIBKO
aJpec KpUMTOMAPUIPYTU3ATOPA, YTO MO3BOJSIET CKPBIBATh CTPYKTYPY BHYTPEHHEU
cetu (aapeca paboUyux CTaHIUN U CEPBEPOB BHYTPEHHEU CETH);

- 3allMTa OT CETEBbIX aTak (BUPYCHI, IIMHOHCKHE NPOrpaMMbl, aTakKh Ha



OTKa3 B 00CITy)KBaHUN );
- ayJIuT IOCTyIa K pecypcaM BHEITHEH ceTH;
- ayTeHTH(UKAIUS yIaJCHHBIX MOJIb30BaTeNeH

BaxxneimuMm ycioBueM oOecriedeHts 3alIUIEHHOT0 JOCTyIa K BHEIIHUM
pecypcaM sBIIETCS peaan3alus IeMUIUTapU30BaHHOM 30HbI, C LENbl0 (U3HUUECKOM
M30JISIUU BHYTPUCETEBOTO U BHEIIHETO TpadukoB. J[aHHOE pelieHne JOJIKHO
MO3BOJISITH B3aMMOJIEHCTBOBATH MOJIH30BATENSIM BHEILIHEN CETH TOJBKO C
CepBepaMM BHEIIHETO JIOCTYIA, U JeaTh HEIOCTYIHBIM JJI HUX AOCTYI, MPEXxIe
BCEro, K BHYTPEHHUM CEpBEpaM, a TakKe K padourM CTaHIUSAM 3allMIaeMon
KOPIOPaTUBHOM CETH, JlaXke MPU MPEOI0JICHUH 3aIUThI, Peain3yeMOi CpeICTBAMHU
MEXKCETEBOT0 SKPAHUPOBAHMUS.

5.6. MeponpusiTusi MO OPraHU3aAIUMM KPUNTOrpauyecKoii 3auThHI
uHopMaLUHU

B nemsix 3anutel koHbuaeHnuansHoi nHbpopmanuu B AVUC Yupexnenus
JTOJDKHBI TIPUMEHSTHCSI CPEICTBA KpUNTOrpauiecKoi 3amuThl nHpopMamu
(CK31M).

K CK3U npenbsBistoTcs ciaeayromue TpedoBaHus:

- CK3U nomxHBI 10MyCKAaTh UX BCTPAUBAHUE B TEXHOJIIOTMYECKYIO CXEMY
00pabOTKH PIEKTPOHHBIX COOOIIIEHUI, 00€CTIeunBaTh B3aUMOICHCTBHUE C
PUKJIAHBIM TPOrPAMMHBIM 00€CTIEYUeHHEM Ha YPOBHE 00pabOTKH 3alpoCcoB Ha
KpunTorpaduyeckre npeoOpa3oBaHus U BbIJIaYM Pe3yJIbTaTOB;

- CK3MU gomxHbI MOCTaBIATHCSA pa3padOTYMKAMHU C MOJTHBIM KOMILJIEKTOM
AKCIUTYaTallMOHHOW TOKYMEHTAI[MH, BKIIK0Yasl OMMCAHUE KIFOUEBOUW CHUCTEMBI,
npaBuia paboTHI ¢ Hel, a Takke 000CHOBaHKHE HEOOXOMMOTO OPraHU3aIMOHHO -
IIITATHOTO OO€ECIIEYEHN;

- CK3U nomxHbI OBITH peaan30BaHbl HA OCHOBE AJITOPUTMOB,
COOTBETCTBYIOIINX HAIIMOHAJIBHBIM cTaHAapTam Poccuiickoit @eaepanuu u (Win)
YCIIOBUSIM JOTOBOPOB C KOHTPAr€HTaMU;

- CK3U nomkHBI IMETh CTPOTUM pEriaMeHT UCIIOIb30BaHUs KIIIOYEH,
MIPEATOIaranii KOHTPOJIb CO CTOPOHBI aIMUHUCTPATOpa 0€30MaCHOCTH 32
JEeHCTBHUAMU IOJIB30BATENS HA BCEX ATalax paboThl ¢ KIIIOYEeBOH MHMOpMaLIUEH
(mosydyeHue KIIF0YeBOTO HOCUTENSA, BBOJI KITIOUEH, NCIIOIB30BaHUE KIIFOUEH U cllaua
KJIFOUEBOTO HOCUTETIS);

- CK3MU nomxHbl 00ecrieunBaTh pealn3alnio mpoueayp copoca Kioyei B
CJIy4asiX OTCYTCTBHS INTATHOW AKTUBHOCTH MOJIb30BATEIEH B COOTBETCTBUH C
PErIaMEHTOM MCIOJIb30BAHUS KITIOUEH;

- CK3U nHe gomxHbI IpeabsBiIsTh TpeboBanuii kK 9BM 1o crnenunanbHOM
MIPOBEPKE HA OTCYTCTBUE 3aKIAJHBIX YCTPOMUCTB, €CJIM HHOE HE OTOBOPEHO B
TEXHUYECKOW TOKYMEHTAIlMA HAa KOHKPETHOE CPEACTBO 3aUTHI;

- CK3MU e nomxHbl TpeOOBATH AOMOIHUTEIBHOMN 3aIIUTHI OT YTEUKH IO
MOOOYHBIM KaHalaM 3JIEKTPOMArHUTHOTO U3JTYyUYEHUS.

[Tpn npumenennun CK3U1 B AUC JOJKHBI OAAEPKUBATHCS
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HETMPEPHIBHOCTh MpolieccoB MpoTokonupoBaHusi padotel CK3U u obecneueHus
LEJI0CTHOCTH MPOrpaMMHOI0 obecrieueHus s Beex 3yeMeHToB AUC.

Nudopmarnmonnass 0e300aCHOCTh MPOLECCOB HM3TOTOBJIEHUS  KIIOUEBOU
unpopmaruun  gokyMeHntoB CK3UW npomkHa oOecneyuBaThCs  KOMIUIEKCOM
TEXHOJIOTUYECKUX, OPraHU3AI[MOHHBIX, TEXHUYECKUX M TMPOTPAMMHBIX MEp H
CPEACTB 3aILUTHI.

PernameHT reHepauuu, pacnpeAcieHUs, XpPAaHEHHS W YHHUUYTOXKECHMS,
MO3K3EMIUIIPHOTO ydeTa KpUNTOrpapuuecKux KIHYel, a Takke NepUOIUYECKUe
NPOBEPKH  BBIMOJIHEHUS MOJb30BATESIMU  TPEOOBaHUI 1O  XpaHEHUIO H
AKCIUTyaTalluk Kpunrorpadguueckux kitoued onpexpenserca «MHctpykuuen o0
opraHu3aluy 1 obecriedeHnn 0e30MacHOCTH XpaHeHUs, 00pabOTKH U Mepeayu 1o
KaHajaM CBSI3M C HCIOJB30BAHUEM CPEICTB KPUNTOrpaPUUYECKON 3aliuThl
UHpOpMALIMK C  OrPAaHUYEHHBIM JIOCTYIIOM, HE COJAepXallell CBeIeHUI,
COCTaBJISIFOIIMX TOCYyAapCcTBeHHYIO TalHy» OT 13 urona 2001 r. NelS52. J[annas
NHcTpykums onpenensier eauHbld Ha Tteppuropun Pocculickonn Penepauuun
NOPSAJIOK OpraHu3aluu M obecrnieueHus 0e30MacHOCTH XpaHEHUus, o0paboTKU U
neperayu 1Mo KaHajllaM CBS3U C HcHoJib3oBaHueM ceptuduimpoannbix CK3U
(mudpoBanbHBIX CPEACTB) MOJIEKAUIEH B COOTBETCTBUM C 3aKOHOJATEIHCTBOM
Poccuiickoit deneparuu 00s3aTeNIbHON 3anuTe WHPOPMAIMK C OTrpaHUYEHHBIM
IOCTYTIOM, HE COJep KalIell CBEJICHHI, COCTABIIAIOIIMX TOCYJAPCTBEHHYIO TAiHY.

NcnonszoBanue CK3U 10iKHO OCYLIECTBISTHCSA B MTOJTHOM COOTBETCTBUHU C
KOHCTPYKTOPCKOM M JKCIUIyaTalMOHHOW JOKYMEHTalUHUEeW, MpeAcTaBIsieMOn
npousBoauteneM CK3U. Buytpennuit mnopsimok npumeHenuss CK3U B
VYupex1eHus JOJIKEH BKII0YATh:

- MOPSAJIOK BBOJIA B JICUCTBUE;

- NOPSIIOK SKCILTyaTaluu;

- MOPSIZIOK  BOCCTAHOBJICHUS PabOTOCIIOCOOHOCTH B  aBapUMHBIX
Clyvasx;

- IIOPSIOK BHECEHMS] U3MEHEHU;

- HOPSIIOK CHATHUSA C SKCIUTyaTalluu;

- MOPSAOK YIIPABJIEHUS KIFOYEBOU CUCTEMOM;

- MOPSAIOK 0OpaIeHus: ¢ HOCUTESIMU KITF0UeBOU MH(OpMAIuu.

5.7. MeponpusTusi N0 AHTUBUPYCHON 3amuTe HWHGOPMANMOHHBIX
pecypcoB YupeKaeHus

Llenpro co3gaHusi CUCTEMBI aHTUBUPYCHOM 3alUTHI SIBISETCA OOECIEUYECHHE
3aIIUIIEHHOCTH UH(POPMALMOHHO-KOMMYHUKAIIMOHHON CUCTEMBbl YUpPEXKICHUS OT
BO3JICUCTBHS Pa3IMYHOIO pona BPEJOHOCHBIX porpaMmm u
HECAHKIMOHUPOBAHHBIX MACCOBBIX TMOYTOBBIX PACCBHUIOK, MPEAOTBPAIICHUS HUX
BHEJIpEHUS] B UH(POPMAIMOHHBIE CUCTEMBbI, BBISIBICHUS U O€30MaCHOTO yAAJIICHUS U3
CUCTEM B cllydyae MNOMNaJaHus, a Takxke (UIbTpalUM AOCTyIa MoJib30oBaTene
Vupexaenuss K HEOpOoAyKTUBHbIM HWHTepHeT-pecypcaM W KOHTPOJIS  HUX
3JIEKTPOHHOM MEPETUCKHU.

OcHoBormoararouuMu TpeOOBaHUSIMH K CHUCTEME AHTUBUPYCHOM 3alUThI



YupexaeHus sABISIOTCA:

- peleHHE 3aJaYd AHTUBHPYCHOM 3alllUTHl JOJDKHO OCYIIECTBIISITBCSA B
obmem Buge. CpeAacTBO 3amMThl HE JOJDKHO OKa3blBaTh HPOTUBOACHCTBUE
KOHKPETHOMY BHUPYCYy WA TpPYyNNE€ BUPYCOB, MPOTUBOACHCTBUE HOJIKHO
OKa3bIBaThCS B MPEIOIOKEHUIX, YTO BUPYC MOXKET OBITh 3aHECEH Ha KOMITBIOTEP
1 0 BUpyce (0 €ro CTpyKType (B YaCTHOCTH, CUTHATYPE) U BO3MOXKHBIX JEUCTBUSIX )
HUAYETro HE U3BECTHO;

- pelIeHHE 3aJayd AHTUBHPYCHOM 3alllUTHl JOJDKHO OCYIIECTBIISITBCSA B
peaJbHOM BPEMEHH.

MepornpusiTusi, HanpaBJIC€HHbIE Ha pPEIIEHHWE 3aJady 10 AaHTUBUPYCHOM
3aIlNTE:

- HEO0OXOAMMO TMPOBOJUTH MOJUTHKY, TPEOYIONIYI0 YCTAHOBKH TOJBKO
JULEH3UPOBAHHOTO TIPOrPAMMHOTO 00ECIICYEHHUS;

- aQHTUBUPYCHBIE  TPOTPAMMHBIE  CPEACTBA  JOJKHBI  PETYJISIPHO
OOHOBJISTHCS M UCIOJB30BATHCS I MPOPUIAKTHUECKUX MPOBEPOK (KEIaTEIbHO
€KEe/IHEBHBIX );

- HENpEephIBHBIM  KOHTPOJIb  HAJ  BCEMU  BO3MOXHBIMU  IMYTSIMHU
NPOHUKHOBEHUSI BpenoHOCHBIX mporpamMMm B WUTKC VYupexneHus, MOHUTOPUHT
AHTUBUPYCHOM O0€30MacCHOCTH U OOHApyKeHHE JAECTPYKTUBHOW aKTUBHOCTHU
BPEIOHOCHBIX TIporpaMm Ha Bcex obbekTax UTKC;

- ©XKEIHEBHBbII aHalliu3, pAHXUPOBAaHWE U MPENOTBpPALIEHUE YIpo3
paclpoOCTpaHEHUsI W BO3JECUCTBUS BPEAOHOCHBIX MMPOTPAMM ITyTEM BBISIBICHUS
ysi3BuMocTerd ucnonabdyemoro B MTKC mnporpammuoro o6Gecnieuenus OC wu
CETEBBIX YCTPOWCTB M YCTPaHEHUS OOHAPYKEHHBIX J€(EKTOB B COOTBETCTBUU C
naHHbiMA - noctaBmuka [IO u  Apyrux coneuuManu3upOBaHHBIX — AKCHEPTHBIX
QHTUBHUPYCHBIX CITYXKO.

- TpoBeACHHE MPOPUIAKTUUYECKUX MEPONPHUATHI MO TPEIOTBPAIICHUIO U
OTPAaHUYEHUIO BHUPYCHBIX SIMUJEMHM, BKIIOYAIOUIMX 3arpy3Ky W pa3BepThIBaHUE
CHEUUAJIBHBIX TMPaBWI HEWTpaau3aluu (OTPaKEHUIO, W3O0JALUU U JIMKBHUIALMH)
BPEIOHOCHBIX IPOrpaMM Ha OCHOBE PEKOMEHJALMK 110 KOHTPOJIO AaTak,
MOTOTABIMBAEMBIX Pa3pabOTUYMKOM CPEJNICTB 3aIUTHI OT BPEJOHOCHBIX MPOTrpamMMm
U JPYTUMH CHEIUATU3UPOBAHHBIMU IKCIIEPTHHIMA AHTUBUPYCHBIMU CIyX0amMu 10
TOT0, Kak OyJyT BBIMYIICHB! DAkl MCTPABICHUN, MTPU3HAKOB M AHTHBUPYCHBIX
CUTHATYD.

- HEOOXOAMMO  TPOBOAWTH  PETYISPHYID  MPOBEPKY  IEIOCTHOCTH
KPUTUYECKU BAXKHBIX MPOrpamMM U JaHHbIX. Hanuuwe numHux ¢aisioB U CIEl0B
HECAHKIMOHUPOBAHHOTO BHECEHHUSI U3MEHEHUH TOKHO OBITh 3apErUCTPUPOBAHO B
YKypHAaJE U pacciieIOBaHo;

- JIUCKEThI, JIUCKHU, JUCKOBBIE HAKOMUTENIU JIOOOro THUIA HEU3BECTHOIO
MPOUCXOXKAECHUS CIEAYET MPOBEPATh HA HATMYUE BUPYCOB 0 UX UCIOIb30BAHUS;

- HEOOXOJMMO CTPOTO NPUACPKUBATHCA YCTAHOBJIEHHBIX MPOIEAYp IO
yBeIOMJIEHNIO O caydasax nopaxeHuss ANMC KOMIOBIOTEPHBIMH BHpPYCAMU H
MPUHATUIO MEP MO JIMKBUJIAIIMY TIOCJIEICTBUN OT UX MPOHUKHOBEHUS;

- clenyeT uMeTh IUlaHbl oOecrnedeHusi OecrepeOoitHOM  paboThI
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OpTaHU3AlNHU JIJISl CITy4aeB BUPYCHOTO 3apa’keHUs, B TOM YHCIIE TUIAHBI PE3EPBHOTO
KOIMPOBAHUS BCEX HEOOXOAUMBIX JaHHBIX M MPOTPaMM U UX BOCCTAHOBICHHS. DTH
MEpbl OCOOCHHO Ba)XHBI JUII CETEBHIX (DalIOBBIX CEPBEPOB, MOICPIKUBAIOIINX
O0JIbII0E KOJTMYECTBO PA0OYMX CTaHLUH.

B pamkax cosmaHusi CHCTEMbl aHTUBHUPYCHOHM 3alUThl MH()OPMAIMOHHBIX
pecypcoB YupexaeHHs Heo0X0AUMO pa3paboTaTh CIEAYIONUME OpraHU3aliOHHO-
pacmopsiAUTeNbHbIE 1 HOPMATUBHO-TEXHUYECKUE TOKYMEHTHI:

- Ilonoxxenue 00 aHTHBHPYCHOM KOHTpOJE, BKJIIOYas OIpe/aeIeHHe
OCHOBHBIX TIIeJIed M O00JIaCTH TPUMEHEHHsS] CHCTEMbl AHTUBUPYCHOW 3aIllUTHI,
TpeOOBaHMS K MEPCOHATY, CTETIEHb OTBETCTBEHHOCTH, CTPYKTYpPY M HEOOXOIUMBIN
YPOBEHb 3alUIIEHHOCTH OT BPEAOHOCHBIX NPOTPaMM, CTaTyC U JOJIKHOCTHBIC
00513aHHOCTH COTPYIHUKOB
JIOJ>KHOCTHBIE WHCTPYKIIMM aJIMUHUCTPATOPOB M COTPYIHHKOB OE30MAaCHOCTH,
KOTOPBIE JIOJDKHBI BKJTFOYATh!

o) [TopsiIoK yCTAaHOBKU M HACTPOMKHU CPEJCTB AaHTUBUPYCHOM
3aIUTHI;

o) [Topsiiok aKcmTyaTalMu CpeACTB AHTUBUPYCHOM 3alIUTHI, B T.4.
ob6Hosnenne [10, MOHUTOPUHT | YIIPaBIICHHUE;

o) [Mopsinok nercTBUS B IEPUO]T BUPYCHBIX SMTUAECMUM;

o [Topsimok nercTBUM TP BOSHUKHOBEHUY BHEIITATHBIX CUTYaIUH,
CBSI3aHHBIX C paOOTOCTIOCOOHOCTBIO CPEJICTB AaHTUBUPYCHOM 3aIIUTHI,

o) [Topsinok nercTBUs A1 YCTPAaHEHUS MOCIEICTBUM 3apaKCHUH.

o) TexXHOIOTUYECKUE UHCTPYKIIUU

5.8. MeponpusiTusi 1Mo OOHAPYKEHUI0 KOMIBIOTEPHBIX AaTaK Ha
HH(OPMALMOHHBIE  pecypcbl M  TeJeKOMMYHUKAIMOHHbIE  CHCTEMbI
Yupexknenus

OcHoBoMONararOMMMHI TPEOOBAHUSMU K CHCTEME OOHAPYKEHUS
KOMITBIOTEPHBIX aTak Ha WH()OPMAIMOHHBIC PECYPCHI U TEIEKOMMYHUKAITMOHHBIC
CUCTEMBI YUPEKICHUS SBIISIIOTCS:

- cucreMa OOHapy>KeHHs  KOMIBIOTEPHBIX  aTaKk  JIOJDKHA  OBITh
cepTU(hHUIIPOBAHA;

- cucTeMa OOHapy)XeHUsI KOMIIbIOTEPHBIX aTaK JOJKHA OBITh CIIOCOOHA
BBISIBIISITh ~ aTaKW, HAMNpPaBICHHBIE HA HapylmieHWe KOH(HICHIIUAIbHOCTH,
IIEJIOCTHOCTH M IOCTYITHOCTH WH()OPMAITMOHHBIX PECYPCOB.

Cucrtema oOHapyXeHHS KOMIIBIOTEPHBIX aTak JIOJKHA OO0ECIeuYnBaTh
BO3MOYXHOCTH BBITIOJTHEHUS CIEAYIOIUX OCHOBHBIX (DYHKITHI:

- BbISIBJICHHE HWH()OPMAIIMOHHBIX aTaK Ha NPUKIAJHOM YPOBHE CTEKa
TCP/IP nmocpeacTBOM aHallM3a MaKeTOB JaHHBIX, nepeaaBaeMbix B UTKC;

- ONOKHUpOBaHHE MAKETOB JAHHBIX, HAPYIIAIOUUX 3aJaHHYI MOJUTUKY
0e30IMacHOCTH;

- MOHHTOPHUHI Tpaduka, HUPKYIUPYIOUIEIO0 HA CETEBOM, TPAHCIOPTHOM M
MPUKJIATHOM YPOBHSIX MOJIEJIM B3aUMOJIEUCTBUSL OTKPBITHIX CUCTEM;



- BBISIBJIEHUE aHOMAJIUI CETEBOT0 TpauKa,

- ONOBEILECHHE aJIMHHHCTpAaTOpa 0€30MaCHOCTU 00 OOHAPYKEHHBIX aTakax
WJIU aHOMAJIUsIX CETEeBOro Tpaduka.

5.9. MeponpusiTuss N0 COBEPIICHCTBOBAHHMI0O OPraHM3ALMOHHO-
IITATHOH CTPYKTYPblI MOJApPa3JejieHHid, OTBeYAKINUX 3a olecrmedyeHue
HHGOPMALMOHHOI 0€30MACHOCTH YYpe:KAeHHUS

OCHOBHBIE MEpPONPUATHS 1O COBEPHICHCTBOBAHUIO OPraHU3alMOHHO-
HITATHOM CTPYKTYpPBI MOAPA3ACIICHUN 3alIUThl THHOPMALIMH:

- OCHAlIeHWE MNPOTrPaMMHO-TEXHUYECKUMH CPEACTBAMHU Jisi MPOBEICHUS
KOHTpOJIs1 cocTosiHus b B Yupexxnenus

- TMpOBEACHUE  MEPONPUATHA MO  TOBBILIEHUIO  KBalU(UKALUU
COTPYIHHUKOB.

5.10. MeponpusiTusi N0 MOBBLINIEHUI0 KBATU(PUKAIMU CHEIUATUCTOB B
o0Js1acTH 32U THI HHpOPMaUU

[lonroToBka ¥  TEpeNoOArOTOBKAa  TOJIb30BAaTENed M CHEIUAIHMCTOB
VYupexaenus mno 3amure MHQopMaluu TpeOyeT CO3/JIaHHE CUCTEMbl MOBBIIICHUS
YPOBHSI TEXHMUYECKOW TPAaMOTHOCTH W HH(POPMUPOBAHHOCTH TMOJIb30BATENECH B
obnmactu  MHGOPMAIMOHHON  0€30macHOCTH, a  TakKkKe  IepenoAroTOBKU
CHEIUANINCTOB M0 3amure uHbopmanuu. s 3Toro HEOOXOAUMO pPETYISPHO
IPOBOAUTH TPEHUHTH ISl IEPCOHAJA U KOHTPOJIb TOTOBHOCTH HOBBIX COTPYAHUKOB
0 TPUMEHEHUIO MPaBUJI WHOOPMAIMOHHOW 3alIUTHI, a TaKXKE MEPUOIUUYECKU
OCYUIECTBJISITh ~ TEPENOATOTOBKY  CIEIHAIUCTOB  MOJpa3[eieHUuil  3aIlUThl
uHpopmanmu. OCOOEHHO BaXHO TPOBOAUTH TPEHUHTH TP HU3MEHEHUU
KOH(UTypaluu HHPOPMAIIMOHHON CHCTEMbl (BHEIPEHUU HOBBIX TEXHOJOTUM U
MIPUKJIATHBIX aBTOMAaTU3UPOBAHHBIX CUCTEM, CMEHBI o0opynoBaHus,
OTIEepPAIlMOHHOM CHCTEMBI, KJIFOUEBBIX MPUIOKEHHUM, MPUHATUA HOBBIX MPABUI WU
WHCTPYKIUN U T.]I.)

5.11. MeponpusTusi 1m0 BHYTPEHHeMY ayauTy HH(OPMANUOHHBIX
CHCTEM Y4pexKIeHUs

BryTpennuit aymut nHGOPMAIIMOHHBIX CUCTEM YUPEXKICHUS MPOU3BOIUTCS
COTPYIHUKaMH, OTBETCTBEHHBIMH 3a HMH(POPMAIMOHHYIO O€30MacHOCTh, IO
pacropsiKeHut0 pykoBogutenss YupexaeHus. CpokM W peXuM MpOBEACHUS
BHYTPEHHETO ay/INTa YCTAHABIUBAIOTCS PYKOBOJUTENIEM Y UpEKACHUSI.

[lenbt0 BHYTpPEHHEro ayauTa SBIAETCS OILIEHKAa TEKYIIEro COCTOSHHS
cucteMbl nHpopManmonnou 6e3onacHoctTd UTKC, pazpaboTka unu akTyanu3amnus
OpPraHW3allMOHHBIX M TEXHUYECKUX TpeOOBaHWUN K cucTeMe HH(POPMAIMOHHON
0e30MacHOCTH YUpexkJeHUs, MNPOrHO3UPOBAHUE HA OCHOBE JTOTO TPeOyEeMBbIX
3aTpar Ha €€ MOJIJIepKAaHUE U MOJICPHU3AIIHIO.

TpeboBaHusi k cucteMe UHPOPMAITMOHHON 0€30MaCHOCTU pa3pabdaThIBaAIOTCs
Ha OCHOBE aHajamu3a CYIIECTBYIOLIUX yIrpo3 uH(}OpMaIMOHHO-
TEJIEKOMMYHHUKAIITMOHHOM CUCTEMBbI, UJICHTU(PUKALINY CYIIECTBYIOLIUX
yS3BUMOCTEN U OLIEHKU BEJIMYUHBI BO3MOKHOTO yiepoa.
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PesynpraThl ayauTa JAOJKHBI COAEpPXKAaTh OTYETHI MO 00ECIEUEHUIO
0e30macHOCTH HH(OPMALMOHHOM CHUCTEMBI MOAPA3JEIICHUs B LEJIOM WM €€
JIOTUYECKUX KOMIIOHEHTOB. OnucaHusi, BbIBIEHHBIE (AKTbl M PEKOMEHAAINH,
MOJIyYEHHbIE B XOJE€ MPOBEICHUS ayauTa, TOJDKHBI OBITh HCIOJIB30BaHBI IS
JanbHeHIIeld OIEHKU 3aIllUIIEHHOCTH HHPOPMALIMOHHON CUCTEMBI.

AyauT TpOBOASTCS HE3aBUCUMO OT COTPYJHUKOB, OTBETCTBEHHBIX 3a
(yHKIMOHUpPOBaHKE 0011 cucTemMbl noaaepkku. HeoOxoaumMbie mpOBEpKH MOTYT
OBITH OCYLIECTBJICHBI KaK U3HYTPH, TaK U N3BHE HHPOPMALIMOHHON CHUCTEMBI.

KoMmmnekcHble mpoBepkd Mep 1Mo o0ecrnedyeHu0 HH(OpMauoHHOMI
0€30MacHOCTH MPOBOJATCS HE PEXE OAHOro pasa B roi. OTaenbHbIE MPOBEPKU
CUCTEM Ha MOTEHIMAJIbHbIE MOBPEXKACHHUS OCYIIECTBISIOTCA C MEPUOJAUYHOCTHIO,
HEOOXOIMMOM  JUIsl  TOJJEpKaHus  TpeOyeMOoro YpOBHS  ONEpPAaTUBHOCTHU
CTaTUCTHUYECKUX JTAHHBIX.
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